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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3069

66. 249. 78. 2 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn dr op 258
52.16.5.197 Lhited Sates 147.237.77.216 dover.idf.il |SYN Hood out of context dr op 4
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
82.173. 106. 6 Net her | ands 147.237.76. 44 e.refuah.idf.il|B ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.143.82.50 147.237.72. 166 Net her | ands aka idf.il ET SCAN NMAP -sS w ndow 4096 1
37.143.82.50 147. 237. 72. 166 Net her | ands aka.idf.il ET SCAN NVAP -f -sS 1
217.16.2.77 147. 237.77. 227 France e. hanaz. i df .il ET SCAN Potential WNC Scan 5900- 5920 1
217.16.2. 77 147. 237.77. 205 France prishaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
217.16.2.77 147. 237. 76. 148 France gqcent er . aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
109. 235. 254. 181 147.237.72. 166 Tur key aka.idf.il ET SCAN NMAP -sS w ndow 2048 1
109. 228. 33. 167 147.237.77. 216 Uni ted Ki ngdom dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
37.143.82.50 147. 237.72. 166 Net her | ands akaidf.il ET SCAN NMAP -sS w ndow 2048 1
217.16.2. 77 147.237.77. 235 France svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
217.16.2.77 147.237.77. 216 France dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
217.16.2.77 147. 237. 76. 148 France ggcenter. aka. i df . i1 ET SCAN Potential VNC Scan 5900- 5920 1
217.16.2.77 147.237.0. 33 France idf.il ET SCAN Potential VNC Scan 5900- 5920 1
146. 185. 250. 2 147.237.77. 216 Russi an Feder ati on dover.idf.il ET SCAN NMAP -sS w ndow 1024 1
109. 235. 254. 181 147.237.72. 166 Tur key aka.idf.il ET SCAN NVAP -f -sS 1
91. 236. 213. 82 147. 237.76. 177 krai ne ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address [Ste Signature Acti on ‘Count
reamn ine: TCP Invali i i ssi
46.120.106. 21 |Israel 147, 237.72. 167 |t shuri maka i o || €3N NG Engine: TP Invalid invalid segnent retransmssion drop 60
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.99  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 57
Ret r ansn ssi on Packet dr opped.
79. 178. 223. 246 | srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt with different monitor |31
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
213.57.131. 131 |I srael 147.237. 72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> Ti neout alert 14
213.57.131. 131 |l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 14
o SYN+tACXK retransmt wth .
213.57.131. 131 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence different vi ndow scal e nonitor |14
Sreamng Engine: TCP Invalid i i SSi
89.138. 40. 188 |l srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. g 9
Ret ransnm ssi on Packet dropped.
46. 116. 246. 120 |I srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
46. 19. 86. 112 | srael 147.237.77. 233 |atal .idf.il dr op First packet isn't SN drop 7
Sreamng Engine: TCP Invalid i i ssi
185.3. 146. 243 |Israel 147. 237. 77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. 6
Ret ransn ssi on Packet dropped.
77.127.85.66  |lIsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
s SWNretransnmit wth different .
176.13.1.123 |israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e nonitor |6
Sreanming Engine: TCP Invalid i i ssi
109. 64. 102. 248 |1 srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
5.22.129.171 |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
46.19.85.161  [lIsrael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber monitor 5
84.228.177. 217 |l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
79. 178. 223. 246 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
176.13.1.123 |israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 4
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
reanming BEngine: TCP Invali i i ssi
84.111.126.91 |Israel 147. 237.76. 200 [ei tan aka i o 11 || S3M NG Engine: TP Invalid invalid segnent retransmssi on drop 4
Ret ransm ssi on Packet dropped.
176.13.1.123 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
91. 200. 12. 143 |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop
Pal estinian Territory, . . -
185.5.223. 10 Qecupi ed 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 116. 246. 120 I srael 147. 237. 72. 166 |aka. i f . i | Bad TCP sequence SINWACK retransmt W th monitor |4
di fferent w ndow scal e
Sreanming Engine: TP Invalid i i ssi
217.132.35.56 |Israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 4
Ret ransn ssi on Packet dropped.
91. 200. 12. 143 |lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
46. 19. 85. 82 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 3
Sreamng Engine: TCP Invalid i i ssi
2.52.20.117  |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
94. 230. 86. 160 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor 3
46. 19. 85. 82 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |3
Sreaming Engine: TGP Invalid i i ssi
199.7.157.45 |canada 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
82. 166. 240. 201 |1 srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.179. 34.119 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
5.28.154.115 |Israel 147.237.72. 166 |aka i df .| Streamng Engi ne: TCP Inval i d invalid segnent retransnissi on drop 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79. 180. 168. 126 |I srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
185. 120. 126. 96 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.177. 166. 171 |I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
2.54.147.183 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
52. 16. 5. 197 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
79.182.231.79 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 64. 183. 131 | srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
66.249.78. 146 |lnited Sates 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 2
Ret ransnm ssi on Packet dropped.
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
75.126.221.55 |Lhited Sates 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
37.26.149. 252 |Israel 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
108. 19. 36. 223 |Wnited Sates 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |Site Sgnature Acti on ‘Count
77.126. 144. 46 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 81
85. 64. 100. 3 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 35
46.19. 85. 99 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 19
84.111. 232. 199 |l srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unauthorized URL Access from 84.111. 232. 199 B ock 14
89. 138. 229. 111 |I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 13
80.178.208.50 |[lIsrael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
46. 118. 155. 216 |krai ne 147.237.77. 176 |nat pash. i df . i | Mil tiple Uauthorized URL Access from 46. 118. 155. 216 B ock 3
84.111. 232. 199 |l srael 147.237.0.19 |nadi matal . idf. i |Suspicious Response Code B ock 3
46. 118. 155. 216 |Lkrai ne 147.237.77. 216 |dover.i df .| Ml tiple Uhauthorized URL Access from 46.118. 155. 216 B ock 3
. . . Unaut hori zed URL Access to
84.111.232. 199 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, . | 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1432 Bl ock 3
46.19.85.134 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
130. 193. 50. 31 gzz::tnl on 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
93.172. 136. 152 |I srael 147.237.77. 216 |dover.i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
176.13.11. 148 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
195. 154. 191. 97 |France 147.237.76.86 |navy.idf.il PHP At enpt B ock 2
77.127.85.66  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
. - . D stributed Lhaut hori zed URL Access on
204. 13. 200. 200 |Lhited Sates 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
. . Paraneter Type Mol ation ct| 00$Cont ent Pl acetbl der 16t xt Enai | in
178. 223. 66. 206 147.237.77. 216 |dover. i df . il v i df i 17 1038- en/ dover . aspx Bl ock 2
109. 64. 185. 166 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
89. 138. 68. 250 |lsrael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Attack None
- . D stributed Lhaut hori zed URL Access on
46. 166. 190. 134 |Net her | ands 147.237.77. 216 |dover.i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
84.111. 224. 167 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for www aka. i df . i1/ mai n/ hone/ def aul t . aspx |B ock 1
195. 154. 191. 97 |France 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/wp-1ogin. php Bl ock 1
2.54.182.155 [Israel 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock 1
157.55.39. 111 |thited Sates  |147.237. 77. 216 [dover. i df .i | Wnauthori zed UL Access to L B ock 1
wwy i df.il/tenpl ates/articl e resour ces/ veri si gn. php
77.127. 196. 205 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
. - . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |Uhited States  |147.237.77. 216 [dover. i df . i | v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
66. 249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
207.46.13.145 [lnited Sates 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock
85.65.44.234 | srael 147.237. 72. 166 |aka. i df . i | Wnaut hori zed Met hod HEAD for B ock 1
v aka. i df . i |/ mai n/ gi yus/ pni ot answer . aspx
79.182.39. 4 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
2.54.182.155 |[Israel 147.237.77. 176 |mat pash. i df . i|  [Unaut hori zed URL Access to wan cogat.idf.il/xmirpc. php B ock 1
185. 32. 179. 225 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
68.180. 228. 112 [Lhited Sates 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/kesher B ock 1
- . D stributed Lhaut hori zed URL Access on
109. 201. 152. 22 |Net her| ands 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
. . D stributed Lhaut horized URL Access on
46. 166. 190. 144 |Net her | ands 147.237.77. 216 |dover.idf . il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
195. 154. 191. 97 |France 147.237.77. 176 |mat pash. i df .i| |Ostributed P Attenpt B ock 1
2.54.182.155 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/xmrpc. php B ock 1
162. 243. 188. 75 [Lhited Sates 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to / B ock 1
79.176.104. 88 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 191 I srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pts/ scrol | er/jquery. j carousel . s B ock !
] - . D stributed Lhaut hori zed URL Access on
107.178.194.79 |Lhited Sates  |147.237.77.216 [dover.i df. il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
] . . D stributed Unauthori zed URL Access on
208.184.112.74 [Wited Sates  |147.237.77.216|dover.idf .il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
85. 65.76.149  [Israel 147.237.0.19 |[madi matal .idf.i|Untraceabl e SSL Sessions: Qpen Mde None 1
. . D stributed Unauthori zed URL Access on
37.26.146.223 |Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1135- hel at al . aspx Bl ock 1
- . D stributed Lhaut hori zed URL Access on
192.42.116. 16 [Netherl ands 147.237.77. 216 |dover . i df . i | v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
68. 180. 228. 175 |Lhited Sates 147.237.76.42 |refuah.idf.il Dstributed Unauthorized URL Access on 147.237.76. 42/ robots. txt B ock 1
54.153.33.152 |lhited Sates 147.237.76.200|ei tan. aka. i df . i | [Unaut hori zed URL Access to 147.237. 76. 200/ B ock 1
46. 19. 86. 60 I srael 147.237.77.216|dover.i df .i | Unt raceabl e SSL Sessi ons: C(pen Mode None 1
195. 154. 191. 97 |France 147.237.77. 176 |mat pash. i df . i|  |Unauthorized URL Access to waw cogat.idf.il/wp-1ogin. php B ock 1
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