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Il 76. 10. 175. 66
M 85. 130. 242. 205
[ 37. 26. 147. 200
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46. 19. 86. 58
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3456
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
188. 165. 15. 169 France 147.237.77.74 lawidf.il 228: HITP. AhrefBot craw er B ock 1
123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il [Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
94. 102. 60. 89 147.237.77.61 |Netherl ands e.cogat.idf.il ET SCAN Potential SSH Scan 1
82.117.208. 243 |147.237.77.212 e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
197. 157. 244. 243|147. 237. 77. 227 |Sonal i a e. hanaz. i df .il ET SCAN Potential SSH Scan 1
177.21.107. 124 |(147.237.76.31 |Brazil nakchal . i df .i | ET SCAN NVAP -sS wi ndow 4096 1
177.21. 107. 124 |147.237.76.31 |Razil nakchal .idf.il ET SCAN NVAP -f -sS 1
119. 146. 221. 68 |147.237.0.35 [China akaws. i df il ET SCAN Potential SSH Scan 1
115.182.17.13 [147.237.8.45 |China eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 228. 33. 167 |147.237. 76. 201 [Uni ted Ki ngdom |e.atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.0.15 [Netherlands kosher-kravi.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
37 26.146. 227|147 237 77 170 |1 r ael waarachot i df i | ET DOS Large anount of TCP ZeroVWndow - Possible Nkiller2 DDos 1
attack
197. 157. 244. 243|147. 237. 77. 234 |Sonal i a hal ag.idf.il ET SCAN Potential SSH Scan 1
177.21.107. 124 |147.237.76.31 |Brazil nakchal . i df il ET SCAN NVAP -sS wi ndow 2048 1
119. 146. 221. 68 |147.237.76. 34 [China yohal an. i df .i| ET SCAN Potential SSH Scan 1
115.182.17.13 |147.237.8.45 |China e.eitanidf.il ET SCAN NVAP -sS wi ndow 2048 1
115.182.17.13 |147.237.8.45 |China eetanidf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ Ste

‘Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret ransm ssi on

Packet dropped.

79.176. 131. 245 |Israel 147.237.76. 200 |ei tan. aka. i df . i > dro 432
Ret ransmi ssi on Packet dropped. P
Sreaming Engine: TGP Invalid i i ssi
109. 186. 10.88 I srael 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransnission. drop 38
Ret r ansni ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
76.10.175.66  |Canada 147.237.72.166 |aka i of il |Bad TOP sequence :z;;e”ansm't wih different wndow| v |15
46. 19. 86. 58 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 11
5.28.173.169 I srael 147.237.77.233|atal .idf.il  [Bad TCP sequence S retrensmt with different wndow) oivor  [11
31.210. 186. 137 |l srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval id ACK nunber noni t or
173.252.88. 247 |lhited Sates [147.237.77.74 |lawidf.il dr op First packet isn't SN drop
Sreanmng Engine: TCP Invalid i i ssi
213.57.164. 201 |Israel 147.237.77. 243 |nobi L e.i df i 9 =9 Inval i d segnent retransnission. drop 8
Ret r ansm ssi on Packet dr opped.
37.26.149.165 |[lsrael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
185. 3. 146. 86 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber noni t or 7
85. 130. 242. 205 |l srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
85. 130. 242. 205 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
37.26.147.200 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence noni t or 6
185. 3. 146. 86 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
79.182.29.47  |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
77.126.43.33  |Israel 147.237.72. 166 |aka i df i 9 =9 Inval i d segnent retransnission. drop 6
Ret r ansm ssi on Packet dr opped.
31.168.76.175 |[lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
Sreamng Engine: TCP Invalid i i ssi
79.178.104.87 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 66. 122. 237 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 6
Ret ransni ssi on Packet dropped.
109. 186. 183. 134! srael 147.237.76.30 |[himush.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 5
37.26.147.200 |lIsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence aert 5
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
173.252.88.245 |Wnited Sates [|147.237.77.74 [lawidf.il drop First packet isn't SW drop 4
2.52.56. 60 I srael 147.237.76.30 |himsh.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
173.252.80. 115 |Whited Sates |147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
46.19. 86. 101 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi
66.249.81.209 |Wited Sates |147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransission drop 4
Ret r ansni ssi on Packet dr opped.
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 4
31.210. 186. 151 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACGK nunber noni t or 4
173.252.88.248 |lhited Sates [147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
5. 102. 254. 95 I srael 147.237.72. 156 |anan. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
Sreaming Engine: TGP Invalid i i ssi
176.13.19.230 |Israel 147. 237.77. 243 |robile. i f . | 9 =g Invalid segment retransmssion. drop 4
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TGP Invalid i i ssi
46.19.86.210  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.181. 150. 103 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TGP Invalid i i ssi
77.125.110.99  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.177.159.64  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.
85. 130. 242. 205 |Israel 147.237.76.86 [navy.idf.il |[Bad TCP sequence Inval i d ACK nunber aert 3
37.26.147.200 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
79.177.231.21 |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
37.26.146.202 | srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransnission. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.182.145.80 |israel 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransnssion. drop 3
Ret ransmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
77.127.243. 140 |israel 147.237.72. 166 |aka i of .11 9 =9 Inval i d segnent retransnission. drop 3
Ret r ansm ssi on Packet dr opped.
46.117. 225. 223 |l srael 147. 237.72. 166 |aka. i df . i Bad TCP sequence Inval id ACK nunber noni t or 3
Sreamng Engine: TGP Invalid i i ssi
2.54.182.140  |israel 147. 237. 77. 243 |nubi l e. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
62.219.116.52 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.
5.102.254.188 |Israel 147.237.76.42 |refuah.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 3
2.52.56. 60 I srael 147.237.76.30 |nhimsh.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi
79.176.50.71  |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segment retransmssion. drop 3
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.176.131. 245 |Israel 147. 237.76. 200 |ei t an. aka. i df . i | ;8?1'\7?3'1;; 222 sane Response Qode (404) in Session from Bl ock 38
89.138.229.111 [israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 10
2.54.18.194 I srael 147.237.0.19 |nadi matal .idf.il O stributed Suspicious Response Qode B ock 6
176.13. 2. 150 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 4
37. 46. 39. 251 I srael 147.237.77.243|mobi | e. i df . i | Ml tipl e Unaut horized URL Access from 37.46. 39. 251 B ock 3
85. 64. 242. 90 I srael 147.237.0.19 |nadi matal .idf.il O stributed Suspicious Response Qode B ock 3
80.178.208.50 |[Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 2
192.118.60.69 |l srael 147.237.77. 170 |maar achot . i df . i | Ml tipl e Unaut hori zed URL Access from 192. 118. 60. 69 B ock 2
176.13.19.230 |Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index Bl ock 2
109. 186. 10. 88 |l srael 147.237.77. 243|nobi | e. i df . i | thaut hori zed URL Access to B ock 2

nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1152

. . . Unhaut hori zed URL Access to
87.46.39.251  [Israel 147.237.77.243|nobi | e. i df . i1 mobi | e. i df . i 1/ cat egor yt enpl at es/ | i st chi | ddocurent s/ 1362 Bt ock 2

D stributed Uhaut hori zed URL Access on

204.13.200. 200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 2
185.24.76. 140 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
} . . D stributed Uhaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 2
176.13.19.230 |Israel 147.237.77.243|mobi | e. i df . i | O stributed Suspicious Response Code B ock 1
79.176.131. 245 |[Israel 147.237.76.200|ei tan. aka. i df . i | Too Many 404: Response Code per Session B ock 1
66.249. 64. 235 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237. 77. 216/ 1569- en/ dover . aspx |B ock 1
109.163. 234.9  |Ronani a 147.237.72. 166 |aka. i df . i | SSL Untraceable Connection - Protocol violation None 1

(SSL_CONN CLI ENT_CERTI FI CATE_ REQUEST)
D stributed Uhaut hori zed URL Access on

87. 69. 190. 81 I srael 147.237.72. 156 |anan. i df . i | - i1/ https: /v il Bl ock 1
149. 78. 166. 151 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 68. 180. 228. 112 B ock
107.178.194.79 |wnited Sates [147.237.77. 216 |dover. i df . i | Distributed hauthori zed LRL Access on B ock 1

WA i df . i | /1133- 22461- he/ dover . aspx.
D stributed Unaut hori zed LRL Access on

46.166.190. 143 |Netherlands |147.237.77.216|dover. i df.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
5.28.173. 169 I srael 147.237.77.233|atal .idf.il Lhaut hori zed UR. Access to 147.237.77.233/1136- he/ at al . aspx B ock 1
204.79.180. 113 [Lhited Sates [147.237. 76. 147 |chi nuch. aka. i df . i | m;:’ﬂhig ;ﬂzuf z?”l Izlejoﬁtfnccess on Bl ock 1
85. 64. 16. 240 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
66. 249. 78. 27 I srael 147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 938- he/ nakhal . aspx  |H ock 1
89.138.69.208 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
80.230.17.28 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
192.118.60.69 |lIsrael 147.237.77. 170 |naar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/7/ B ock 1
173.51.82.180 |lwited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/anan B ock 1
76.10. 175. 66 Canada 147.237.72. 166 |aka. i df . i | MSQ Data Retrieval with Inplicit  Qnversion Erors None 1
107.178.194.79 |Wited Sates [147.237.77.216|dover.idf.il Distributed Uhauthori zed LR Access on B ock 1

Wy i df . i | /1133- 22638- he/ dover . aspx.

m ny- kosher - kr avi . i

df.il
. . Uhaut hori zed URL Access to
5.102. 228. 45 | srael 147.237.72.166 |aka. i df . i | vown aka, i o i 1/ i v sachar/ resour ces/ i nages/ pays! i ps/ B ock 1

Unknown Par anet er

54. 153. 33. 145 Lhited Sates |147.237.0. 17 Uhaut hori zed URL Access to 147.237.0.17/ B ock 1

212.76.106. 133 |[lIsrael 147.237.72. 166 |aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenPl acetHol der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
79.178.142. 136 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
185. 3. 146. 86 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Unaut hori zed URL Access to
66.249.78.234 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
109. 186. 109. 241|I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
40.77.167.73  |Wited Sates |147.237.77.216|dover.idf. il trs:t horized LRL Access to waw idf.i1/1523-en/ dover. aspx+ df B ock 1
84.109. 188. 174 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
176. 12. 144. 238 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
76. 10. 175. 66 Canada 147.237.72. 166 |aka. i df . i | Mil tipl e signatures from 76.10. 175. 66 B ock
_ www. chanat z. aka. i d .
54, 153. 33. 145 Lhited Sates |147.237.77.226 £l Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 83 |Uited Sates [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
37.26.146.148 |lIsrael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
212.199. 57. 205 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for waw aka.idf.il/nain/giyus/ B ock 1
85. 250. 102. 168 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
79.179.53.124 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
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