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Top Attackers

M dover.idf.il
M eitan aka.idf.il
M aka. idf.il
M nadi matal .idf.i
M halag.idf.il
M nobi le.idf.il
M atal.idf.il
M anan.idf.il

nat pash. i df . il
M hinush.idf.il

Il 185. 93. 181. 102
167. 114. 156. 16
I 79.182. 136. 4
176. 13. 18. 127
M 46. 19. 85. 132
M 213.57. 143. 153
I 41.33.231.90
W 37.46. 39. 214
149. 78. 154. 69
W 149. 78. 248. 248
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3177
185. 93. 181. 102 147.237.77. 216 dover.idf.il |SYN Hood unverified cookie dr op 18
185. 93. 181. 102 147.237.77. 216 dover.idf.il |SYNHood del ete reset drop 2
54.72.0.55 Irel and 147.237.77.216 dover.idf.il |SYN Hood out of context drop 1




12-19-2015-20:04:07 to 12-19-2015-21:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




12-19-2015-20:04:07 to 12-19-2015-21:04:07

|Top Attackers In |D|

Target Address ‘Attacker Qountry [Ste

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 78. 254 |147.237.72.166 |Lnited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
109. 65. 49. 17 147.237.0. 15 | srael kosher-kravi .idf.il ET DB Lar ge anount of TGP Zerowndow - Possible Niller2 2
DDos attack
196.12.190. 13 |147.237.8.27 |Puerto Rco e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
149. 88. 62. 227 [147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
94.102.60.89 |147.237.8.28 [Netherl ands e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 114 |147.237.77.19 |Wkrai ne | awforumidf. i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
46.151.54.178 [147.237.0.16 |lkraine ny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
196.12.190. 13 [147.237.8.27 |Ruerto Rco e.nadimatal .idf.il ET SCAN NMAP -sS w ndow 2048 1
196.12.190. 13 [147.237.8.27 |Puerto Rco e.nadimatal .idf.il ET SCAN NVAP -f -sS 1
167. 114. 156. 16 [147. 237. 77. 216 [Canada dover.idf.il portscan: TCP D stributed Portscan 1
146.185.250.2 [147.237.0.19 gj::;”l o madi matal i df il ET SCAN NVAP -sS wi ndow 1024 1
94.102.60.89  |147.237.76. 198 |Net her | ands e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 114 |147.237.77.19 |Wkraine lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

count ry ‘Target Address |Ste Signature
185. 93. 181. 102 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 3478
Sreamng Engine: TP Invalid i i ssi
79.182.136.4 |Israel 147. 237. 76. 200 |ei tan. aka.i of . i g =g nval i d segnent retransmssi on. drop 1158
Ret ransmi ssi on Packet dropped.
185. 93. 181. 102 147. 237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 507
. . SYNtAXK retransmit with different .
185. 93. 181. 102 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 322
185. 93. 181. 102 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 225
185. 93, 181. 102 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid AGK nunber alert 156
185. 93. 181. 102 147.237.77. 216 |dover. i df il Bad TCP sequence noni t or 147
185. 93. 181. 102 147.237.77. 216 |dover.idf. | Bl ock HITP Non Conpl i ant Response out of state noni t or 96
46.19.85.132 |Israel 147.237.72. 166 |aka.idf il Bad TCP sequence Inval id AGK nunber noni t or 45
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 33
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 26
2.54.19.113 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
s SYNVACK retransmit wth different .
213. 57. 143. 153 |I srael 147.237.72. 166 |aka. i df il Bad TCP sequence wi ndow scal 6 noni t or 17
185. 93. 181. 102 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 17
213.57. 143. 153 |I srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 17
46.19.85.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
reamng BEngi ne: TCP Invali i i ssi
77.127.208.64 |Israel 147. 237.72. 166 |aka i of . i | Streanng Engi ne: TCP aid Invalid segent retransmssion. drop 15
Ret ransm ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 15
185. 93. 181. 102 147.237.77. 216 |dover.idf.il  |Wb Server Enforcenent M ol ation Vszfvisfévers Stow HITP Denial - of rej ect 15
. . SYNretransmt wth different .
80. 246. 130. 169 [l srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 14
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
149. 78. 248. 248 |I srael 147.237.77.234|ndl ag.icf. i1 |Bad TCP sequence SN retransmt with i fferent monitor |13
w ndow scal e
o SYNretransmt wth different .
79.183.219.65 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal noni t or 10
149. 88.69. 6 I srael 147.237.76.30 |himsh.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 7
Sreamng Engine: TP Invalid i i ssi
79. 179. 184. 235 |I srael 147.237.72. 166 |aka i f .11 g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
reamng BEngi ne: TCP Invali i i ssi
149. 78. 204. 185 |l srael 147.237.77. 243 |t e ior. 11 | SAMNG Engine: TP Invalid nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
37.46.39.214 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i sSi
46.19.85.138 |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
79.183.1.221 |israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert
41.33.232.66 |Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or
37.46.39.108  |[lIsrael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
109. 65. 61. 135 |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Inval i d segrent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
o SWNretransmt wth different
149. 78. 248. 248 |l srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e alert 6
79.183.1.221 |israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TQP Invalid i i SSi
109. 66. 172. 47 |Israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dr opped.
93.172.9.151 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
86. 4. 60. 247 E?';;gom 147.237.0.19 |nadimatal.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
82.81.26.252 |Israel 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
46.19.85.180 |[lIsrael 147.237.77. 176 |mtpash.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
37.46.39.214  |[lIsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or
. . SYNtAXK retransmit with different .
80. 246. 136. 151 [l srael 147.237.72. 166 |aka. i df.il Bad TCP sequence wi ndow scal e noni t or 5
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
54.244.22.103 |Uhited Sates [147.237.77.176 |matpash.idf.il |dr op Frst packet isn't SN drop
94. 230. 86. 237 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
157.55.39. 214 |Wited Sates |[147.237.72. 166 |aka.idf.il 9 =g Invalid segent retransmssion. drop 4
Ret ransmi ssi on Packet dropped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover. i df .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
66.87.114. 252 |lLhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 4
Sreaning Engine: TQP Invalid i i SSi
94.230.93.210 [Israel 147.237.76. 200 |ei tan. aka. i of . g =g nvalid segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
213.57.183.67 |[lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

At acker

Devi ce

www cogat . i df . i1/894-ar

ountry Target Address |[Site Sgnature Action ‘Count
185. 93. 181. 102 147.237.77.216|dover.i df .i | Mil tiple Abnormal |y Long Request from 185.93.181. 102 Bl ock 227
79.182.136.4  |Israel 147.237.76.200|ei tan. aka. i df . i | D stributed Too Miny of the Same Response Code (404) B ock 174
176.13.18. 127 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 158
176.13.18. 127 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 126
37.46.39.214 |Israel 147.237.76.200|ei tan. aka. i df . i | D stributed Too Miny of the Same Response Code (404) B ock 19
77.127. 239. 169 [I srael 147.237.72. 166 |aka. i df . i | m“;?:'i'd?e?l T e O our esour cel or et of Bl ock 4
176.13.15.178 [ srael 147. 237.0.17 rrlllny kosher-kravi. idf |, ted Illegal Parameter Encoding None 4
149. 78. 204. 185 |l srael 147.237.77.243|nobi [ e.i df . i | Ml ti pl e Unaut horized URL Access from 149. 78. 204. 185 B ock 3
37.142.64.2 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 2
109. 64. 122. 166 [l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
46.19. 86. 96 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in LR froma46. 19. 86. 96 B ock 2
149. 78. 204. 185 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
94. 230. 93. 248 |l srael 147.237.76.200|ei tan. aka. i df . i | D stributed Too Miny of the Same Response Code (404) B ock 2
94.230.93.175 |[Israel 147.237.76.200(ei tan. aka. i df.il Dstributed Too Many of the Sane Response Code (404) B ock 2
37. 142, 222. 233 |I srael 147. 237.72. 166 |aka. i df . i | m“;kr:riid??ﬂ /'\:;r:]‘;zi Bfg%;nfra] s B ock 2
94.230.93.210 [Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 2
176.12. 140. 92 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
77.127.232. 233 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
94.230.93.178 |[Israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 2
84. 228. 188. 251 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . il/sachar B ock 2
2.54.21.120 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
176. 12. 141. 145 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
157.55.39. 214 |lhited Sates |147.237.72.166|aka.idf.il Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
109. 253. 203. 6 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
94.230.93.242 |[Israel 147.237.76.200(ei tan. aka. i df. il Dstributed Too Many of the Sane Response Code (404) B ock 2
79.178.173.83 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock 2
195. 154. 226. 90 |France 147.237.77.216|dover. i df . i | Illegal HITP \ersion HITP B ock 1
5.29.78. 148 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
94.230.93. 245 |[lIsrael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 1
79.183.1.221 |[Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S Sessions: si gal gs DoS Attack None 1
69.171.228.122 |Lhited Sates [147.237.72.166|aka.idf.il Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
94.230.93. 168 |[lIsrael 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) B ock 1
87.68.167.229 |Israel 147.237.77. 216 |dover . i df . i | 3];; ir(;fl??ﬁ?fﬁ';ﬁéu;mii?’i Iu/1 Access on B ock 1
64.19.78.242 |wited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77.216/ B ock 1
149. 210. 158. 71 |Net her| ands 147.237.77. 176 |nat pash. i df . i | Mil tipl e Wnaut hori zed URL Access from 149. 210. 158. 71 B ock 1
80. 246. 136. 102 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
212.34.12.185 [Jordan 147.237.77. 216 |dover.i df .i | Uhknown HTTP Request Method x in URL wwaidf.ilhttp/1.1 B ock 1
2.52.61.125 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/main/gu B ock 1
94.230.93.197 |[Israel 147.237.76.200|ei tan. aka. i df . i | D stributed Too Miny of the Same Response Code (404) B ock 1
79.180. 48. 158 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
185.19.78.76  [Kuvait 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to www idf.il/894-en/idf gdover.aspx |[B ock 1
94.230.93.136 |Israel 147.237.76.200|ei tan. aka. i df . i | D stributed Too Miny of the Same Response Code (404) B ock 1
68.180.228.112 |Lnited Sates [147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to ww idf.il/english B ock 1
162. 209. 84. 156 [United Sates  [147. 237.77. 216 |dover . i df . i | Dstribued LAt hor! ;sgvéf‘aﬁgiess on Bl ock 1
85.65.44.234 |israel 147.237.72. 166 |aka. i df . i | m”;f:rii df_’?l /Mr;:aihr?/dgi;igl/)pfn?gt ansver . aspx B ock 1
213.57.43.168 |Israel 147.237.77.233|atal .idf.il Paraneter Type Vol ation search in B ock 1
vy at al . i df.il/1440-he/ atal . aspx

79. 183. 160. 123 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e S Sessi ons: sigal gs oS At ack None 1
204.13.200. 200 |Wnited Sates  [147.237. 7. 216 |dover. i df . i | w11 1155, 25461 nel dover. aum Bl ock 1
5. 29. 203. 45 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
70.112.191.138 [Lhited Sates  |147. 237.77. 176 |mat pash. i df . i | Distributed tnauthorized URL Access on B ock 1
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