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M 104. 131. 94. 218
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3461

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 305

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 105

168. 235. 207. 134 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover Con Limt Htps drop 28

168. 235. 207. 134 Lhited Sates 147.237.77. 216 dover.idf.il F Dover _Unhder Attack Con Htp drop 2
134.147. 203. 115 Ger many 147.237.76. 199 e.nakchal .idf.il|B ock Np Al Net drop 2

168. 235. 207. 134 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack_Con H ps drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Target Address country Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 78. 146 [147.237.72.166 |lhited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
43.229.53.89 [147.237.0.35 |Japan akavs. i df . i | ET SCAN Potential SSH Scan 1
147.27.11. 143 |147.237.77.19 |G eece lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
115.182.17. 13 |147.237.0.16 |China ny-kosher-kravi.idf.il  |[ET SCAN NVAP -sS wi ndow 4096 1
115.182.17.13 [147.237.0.16 |China ny- kosher -kravi . i df . i ET SCAN NVAP -f -sS 1
94.102.60.89 |147.237.72. 217 [Net her| ands eidf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 [147. 237. 77. 121 |United Sates |e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
43.229.53.89 |147.237.0.17 |Japan mny-kosher-kravi .idf.il1 |ET SCAN Potential SSH Scan 1
147.27.11. 143 |147.237.77.19 |G eece lawforumidf.il ET SCAN NMAP -sS wi ndow 3072 1
119. 146. 221. 68 [147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
115.182.17.13 [147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 2048 1
111 255, 53 152 |147. 237 0.33  |Tai ven il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
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|Top Attackers In FW |

At t acker ) . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
Sreaning Engine: TGP Invalid i i ssi
79.181.33.218 | srael 147. 237.76. 200 |ei tan. aka.i df . | 9 =g Invalid segnent retransmssion. g 687
Ret r ansni ssi on Packet dropped.
168. 235. 207. 134|lhited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 66
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
37.26.146.197 |lIsrael 147.237.76.200 |eitan. aka idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 35
Sreaming Engine: TGP Invalid i i sSi
37.26.149.135 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssi on. drop 27
Ret r ansni ssi on Packet dropped.
37.26. 146. 197 | srael 147.237.76. 200 |ei tan. aka.idf.il |dr op Frst packet isn't SN drop 20
37.26.146.197 |Israel 147.237.76.200eitan. aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 19
Sreaming Engine: TGP Invalid i i ssi
37.26.146.197 |israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 16
Ret r ansni ssi on Packet dr opped.
. . . SYNPAXK retransmt with different .
37.26.146. 197 |lsrael 147.237.76.200|eitan. aka idf.il [Bad TCP sequence wi ndow scal e noni t or 11
83. 220, 238. 184 |USSIan 147.237.77.74 |lawidf.il drop First packet isn't SIN drop 10
) ) ) Federati on i ) ) )
104.131.94.218 |Whited Sates  [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
2.52.133.136 | srael 147.237.72. 166 |aka.i df .i SYN Attack rej ect 10
2.52.133.136 I srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi
5.22.134. 85 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 9
Ret r ansni ssi on Packet dropped.
2.52.133. 136 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or
2.52.133.136 | srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
77.127.221. 216 | srael 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. -y 9
Ret r ansni ssi on Packet dropped.
2.52.133.136 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber alert
79.183.233.76 |lsrael 147.237.77. 216 |dover. i dof .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 86. 250 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
Sreanming Engine: TGP Invalid i i ssi
109.67.58.20 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 253. 157. 2341 srael 147. 237. 77. 243 |nubi l e.i df . i 9 =9 Invalid segnent retransmssion. -y 6
Ret r ansni ssi on Packet dropped.
94.230.86.138 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
213.57.141.126 |l srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout aert
. . . SN retransmit wth different .
37.26.146.197 |[lIsrael 147.237.76.200|eitan. aka.idf.il |Bad TCP sequence wi ndow scal @ noni t or 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
213.57.141. 126 |Israel 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
37.26.146.197 |lsrael 147.237.8.45 |e.eitan.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
37.26.149.135 |Israel 147.237.76.200eitan. aka.idf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5
79.183. 164. 134 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to handl e connection data  [monitor |4
Sreamng Engine: TCP Invalid i i ssi
89.138.85.113 | srael 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
2.54.41.55 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
192.115.83.5 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 86. 222 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 4
31.210.186.178 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
79.179.174. 24 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i sSi
87.68.82.255  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
213.57. 100. 144 |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
147.235.8. 74 | srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
Sreanming Engine: TGP Invalid i i ssi
46.19. 86. 96 I'srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.180.21.51  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.19.51 I'srael 147.237. 77. 243 |robi 1 e i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
188. 120. 148. 234l srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
109. 66. 164.52  |Israel 147. 237.72. 166 |aka i df . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
185. 3. 144. 35 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanming Engine: TGP Invalid i i ssi
77.125.161.59 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.110.39.250 |l srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 129 | srael 147.237.0.19 |madimatal .idf.il Too Many of the Sane Response Code (404) in Session from46.19.85.129 |B ock 404
37.26.149.135 |[Israel 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Miny of the Sane Response Code (404) B ock 317
46.19. 85. 129 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 157
37.26.146.197 |lIsrael 147.237.76.200(ei tan. aka. i df . il D stributed Too Mainy of the Sane Response Code (404) B ock 136
46.19. 85. 129 I srael 147.237.0.19 |nmadimatal .idf.il |Too Many of the Same Response Code (403) in Session from46.19.85.129 |B ock 136
79.181.33.218 [Israel 147.237.76.200(ei tan. aka. i df.il Dstributed Too Many of the Sane Response Code (404) B ock 90
46. 19. 85. 241 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock
211.123.214.30 |Japan 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 211. 123. 214. 30 B ock
2.52.38. 166 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock
85.64.76.118  |[Israel 147.237.0.17 'r?gfy.ﬁOSher' kravi Dstributed I11egal Parameter Encoding None |3
204.13.200.200 "1 1147, 237. 77. 216 |dlover . i off . i | D stri buted lLf:;_tggggfﬂe%ﬁ‘fsp;” Bock |2
46.120. 212. 177 |Israel 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Gode B ock 2
84.94.38.200  |Israel 147.237.72. 166 |aka. i df . i | m“;kh: A d??idl /'\'ﬁ;ihnc;dgi%; ﬂsh;ﬁr. cati onservi ce. asn! get aut huser Bock |2
107.178. 104,87 |11 |147. 237.77. 216|dover . i df . i | b stri bt oc 1?;;};;25?&%&??:&” Bock |2
109. 253. 140. 196l srael 147.237.0. 17 Tgfy.-ilTosher- Kravi | i buted I1legal Paraneter Encoding None |2
46.19. 86. 96 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Qode Character in URL from46. 19. 86. 96 B ock 2
149. 88. 66. 67 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 2
37.26.147.205 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
149. 78.59. 239 |l srael 147.237.72. 156 |aman. i df . i | Mal f or med URL B ock 1
68. 180. 230, 224 g“;:s 147.237.76.31 |nakchal .idf.il ma';eatki;:ﬂ? .\m' fﬂf_nhgag:'k\ﬁ;”'.zspx Bock |1
61.135. 190. 197 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ 1. he/ | angst yl e. css B ock 1
109. 66. 133. 73 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 1
89. 76. 82. 40 Pol and 147.237.77. 176 [nat pash. i df . i | Admin Bl ocki ng Bock |1
46.117.148.230 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462- he/ at al . aspx B ock 1
176.13. 12. 45 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.183.227.26 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
40.77.167. 73 g‘ialt:g 147.237. 77. 216 |dover . i df . i | L'\l‘é'_t;fl 1867F_”'7'3w dehv/Hl fwi dth Lhi code Encoding on LR Parameter (+) from g o |
149. 88. 228. 158 |l srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/https:/wwnidf.il/ B ock 1
5.22.131. 107 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Atack None 1
149.78.59. 239  |Israel 147.237.72. 156 [aman. i df . i | Abnormal |y Long Header Line request header nane B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ri ght s/ asp/ i nf o. asp Bl ock 1
107.178.194.83 [J"1 1147, 237. 77. 216 |dover . i df . | D stri buted lLf:;_tgggsg?ﬂe%ﬁ‘fsp;” Bock |1
54, 153. 33. 233 g;g: 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ B ock 1
176.12. 139. 128 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
85.64.135.211 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
77.125.72.253 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1

NULL Character in Header Nane at wAYC[ [#26]]A?[[#19]A]'51f o

Ac] [ #28] ] &A A¥Z9{i A oKQeAS[ [ #27]] 0A2@[ #30] ] &uA?A AThAf

A?TUAL 7A-A [ [ #30] ] AT [ #16] ] A...AaA-Aj « OAYFAF[ [ #22] | AvAeAs A2A—
149.78.59. 239 |Israel 147.237.72. 156 [anan. i df . i | AGA'A| AtAMAAS[ [ #21] | >BA€A; A2 ASoA° A AtA? pAY[ [ #28]] [[#0]]) A'At  [Bl ock 1

A-QR'A A (AAA—L24A, Ko KARS[ [ #4] | A[[#12]] A’ ASAA—

[ [#25]] A2- 8B ASK 2R A» | KA?5AZ#8PnATdAC@ A, AR ak ] [ #4]] A

+M ] { AGA[ [ #17] ] DAfO aOASVAm##] [ #21] ] Ack
61.135.190. 198 |China 147.237.0.19 |madimatal .idf.il |Uauthorized URL Access to 147.237.0. 19/ B ock 1
213.57.43.123 [Israel 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df . i |/ hi nush/sit e/ he/ hi nush. asp B ock
109.186.31. 177 [Israel  [147.237.76.42 [refuah.idf.il Paraneer Tybe M ol at! fgﬁ:gfgﬁ;ﬂgﬁcem der 18capt chaext in Bock |1
89. 76. 82. 40 Pol and 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed URL Access to wwwu cogat . i df . i |/ adninistrator B ock 1
188. 209. 109. 244 |Rormani a  |147.237.77.74 (lawidf.il PHP Attenpt B ock 1
46. 19. 85. 41 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
149. 88. 238. 126 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
5. 28. 136. 233 I srael 147.237.77.216|dover . i df . il SSL Wntraceabl e Connection - Qpen Mde None 1

Il1egal Byte Code Character in Header Nane wAYC[ [ #26] 15(2[ [ j&lQ]JAf

Ac[ [ #28] ] &R A¥Z9{i A oKQ=AS[ [ #27]] 0A?@[ #30] ] &uA?A A ThAf

A?TUAL 7A-A[ [ #30] ] AT [ #16] ] A...A'aA-Aj « OAYFAF [ #22] | AvAeAs A2 A—
149.78.59. 239 |l srael 147.237.72. 156 |arman. i df . i | AGA'A| AtA™AAS[ [ #21] | >SAEA; A2 ASoA® A AtA? pAY[ [ #28] ] [[#0]]) KAt [Bl ock 1

A-QR'A A (AAA—L24A, B KARS[ [ #4] | A [#12]] Ae' ASAA—

[[#25]] A2- 8B] ASA' A2A° A» j KA?5AZ#8PnATdAC@ A, AA ak'] [ #4]] A

+M ] { AGA[ [ #17] | DAfO aOA§VAMi##] [ #21] | Ack
66.249.78.234 |lsrael 147.237.72. 166 [aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ Bl ock 1
61.135.190.69 |Chi na 147.237.0.34 |tikshuv.idf.il luE“tzggr E).Zgilsﬁ ﬁff_eﬁif (t);’/ yout ube/ movi e control . css Bock |1
204.13.200.200 | "1 1147, 237.77. 216|dover . i df . i | b stri bt oc 1?;;};;&;;?&%&??:&” Bock |1
46.19.86. 4 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
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