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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3465

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il |TCP handshake violation, first packet not syn drop 462

109. 65. 201. 39 | srael 147.237.72. 166 aka.idf.il |Bock Udp All Nets drop 6

109. 64. 159. 245 | srael 147. 237.72. 166 aka.idf.il |Block Udp Al Nets drop 3

115. 239. 228. 10 Chi na 147.237.0. 35 akaws.idf.il |[Frk_Under Attack Con Htp drop 2
134.147. 203. 115 Ger many 147.237.76. 86 navy.idf.il |Bock Np All _Net drop 2

115. 239. 228. 10 Chi na 147.237.0. 35 akaws.idf.il |[Frk Purple Gon Limt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Country Ste |Signature

46.19. 85. 167 147.237.77.176  [Israel nat pash. i df . i | PCLI CY- OTHER TCP packet with urgent flag attenpt 72
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 80. 105 147. 237.76. 86 Australia navy. i df.il ET SCAN NVAP -sA (2) 2
196. 47.173. 21 147. 237.76. 30 Qte Dlvoire hi nush. i df . i ET SCAN NMAP -sS wi ndow 4096 1
138.91.156.192  [147.237.0.19 Lhited Sates nadi matal .idf.il [ET SCAN Potential SSH Scan 1
85.93.0.76 147.237.0.19 Ger many nadimatal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
196. 47.173. 21 147. 237.76. 30 Qte Dlvoire hi nush. i df . i ET SCAN NMAP -sS wi ndow 3072 1
169. 54. 244. 78 147.237.8. 24 Net her | ands elifestyle.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91. 236. 213. 82 147.237.76.199 |Wkraine e.nakchal .idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
79.179. 36. 194 147.237.72.166 [Israel akaidf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
149. 78.180.89  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i Stream ng Engi ne: TOD Invalid segnent retransmssion. Packet drop 1110
Invalid Retransnission dr opped.
2.54.52. 159 I'srael 147.237.76. 200 |eitan. aka. i of . Streamng Engine: TP |imvalid segment retransnission. Packet drop 375
Invalid Retransnmission  |dropped.
149. 88. 66. 189 |l srael 147.237.72. 166 |aka. i df .i | Stream ng Engi ne: TOD Invalid segnent retransmssion. Packet drop 72
Inval i d Retransnission dr opped.
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
109. 67. 105. 159 |l srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 25
46.19. 85. 167 I srael 147. 237.77. 176 |nat pash. i df . i | drop First packet isn't SN drop 24
2.54.154. 26 | srael 147.237.72. 156 |aman. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 18
207. 46. 13. 148 ;q;:s 147.237.76.86 |navy.idf.il i&;ﬁ%n&t?ggsnni'ssri L?‘(’)a;;:d.segmm retransmssion. Packet drop 12
46. 19. 85. 187 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber aert 11
46. 19. 85. 187 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |11
37.26. 148. 166 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop
46. 19. 86. 65 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
5.144.60.227  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP  inval id segrent retransnission. Packet drop 9
Invalid Retransnission dr opped.
89. 138. 40. 188 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 8
192. 115. 190. 130|l srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 8
46. 19. 85. 47 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |8
2.54.14.124 I srael 147.237.72. 167 |i shuri maka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.54.154.26 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
79.182.7.221  |israel 147.237. 72. 166 |aka. i df . Streamng Engine: TP |inval id segnent retransnissi on. Packet drop 6
Invalid Retransnission dr opped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il B OCk. HTTP Non Fail ed to handl e connection data nonitor (6
Conpl i ant
109. 67. 98. 250 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or
2.54.154. 26 | srael 147.237.72. 156 |anan.i df . il Bad TCP sequence Invalid sequence nunber noni t or
77.125.139.37 |israel 147.237.77. 243 |robi L e. i f . | Streamng Engine: TP |imvalid segment retransnission. Packet drop 6
Invalid Retransnission  |dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
54.244.22.103 gq;:ees 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 6
2.54.154. 26 I srael 147.237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
2.54.154. 26 I srael 147.237.72. 156 |aman. i df .i Bad TCP sequence Invalid ACK nunber aert 6
109. 67. 98. 250 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
37.46.39. 77 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
62.219.137.5 I srael 147.237.72. 156 |aman. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
37.26.148.247 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 5
84.108.172.22 [Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
94.230.86.162 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber monitor |5
46.19.86.156 |l srael 147. 237. 77. 226 ‘_’f"l‘“ha”atz'aka'idf dr op First packet isn't SN drop 5
109. 186. 164. 109! srael 147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
94.230.84.127 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber aert
195. 34. 150. 18 Austria 147.237.77. 216 |dover.idf.il B OCk, HTTP Non Fail ed to handl e connection data nmonitor |4
Conpl i ant
94.230. 84.127 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber monitor |4
37.26.147.142 |Israel 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19. 85. 167 I srael 147.237.77. 176 |nat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
46. 19. 85. 208 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |4
46.19. 85. 167 I srael 147.237.77. 176 |nat pash. i df .i | Streaning Engine: TP Logpersltegg:tn; ivr:dtit::aLtjz?JﬁntAaSOIstnrtie;pédho Fcli?ataas)e. drop 4
Wgent Data Enforcement | oer to sk3sses.
93.172.161. 161 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence SWNretransmt wth different wndowscale [nonitor |4
85.64.207. 163 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber aert 4
46. 19. 85. 187 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 4
85.64.207.163 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |4
46. 19. 85. 187 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber nonitor |4
46. 19. 86. 208 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |3
79.176.65.49  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP  inval id segrent retransnission. Packet drop 3
Invalid Retransnission dr opped.
46.19.86.137  |israel 147. 237. 76. 200 |ei tan. aka.i of .| Streaning Engine: TP |invalid segnent retransnission. Packet drop 3
Invalid Retransnission  |dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149.78.180.89 |Israel 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Same Response Code (404) B ock 105
109. 253. 211. 119|1 srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 55
2.54.52. 159 I srael 147.237.76.200(ei tan. aka. i df . i | [Dstributed Too Many of the Sane Response Code (404) B ock 20
176.13.16.232 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 15
109. 65. 226. 119 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 15
46.19. 86. 87 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 12
85. 65. 44. 234 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 85. 65. 44. 234 B ock
2.52.38. 166 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock
79.178.226.228 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/main/giyus/control s/atuda/A |B ock
85.65.44.234 |israel 147.237. 72. 166 |aka. i df . i | V\mm;u;kh: ' ! di‘.e?l mh:/%i ﬁ/Dp;iogtfi ndensver . a5 B ock 4
46.19. 86. 27 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock
83.130.126. 175 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 83.130. 126. 175 B ock
84.109. 117. 193 |israel 147.237.0.19 |madimatal .idf.i nma;u;qh;tr;lzl?zfﬁ/gﬁ;e:;ag;dupdatemkatqaumity. aspx B ock 3
109. 160. 181. 54 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
107.178.194.87 |Wited Qates [147.237.77.216 |dover. i df . il D stri bt oc 1?;;};;2;?&%@??:&” Bock |2
79.179.167.185 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
204.13.200.200 [Uited Sates [147.237.77. 216 |dover i df i1 | TS0 U e TR eeess on Bock |2
204.13.200.200 |Uited Sates |147.237.77.216dover. idf.il [0 ol ted 1?;;}2;2;?&%&?2212” Bock |2
211.123.214.30 [Japan 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 211.123.214. 30 B ock 2
5.29.197.184 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
94.159. 166. 196 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
79.180. 154. 161 |[Israel 147.237.77. 216 |dover.i df . il Mitiple I1legal Byte Gode Character in Header Nane from 79. 180. 154. 161 |Bl ock 1
79.180. 154. 161 |l srael 147.237.77.216|dover. i df . il Abnormal |y Long Request net hod B ock 1
183. 79. 222. 107 |Japan 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
84.109. 117. 218 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/val tam B ock 1
79.181. 174. 245 |l srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to waw cogat . i df.il/sip_storage/ B ock 1
66.249.78.97  |israel 147.237.72. 166 |aka. i df . i | luﬁ‘ftzgc;r_'7zz‘?dlé§‘gf§3§ffotrz o asp! show or um asp Bl ock 1
109. 201. 154. 234|Netherl ands (147, 237.77. 216|dover . idf i1 |0 T Pted E;;_t;gg;;?ﬂe%f;ff;pzn Bock |1
79.180. 154. 161 |[Israel 147.237.77.216|dover.idf .l Ml tiple NILL Character in Header Nane from 79.180. 154. 161 B ock 1
46. 19. 85. 167 I srael 147.237.77.216|dover . i df . i SSL Wntraceabl e Gonnection - pen Mde None 1
85. 65. 23. 167 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.180. 154. 161 |l srael 147.237.77.216|dover . i df . i Nl for med HTTP Header Line 13 Bl ock 1
211.123.214.30 [Japan 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-adnin/ B ock 1
83.130. 126. 175 |l srael 147.237.72.166|aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip_storage/files/2/ B ock 1
176. 12. 141. 145 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
Paraneter Type Mol ation
46. 120. 206. 190 |l srael 147.237.77.216|dover.i df . il ct | 00$Cont ent P acetol der 1$ucNewsF ashCont rol $I mageButtonl. x in B ock 1
wa i df . i1/1153- he/ dover . aspx
109. 66. 139. 218 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
79.180. 154. 161 I srael 147. 237.77. 216 |dover . i df . i | (SSSLSLLE tcrgflﬁﬂgpﬁngﬁli &;DET‘iﬁg’('C&ﬂgE; on None 1
79.180. 154. 161 |l srael 147.237.77. 216 |dover.i df . il Mitiple Illegal Byte Gode Character in Header Val ue from79.180. 154. 161 |B ock 1
37.26.148.224 |Israel 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
94.230.84.127 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
79.180. 154. 161 I srael 147.237.77. 216 |dover . i df . i | 23){?%6;'] ]B/{ifz\;’?izgﬁr;fgr 'n Feader Nane ASATARASAT Bl ock 1
183.138. 170. 86 |Chi na 147.237.77. 216 |dover.idf .il Lhaut hori zed URL Access to ww i df . il /shared/ usercontrol s/ headerupper/ |B ock 1
84.111. 224.170 | srael 147. 237. 72. 166 |aka. i df . i | m”a?g]i ;""_ri?'}en;e;/ &fwﬁﬁgima;? on, asp None 1
79.182.174.75 |lsrael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
79.180. 154. 161 |[Israel 147.237.77. 216 |dover.i df . il Mil tiple NULL Character in Method from 79. 180. 154. 161 B ock 1
107.178.194. 87 |Uited Sates [147.237.77. 216|dover. idf il |0 o Med nggggggﬁeﬁvﬁ‘ff:pz” Bock |1
79.180. 154. 161 |[Israel 147.237.77.216|dover.idf .il Mal formed URL xfw B ock 1
212.117. 154. 242|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
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