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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Device Action

Count

167. 114. 156. 16

Canada

147.237.77. 216

dover.idf.il

Signature
DCS- Tool - Swi t chbl adG

dest - r eset

3118

37.26. 148. 132

| srael

147.237.77. 234

hal ag. i df . i |

Invalid TGP H ags

drop

26
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|Top Attackers In IPS|

Attacker Address |Att acker Qountry Target Address |Site Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
151. 80. 31. 110 Italy 147.237.76. 31 nakchal .idf.il (228 HITP. AnrefBot craw er Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
80. 246. 136. 68 |147.237.0.19 |[lIsrael madimatal .idf.il|ET SCAN Possible SS. Brute Force attack or Ste Gaw 3
. |ET DO Large amount of TCP ZeroWndow - Possible Nkiller2 DDos

132.74.95.19  [147.237.77. 170l sr ael naar achot . i of . i | 2
attack

41.140.253.9 |147.237.8.45 |Morocco eeitanidf.il [ET SCAN NVAP -f -sS 1

202. 51. 190. 181 |147. 237. 72. 167 |Bangl adesh ishurimaka.idf.i|ET SCAN Potential SSH Scan 1

183.60.48.25 |147.237.76. 196 [Chi na e.svivaidf.il |ET SCAN Potential SSH Scan 1

183.60.48.25 [147.237.0.35 |[China akaws. i df . il ET SCAN Potential SSH Scan 1

43. 245, 183. 201 (147. 237.8.50 |Japan e.tikshuv.idf.il [ET SCAN NVAP -sS w ndow 2048 1

41.140.253.9 |147.237.8.45 |Morocco eeitanidf.il [ET SCAN NMVAP -sS w ndow 2048 1

. . L ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons,

208. 104. 16. 188 |147.237.0.34 |lWnited Sates |tikshuv.idf.il . 1
Potential Scan or Brute Force

183.60.48.25 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1

_ . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,

140. 207. 97. 196 [147. 237. 76. 44 |China e.refuah.idf.il ) 1
Potential Scan or Brute Force

94.102. 48.195 |147.237.72. 156 [Net her| ands anan. i df.il ET SCAN NVAP -sS w ndow 1024 1

43. 245, 183. 201 (147. 237.8.50  |Japan e.tikshuv.idf.il [ET SCAN NVAP -sS w ndow 4096 1

43.245. 183. 201 |147. 237.8.50 |Japan e.tikshuv.idf.il [ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Ret ransm ssi on

Packet dr opped.

46. 19. 86. 137 I srael 147. 237. 76. 200 |ei tan. aka. i df .i | > dro 648
Ret ransni ssi on Packet dr opped. P
107.167.112. 24 [thited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 46
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreanming Engine: TCP Invalid i i ssi
149. 88. 66.189 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 36
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
76.168.46. 140 |lnited Sates [147.237.77.216 |dover.idf.il 9 =9 Invalid segrent retransmssion. drop 26
Ret r ansm ssi on Packet dropped.
. . SWNretransmit wth different .
213.57.29.52 I srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence vi ndow scal e noni t or 22
84.228.101.57 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence S retransmt wth different monitor |16
W ndow scal e
46.19. 85. 222 | srael 147.237.72. 167 |ishurimaka.i of .i|[Bad TCP sequence Inval id ACK nunber noni t or 10
R SYNretransmit wth different .
217.132.37.89 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ncow scal e noni t or 10
Sreaning Engine: TCP Invalid i i SSi
46.120. 163. 217 |Israel 147. 237.77. 243 |robile. i f . | 9 =g Inval i d segnent retransmssi on. drop 8
Ret ransni ssi on Packet dr opped.
s SYNretransmit wth different
37.26.148.132 |Israel 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence wi ncow scal e alert 7
37.26.148.132 [Israel 147.237.77. 234 |hal ag. i f . i1 Bad TCP sequence SN retransmt with i fferent moni tor |7
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
83. 130. 126. 175 |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
109. 65. 191. 181 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
84.111.12.188 [lIsrael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti meout alert
77.127.253.27  |lIsrael 147.237.72. 166 [aka. i df .i | Bad TCP sequence I'nval i d ACK nunber aert
Sreanming Engine: TCP Invalid i i ssi
2.54.55.172 I'srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
84.111.12.188 |Israel 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
77.127.253.27 |israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
. . SYNHAK retransmit with different .
84.111.12.188 |Israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence vi ndow Scal & noni t or 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
5.102.254.202 |Israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvalid ACK nunber noni t or 5
5.102. 254. 6 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
85.64.3.93 I srael 147.237.0.19 [nadimatal.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or 5
5.29. 214. 156 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
5.29. 214. 156 I srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
5.102. 254. 6 | srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
46.19. 86. 53 I srael 147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
79.180. 170. 240 |l srael 147. 237. 72. 166 |aka.i df . | drop First packet isn't SWN drop 4
84.108.252.36 |lsrael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 4
84.108.252.36 |lsrael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.120.153. 189 |l srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval id AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
79.182. 147. 118 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
109. 64.221.95 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.176.3.145  |Israel 147.237.72. 166 |aka. i df .| 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
85. 64. 3. 93 I srael 147.237.0.19 |madimatal.idf.i1|Bad TCP sequence SINAK retransmit with different opvor |3
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
109. 67. 142. 100 | srael 147.237.72. 166 |aka. i df .| 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
149.78.234.90 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.146  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.178.51.80  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
94. 159. 155. 180 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
77.127.135.30 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.54.13. 155 I srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
109. 66.5.9 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.182.34.179 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
185. 120. 126. 106 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
80. 246. 136.68 |l srael 147. 237.77. 243 |robi l e. i f . | 9 =g Invalid segent retransmssion. drop 3
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A tacker

Attacker Address count ry Target Address |Ste Signature

Streaning Engine: TGP Invalid Inval i d segnent retransnission.

109. 67. 32. 89 I srael 147.237.72. 166 |aka. i df . il o
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

At acker

Devi ce

country ‘Target Address |Site Sgnature Action ‘Count
80. 246. 136. 68 |l srael 147.237.0.19 |nadimatal .idf. i[O stributed Suspicious Response Code B ock 194
80. 246. 136. 68 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 181
46.19.86.137 |israel 147.237.76. 200 [ei tan. aka. i df . i | 100 MY of the Same Response Cde (404) in Session from Bl ock 111
46. 19. 86. 137
46.19.85.242 |lsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 78
46.19.85.242 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 36
85. 64. 3. 93 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 15
46.19.85.195 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 13
109.67.55.11  |Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized URL Access from 109. 67.55. 11 B ock 5
80. 246. 137. 205 [l srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 5
76.168. 46. 140 |lhited States 147.237.77. 216 |dover.i df . i | Ostributed Whauthorized UR. Access on waw idf.il/error. htm Bl ock 4
46.19. 86. 49 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
2.54.154.186 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19.86.145 |lsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
- . DO stributed Whaut hori zed URL Access on
91.143. 80. 201 |Ger nany 147.237.77.216|dover.i df .i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 2
66. 249. 64. 233 |Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to wawidf.il/error.htm B ock
46.120. 163. 217 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode B ock
109. 65. 184. 201 |I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock
] . . D stributed Uhauthorized URL Access on
204.13.200. 200 |Wited Sates  [147.237.77. 216 |dover. i df .i | v i dff i |/ 1133 22461- hel dover . aspx. Bl ock 2
46.120. 212. 219 [l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
109. 65. 184. 201 |I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . i1/ aj ax/ pages/ f an_status. php |B ock 2
46.19.85.250 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 2
31.168.22.14 |lIsrael 147.237.77.216|dover.idf .i | SSL Untraceabl e Connection - Qpen Mde None 1
109. 65. 191. 181 I srael 147. 237.72. 166 |aka. i df . i | thknown Par aret er VI EWSTATEENCRYPTED i n None 1
wan aka. i df . i | / nmai n/ sachar/ nai | box. aspx
- . DO stributed Whaut hori zed URL Access on
84.94.40.147  |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
69. 118. 115. 216 [Lhited Sates 147.237.77.216|dover .i df . i | Dstributed PH> A tenpt B ock 1
Russi an . . .
95.220.206.97 | i o 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt B ock 1
85. 250. 186. 245 |l srael 147.237.72.167|i shuri maka. i df . i|Distributed Mal formed URL B ock 1
207.46.13.90 |Uiited Sates 147.237.77.233|atal .idf.il Distributed Unaut horized LRL Access on 147.237.77.233/robots. t xt Bl ock 1
45, 63.19. 112 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to vww i df.il/aman/ B ock 1
149. 78. 165. 26 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka. idf.il/sip storagel/files/ 9/ B ock 1
2.54.33.26 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. - . DO stributed Whaut horized URL Access on
107.178. 194. 87 |Lhited Sates 147.237.77. 216 |dover . i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
80. 246. 136. 23 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
217.132. 4. 247 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for wwy aka. i df . il/mai n/ sachar/ nmas. aspx B ock 1
176.13.12. 104 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
85. 250. 186. 245 [l srael 147.237.72. 167 )i shuri maka. i df . i|Ostributed I11egal Byte Gode Character in Header \al ue B ock 1
. . Uhknown Par aneter ctl 00$ct | 00$cphMai n$cphSachar $ctl 13 in
84.108. 238. 157 |I srael 147.237.72. 166 |aka. i df . i | aka. i o .i 1/ nai rv sachar / pays i ps. aspx None 1
. . O stributed Whaut hori zed URL Access on
37.26.147.142 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f B ock 1
69. 118. 115. 216 |Lhited Sates 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to wa i df.il/xnrpc. php Bl ock 1
95. 220. 206. 97 gj::tnl o 147.237.77. 216 |dover. i df . i | Distributed Lhaut hori zed URL Access on www i df .il/xmrpc. php B ock 1
85. 250. 186. 245 |l srael 147.237.72.167|i shuri maka. i df . i|Dstributed NLLL Character in Mthod Bl ock 1
. - . DO stributed Whaut hori zed URL Access on
208. 184. 112. 74 |Wnited Sates 147.237.77. 216 |dover . i df . i | v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . . |Whaut hori zed URL Access to
85. 64. 3. 93 I srael 147.237.0. 19 rr:ad|matal.|df.|Inm"matal.idf'ilmmbiIe/tem]lateslcatalOglc‘,jltaloglin.aspx B ock 1
157.55.39. 229 |lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
2.54.55.172 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 1
217.132. 15. 230 |l srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At tenpt B ock 1
- - . |Uhaut hori zed URL Access to
93.173. 45.226 |[lIsrael 147.237.0. 19 rradlmatal.|df.||rmdimméa].idf.illshared/ajax/updatem]kat(mmity.aSIOX B ock 1
. . Unaut hori zed URL Access to
66.249.66.21 [Israel 147.237.76.31 |nakchal .idf.il 147. 237, 76. 31/ si p. st or age/ fi | es/ 3/ 1643. pdf B ock 1
46.19.86.137 |Israel 147.237.76.200|ei tan. aka. i df . i | |Too Many 404: Response Code per Session B ock
85. 250. 186. 245 |l srael 147.237.72.167|i shuri maka. i df . i|Dstributed I11egal Byte Qode Character in Mthod B ock
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