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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3259

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 964
46.19. 85. 195 | srael 147.237.0. 19 nadi matal .idf.il |Anonmal y-TLS-renegoti ati on-Q i dest - r eset 475
38.229.1.13 Lhited Sates 147, 237.76. 147 chinuch. aka.idf.il |[Block Np All Net drop 1

208. 67. 1. 66 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

62.212.73. 211 Net her | ands 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1




12-19-2015-16:04:07 to 12-19-2015-17:04:07

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

5.28.164. 128 147.237.72. 167 [I srael i shurimaka.idf.il PQLI CY- OTHER TCP packet with urgent flag attenpt 24
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
77.127.254. 243 |147.237.72. 166 || srael akaidf.il ET SCAN NVAP -sA (2) 2
66. 249. 64. 55 147.237.72.166|Wited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
79.178.189.96 |147.237.76. 147 |l srael chinuch. aka.idf.il ET DCB Large anount of TP ZeroWndow - Possible N ller2 2
DDos attack
66.249.78.254 |147.237.72.166|Whited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
5.39.222. 253 147. 237. 76. 200 [Net her | ands eitan. aka. idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.34.91 |147.237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
222.186.34.91 |147.237.76.34 |China yohal an. i df il ET SCAN Potential SSH Scan 1
218.77.79. 38 147.237. 77. 227 |Chi na e. hanez. i df .il ET SCAN Rapi d PGP3 onnections - Possible Brute Force Attack |1
173.193. 252, 211|147. 237. 8. 27 |lhited Sates e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
i L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
90.189. 151. 244 |147.237.0. 35 ?ézzr;”ion akave. i df il Potential Sean or Brute Fors:/e 1
5. 39. 222. 253 147.237. 76. 147 |Net her | ands chi nuch. aka. i df .i ET SCAN NVAP -sS wi ndow 1024 1
222.186.34.91 [147.237.76.198|hi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
222.186.34.91 [147.237.76.30 |China hi nush. i df i1 ET SCAN Potential SSH Scan 1
173.193. 252, 211|147.237.0.16 |lhited Sates  |ny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1




12-19-2015-16:04:07 to 12-19-2015-17:04:07

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
46. 19. 86. 68 I srael 147.237.72. 167 |ishurimaka. i df .i [Bad TCP sequence Invalid ACK nunber monitor |58
. . S SWNretransnit wth different .
84.228.101.57 |Israel 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence i ndow scal moni tor |50
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
2.54.35. 61 I srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 30
207.244.77. 4 Lhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 20
2.54.35.61 I srael 147.237.72. 166 |aka.idf i Bad TCP sequence Inval i d sequence nunber noni t or 15
2.54.35. 61 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber aert 15
2.54.35.61 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |15
84.228.101.57 | srael 147.237. 72. 166 |aka. i of .| Bad TCP sequence S retransmt wih different | opnvor |13
W ndow scal e
R SWNretransnit wth different .
46.120.137.220 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal nonitor |11
79.177.125.149 |Israel 147.237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt with monitor |9
different wndow scal e
Sreamng Engine: TCP Invalid i i ssi
37.26.148.164 |Israel 147.237.76.86 |navy.idf . il 9 =g Inval i d segnent retransmssion. |, ., 9
Ret r ansni ssi on Packet dr opped.
213.57.128.92 |[lIsrael 147.237.77. 176 |matpash.idf.il  |[SYN Att ack SYN -> SYN-ACK -> Ti meout aert 8
213.57.128.92 |Israel 147.237.77. 176 |natpash.idf.il  |SYN At t ack SYN -> SYNACK -> Tinmeout [reject 8
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
207.244.82.187 |lhited Sates 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 6
2.54.12.112 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
46.19.85.132  |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =g Inval id segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
81.218. 136. 108 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
5.102.215. 147 |israel 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
5.22.131.87 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
66.249. 64.133 |Uited Sates 147.237.77. 234 |hal ag. i f . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 5
94. 230. 86. 138 |l srael 147. 237. 77. 216 |dover i df .i | Bad TCP sequence Invalid AGK nunber monitor |5
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[monitor (4
46. 19. 85. 56 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
54.244.22.103 |thited Sates 147.237.77. 176 |natpash.idf .il  |drop First packet isn't SW drop 4
213. 244, 118. 251 (F;ajcis;i';'ja” Territoryly 47, 237. 77. 216 |dover . i of . i1 SYN Att ack SYN -> SYN-ACK -> Tineout |reject 4
166.171. 184. 128|lLhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
79.181. 107. 130 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
77.125.100.61 |lsrael 147.237. 72. 156 |anan.i df .i | drop First packet isn't SYN drop 4
5.102. 254. 15 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence I'nval i d ACK nunber monitor |4
46. 19. 85. 56 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 4
213. 244. 119. 251 glcf;i'géa” Territoryl147. 237. 77. 176 |matpash. icf.i1  [Bad TCP sequence Inval i d ACK nunber noni tor  [4
77.127.221.64 |lsrael 147.237.77. 234 |hal ag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
149. 88. 202. 245 |l srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi
109. 65. 136. 107 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
2.54.12.112 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
77.127.253.35 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval id segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
2.52.15. 227 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 3
Ret r ansmi ssi on Packet dr opped.
84.108. 68. 35 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaning Engine: TCP Invalid i i SSi
79.180.48.155 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
79.177.125.149 |lsrael 147.237.72. 156 |anan. i df . il drop Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i sSi
109. 66. 132. 245 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
77.125.93.252  |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
213.8.204.71 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
Sreaning BEngine: TQP Invalid i i SSi
2.52.163.205  |lsrael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
84.108. 68. 35 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |3
Sreaning Engine: TQP Invalid i i SSi
109. 67.145.78 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.254 |Lnited Qates 147.237.72. 166 |aka. i of . | 9 =g Invalid segnent retransmssion. |, 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 195 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 90
109. 253. 206. 118|l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 34
5.102.215. 147 I srael 147. 237.76. 200 |ei tan. aka. i df . i | ?‘io'\;nzylg’_flg'e Sane Response Qode (404) in Session from Bock |33
176.13.9. 66 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
46.19. 85. 52 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code B ock
94.159.139. 143 |Israel 147.237.0.17 rriigfy-iliosher- Kravi | ibuted I1legal Paraneter Encoding None |4
5. 29. 89. 93 I srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 4
66.249. 64. 177 |l srael 147. 237. 76. 147 [chi nuch. aka. i df .i| [|Wauthorized UR. Access to wwu chi nuch. aka. i df .il/404. htm B ock 3
2.54.175. 224 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
79.183.132.201 |[lIsrael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 2
84.228.101.57 [Israel 147.237.72.167|i shurimaka.idf.il [Dstributed Aonormal |y Long Request B ock 2
84.228.101.57 |lsrael 147.237.72.167|ishurimaka. i df .i| |[Dstributed Illegal HITP \ersion Bl ock 2
37.142.68. 36 | sr ael 147.237.77. 176 |nat pash. i df . i | PHP Attenpt Bock |2
208.184. 112. 74 [ 1€ 147. 237.77. 216 |dover . i df . i | Dstri buted H‘;;_t;;ggg_eﬂeﬁviﬁc_f:p;” Bock |2
37.142. 68. 36 I srael 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to wwi cogat . idf.il/xnrpc. php B ock 2
84.228.101.57 [Israel 147.237.72.167[i shurimaka.idf.il [lIllegal Byte Gode Character in Header Val ue B ock 1
46.120. 212. 219 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
109. 186. 39. 220 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/gyus B ock 1
80. 246. 136. 178 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19. 85. 70 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
85.93.91. 84 Ger many 147.237.76.200(ei tan. aka. i df . il Lhaut hori zed URL Access to ww ei tan. aka. i df .il/404. aspx Bl ock 1

NULL Character in Header Nane at é(’A’?Q/:\:s[ [#26] ] W‘A—~ )

Bo[ 6[ [ #0]] (» gAt EATA" AeAARAL HAUA™q, A- 3AU[ [ #4] ] A¢[ [ #8] ] A
84.228.101.57 [Israel 147.237.72.167 i shurimaka. i df . i | A2 A>[[#19] ] 9A?3A; f AAA™FAZNAT [ #29] ] Ace[ [ #19] ] A...A" B ock 1

ARa[#3]]; AARS)

WA AZ[ [ #24] ] YA AceA?
68. 180. 230. 244 g;g: 147.237.77.233|atal .idf.il D stributed Uaut horized URL Access on 147.237. 77. 233/ robot s. t xt B ock 1
213.57.157.172 |[israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
149.78.62.126  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1

I11egal Paraneter Encoding kAce.,x &€?xT[#4]] ASxe o

« At [[#14] ] Axe®P YO O>ER<™WAE?X3 x€[ [ #19] | [ [ #12] | x¥f AVA" ArA»$bnag]
84.228.101.57 |Israel 147.237.72.167 i shuri maka. i df . il [i [[#15]] QUExaE] x8AZTx| xxACA>~ AceEt( [ #0]] WA, None 1

ﬂqnz~><: i[ [A#l}] 1 $9‘/Zq/ A A3 Acr x§[ [ #11] ] " x—Os AVA x3[ [ #26] ] xjt x™

* ASA? AAZAVASA? A»x2p2x—xj x¥04b
46. 19. 86. 113 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
107. 178.194. 79 |11 147. 237.77. 216 |dover . i df . i | b stri bt oc 1?;;}:;&;;?&%&??:&” HBock |1
84.228.101.57 [Israel 147.237.72.167i shuri maka. i df.i|l [Abnornally Long Header Line request header nane B ock 1
40.77.167.73  [J11€ 147. 237.77. 216 |dover . i df . i | e asp- 11 1 e=chi of HBock |1
84.228.101.57 |Israel 147.237.72. 167 )i shuri maka. i df .i| [Too Many Headers per Request - 28 Headers B ock 1
66.249.78.240 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ sachar/tfasi maspx  |B ock 1
204.13.200. 200 [J11€ 147. 237.77. 216 |dover . i df . i | b stri bt oc 1?;;}:;;5?&%&??:&” HBock |1
2.54.33.26 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
84.228.101.57 |Israel 147.237.72.167)ishurimaka.idf.i|l [Mitiple Illegal Byte QGode Character in Method from84.228. 101. 57 B ock 1

Illegal Byte Code Character in Method [[#25]][[#5]] At AceA A+l aTA A AY
84.228.101.57 |[Israel 147.237.72.167 i shurimaka. i df . i | [AVAAQASH [#28]] [ [#22] ] AceA[ [ #6] ] AESAYFAAYASA-Ace B ock 1

p9MALAGAYA2 Al UA?
46.121.67.215 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Uhaut hori zed URL Access on waw aka. i df . il/gyus B ock 1
109. 201. 154. 213|Net her| ands |147. 237. 77. 216 |dover . i df . | Dstri buted H‘;;_t;;’;g_eﬂeﬁv’;c_f:pﬁ” Bock |1
85. 250. 158. 147 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
84.94.207.179 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
5.175.13. 138 Ger many 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to wawidf.il/aman B ock 1
84.228.101.57 |[lIsrael 147.237.72.167|ishurimaka.idf .i| |[NUL Character in Method A% [#15]]1][[#2]] ARAtvA ..sA[[#0]]EA¥ ;) A® |B ock 1
77.40.129.123 [Norway  [147.237.77.216|dover . i df .i | Dstri buted 1?;;}:;;5?&%\/’;‘??5&” Bock |1
66.249.69.32 [Israel 147. 237.77. 216 |dover . i df . i | D o e el dover aspx HBock |1
157. 55. 39. 214 Lshimt:: 147.237.72. 166 |aka. i df . i | Di stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1

Illegal R Path Encoding xA2RIx >[ [#20]] 14€{ APa€7xaAYNA e,

-AVAYN O, a€° x24€ x3 (B 45x—x+O/&1ACACAE
84.228.101.57 |[lsrael 147.237.72.167[ishurimaka.i df.i| [°[[#22]] sAf{[ [#7]] O/pnag; >/ a€" x¢a€zl O™ x2 AE! agxi x— B ock 1

0{@ [ #4” nlf; MO y~17A[ [#14]] A x3 A3 px” é€oezA1/£ [ #28] ] r YAVAYTY ><¥>i"“1 AY

Avelr xA26A; - ga€; ASAR] [ #8] ] [ [ #16] ] xa€ €8] i nAcea€?k\ | [[#11] ] fj Anaq
46. 19. 86. 169 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
107.178. 194.83 |11 147. 237.77. 216 |dover . i df . i | D stri bt oc 1?;:};§g;§?geﬁv§°f:pﬁn HBock |1
79.183. 165. 249 |l srael 147.237.0.15 |kosher-kravi.idf.il| [PHP Attenpt B ock 1
46.19. 85. 30 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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