12-19-2015-15:04:04 to 12-19-2015-16:04:04

@
1"PT SwNn [ )

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
2, 400+
1, 800+"
1, 200+
Number 600"
d i
Attacks
.\8\ .\6\ 'Zr\ .\8\ .\&' .\8\ .\8\ ,\& 6\ ) 8\
. > 4 . . . o Q° ’\ \
S €0 &
&
@“é\
Top Tar get

[Top Attackers |

M dover.idf.il
M aka.idf.il
Meitan aka.idf.il
M nadi matal .idf.il
M refuah.idf.il
M navy.idf.il
M nobi le.idf.il
M tikshuv.idf.il
vy chanat z. aka. i df . i |
M hinush. i df .l

2. 40014

W 167. 114. 156. 16
46.117. 39. 222

Nunber
(6]

[ 149. 88. 226. 201
46. 19. 85. 58
B 41. 33.231.90

At acks

Top Attackers

M 79.176.117.87
I 46. 120. 204. 204
Ml 46. 19. 85. 206
178. 253. 232. 37
M 84. 110. 33. 175




12-19-2015-15:04:04 to 12-19-2015-16:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3504
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn dr op 260
66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn dr op 36
208. 67. 1. 66 Lhited Sates 147.237.76. 44 e.refuah.idf.il|B ock Udp All Nets drop 1
208. 67. 1. 66 Lhited Sates 147.237.76. 202 e halag.idf.il [Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249. 78.254 [147.237.72.166 |lhited Sates |aka. idf.il ET SCAN NVAP -sA (2) 2
62.75.236.76  |147.237.77. 179 |Ger many e mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
178. 253. 232. 37 147. 237. 77. 121 e navy.idf.il ET SCAN Potential SSH Scan 1
37.143.82.50 |147.237.76.42 |Netherlands  |refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
178. 253. 232. 37 |147. 237. 76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
178. 253. 232. 37 |147. 237. 76. 148 gqcent er. aka. i df .i | ET SCAN Potential SSH Scan 1
178. 253. 232. 37 [147. 237. 76. 39 nobi | e. mei tav.idf.il ET SCAN Potential SSH Scan 1
178. 253. 232. 37 |147. 237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
104. 200. 78. 34 [147.237.77.216 |Wited Sates [dover.idf.il ET SCAN Potential SSH Scan 1
178. 253. 232. 37 |147. 237. 77. 233 atal.idf.il ET SCAN Potential SSH Scan 1
89. 248. 167. 162 |147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SJAN Behavi oral Lhusual | y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
178. 253. 232. 37 |147. 237. 77. 226 wan chanat z. aka. i df . i1 |ET SCAN Potential SSH Scan 1
178. 253. 232. 37 |147. 237. 77. 170 maar achot . i df . i | ET SCAN Potential SSH Scan 1
37.143.82.50 |147.237.77. 121 |Net her| ands e navy.idf.il ET SCAN NMAP -sS wi ndow 3072 1
178. 253. 232. 37 |147. 237. 76. 200 eitan. aka. idf.il ET SCAN Potential SSH Scan 1
178. 253. 232. 37 |147. 237. 76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
178. 253. 232. 37 |147. 237. 76. 44 e.refuah.idf.il ET SCAN Potential SSH Scan 1
178. 253. 232. 37 |147. 237. 72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
178. 253. 232. 37 |147. 237. 0. 19 madi matal .idf.il ET SCAN Potential SSH Scan 1
178. 253. 232. 37 |147. 237. 77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan 1
104. 200. 78.34 |147.237.0.17 |Lhited Sates |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
178. 253. 232. 37 |147. 237. 77. 227 e. hanaz. i df .il ET SCAN Potential SSH Scan 1
78.193.2.8 147. 237. 77. 233 |France atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
178. 253. 232. 37 |147. 237. 77. 212 e.dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At t acker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231. 90 Egypt 147. 237. 77. 216 |dover. i of .i drop SAMirul e drop 36
. . SYNWAXK retransnmit with .
149. 88. 226. 201 |l srael 147.237. 72. 166 |aka.i of .i Bad TCP sequence different vindow scal e monitor |31
149. 88. 226. 201 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 31
Sreanming Engine: TCP Invalid i i ssi
84.110.33.175 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.117.39.222 |israel 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 10
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i drop First packet isn't SN drop 10
66. 102. 9. 107 Lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SYN drop 9
reaming BEngine: TCP Invali i i ssi
109. 65. 214. 225 I srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 9
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.18.113  |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.182.120. 201 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 9
Ret r ansm ssi on Packet dropped.
185. 130. 5. 207 147.237.76.86 |navy.idf.il drop SAMrul e drop 8
46.19.85.206 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different oo g
wi ndow scal e
212.252.20.156 |[Turkey 147. 237. 77. 216 |dover.i of .i Bad TCP sequence Invalid ACK nunber noni t or
192. 116. 54. 241 |Israel 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
. . SYNretransmt wth different .
5.28.189. 121 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 6
Sreaming Engine: TGP Invalid i i ssi
84.108. 108. 255 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 64. 141. 175 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
84.229.245.15 |Israel 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.206  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt with different o 6
w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
109. 66. 3. 76 I'srael 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46.19.85.108  |Israel 147. 237, 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP I nval i d invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
79.176.117.87  |lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber monitor |5
62. 90. 147. 211 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
79.176.117.87 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 5
41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 5
79.176.117.87 |lIsrael 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
79.176.117.87 |Israel 147. 237. 77. 216 |dover.i of .i Bad TCP sequence Invalid ACK nunber alert 5
193.201.227.21 |Wkraine 147. 237. 76. 198 |e. yohal an.i df . i Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 4
enf or cenent
37.26.147.195 |lIsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4
213.57.216.83 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |4
5.29. 80. 131 I srael 147.237.77. 226 ["" chanatz. aka. 1df 1paq TOP sequence Invalid ACK nunber moni tor |4
188. 120. 148. 178|I srael 147.237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber monitor |4
5.102. 254. 96 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |4
212. 235. 31. 65 | srael 147.237.77.233|ata .idf.il dr op Frst packet isn't SN drop 4
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Russi an s Sreaming Engine: TQP Invalid |invalid segnent retransnissi on.
141. 8. 132. 112 e ot on 147. 237. 72. 166 |aka.i of .i | Ret r ansm ssi on Packet dr opped. drop 3
Sreaming Engine: TP Invalid i i ssi
79.182.133.15 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228.171.20 |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
213.57.141.95 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.181.23.170 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
2.54.137.130  |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.134.58 | srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
62.90.179.220 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
79.181.103.90 |Israel 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 238 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
2.52.163.130  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
77.127.240. 233 |Israel 147. 237. 77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> Tineout [reject 3
Sreaming Engine: TP Invalid i i ssi
79.176. 166. 147 |Israel 147.237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Country |Target Address |Site Sgnature Action ‘Count
46.117.39.222  |israel 147.237.76. 200 |ei tan. aka. i df . i | Too Miny of the Sane Response Code (404) in Session from g oo\ 236
46.117. 39. 222
46.19. 85. 58 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 43
Unaut hori zed Met hod CPTIONS for
46. 120. 204. 204 |l srael 147.237.72. 166 |aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut hu |Bl ock 20
ser
46. 19. 86. 212 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock
79.182.134.58 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock
46.19. 86. 143 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspi ci ous Response Code B ock
213.6.151. 190 |Aestinan 147 237.77.176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . i df .i1/894-en B ock 2
Territory, Gecupied
] . - DO stributed Whaut horized URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover . i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
D stributed Unaut hori zed Method for Known URL on
84. 94. 38. 200 I srael 147.237.72. 166 |aka. i df . i | wan aka. i df . i |/ mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut hu |Bl ock 2
ser
46.19. 86. 175 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
79.181.140.74 |[israel 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock
] . . D stributed Uhauthorized URL Access on
204.13.200. 200 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 2
- - DO stributed Whaut horized URL Access on
91.143.80.201 |Ger many 147.237.77. 216 |dover.idf .il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
109. 65. 226. 119 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
; . . O stributed Whaut horized URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover.idf .il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 2
2.54.190. 71 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 2
86.15.20.9 United Ki ngdom 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
46.120.72.212 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
- . Unaut hori zed URL Access to
79.179.192. 4 I srael 147.237.72.166 |aka. i df . i | vown aka, i o i 1/ i 1V gi yus/ cont rol s/ at udal A B ock 1
5.22.134. 44 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
157.55.39. 214 |Uited Sates 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Unaut hori zed URL Access to
66.249.78.20  [Israel 147.237.76.31 [nakchal .idf.il 147. 237, 76. 31/ 894- he/ nakhal . aspx Bl ock 1
] - . Unaut hori zed Met hod HEAD for
54.90. 195. 7 Lhited Sates 147.237.72. 166 |aka. i df . i | vow aka i f i 1/ mai n/ home/ def aul t . aspx B ock 1
wwy, chanat z. aka.id| .
46. 116. 71. 200 | srael 147.237.77. 226 £l Dstributed PH Attenpt B ock 1
] - - Paraneter Type Mol ati on PageNumin
68.180. 228. 112 [lhited Sates 147.237.77. 216 |dover. i df .i | v i df i 1/ 1283- en/ dover . aspx B ock 1
40.77.167.73 Lhited Sates 147.237.77.216|dover.idf .il Mil tipl e Unauthorized URL Access from40.77.167. 73 B ock 1
. - URL is Above Root Directory
194.150. 168. 95 | Ger many 147.237.77. 216 [dover . i df . i | v i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nmn.js Bl ock !
66.249. 64. 177 |Israel 147. 237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka.idf.il/404.htm |B ock 1
2.54.10. 114 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 67. 189. 155 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
87.69.175.219 [Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
- kosher - kravi . i ing - : i
213.57.31.219 |Israel 147.237,0.17 |1 Y- KOSher-kra Doubl e WRL Encoding - paraneter: Feturnu| in B ock 1
daf.il m ny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx
. . Unaut hori zed URL Access to
5.28.189. 121 I srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl el shar ed/ reset . css B ock 1
157.55.39.214 |wiited Sates 147.237.72. 166 |aka. i df . i | Wnknown Paranet er d6369898 i n None 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
66. 249. 78. 34 I srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
54.150.87.130 |United Sates 147.237. 72. 166 |aka. i df . i | tnautt hor i zed Met hod HEAD for Bock |1
wan aka. i df . i |/ nai n/ gi yus/ gener al . aspx
] - - DO stributed Whaut horized URL Access on
107.178.194. 87 |lhited Sates 147.237.77. 216 |dover. i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
v, ch z. aka. i i
46.116.71.200 |Israel 147, 237, 77. 206 | W Chamat 2. aka. i d Junaut hori zed URL Access to B ock 1
f.oil wan chamat z. aka. i df . i |/ xnirpc. php
84.229.131.176 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
79.176.16.154 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
198. 58. 103. 36 Lhited Sates 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to waw i df.il/1294-he/wan idf.il B ock 1
109. 160. 133. 223|l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. - . Unknown Par anet er searchText in
66. 249. 66. 145 I srael 147.237.76.200 (ei tan. aka. i df . i | v ei tan. aka. i o . i 1/ 999- eny ei tan. aspx None 1
2.54.61.228 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None
89.138.17.206 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DoS Attack None 1
. . D stributed Uhauthorized URL Access on
46.166. 190. 138 |Net her| ands 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
m ny- kosher - kravi . i . .
213.57.31.219 |lsrael 147.237.0. 17 df il Il1legal Paraneter Encoding }si!hQ None 1
5. 29. 89. 93 I srael 147. 237.72. 166 |aka. i df . i | 'llegal Byte ode Character in LR [nainkapatz//res Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
176.13.5. 191 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
66.249.78.97  |Israel 147.237.72. 166 |aka. i df . i | thaut hori zed L Access to Bock |1

147. 237. 72. 166/ mai n/ gi yus/ gener al . aspx
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