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12-19-2015-12:04:05 to 12-19-2015-13:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3365
84.109. 68. 219 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 5
114.159. 81. 217 Japan 147.237. 76. 30 hi nush. i df . i | Bl ock Wdp All Nets drop 2

123. 151. 149. 222 Chi na 147.237.76. 148 gogcenter.aka.idf.il |JLM Under Attack Con Tcp drop 2

146. 185. 239. 100 Russi an Federation 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 drop 1
71.9.126. 27 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |Sgna1 ure Devi ce Action |Oount

24.47.146. 194 Lhited Sates 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 1




12-19-2015-12:04:05 to 12-19-2015-13:04:05

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
24.47.146. 194 147.237.77. 74 Lhited Sates lawidf.il QA Injection - Select From 3
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
66.102. 9. 28 147.237. 72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NVAP -sA (2) 2
146. 185. 250. 2 147.237.77.121 Russi an Federation e.navy.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
162. 222. 185. 165 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165 147.237.76. 34 Lhited Sates yohal an.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237. 0. 200 Chi na . i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
162. 222. 185. 165 147. 237. 76. 196 Lhited Sates e.svivaidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf i1 drop SAMirul e drop 22
o SN retransnmit wth different .
79.183.107. 136 |l srael 147.237.77. 234 |hal ag.idf i1 Bad TCP sequence wi ndow scal e nonitor |15
reaning BEngine: TCP Invali i i ssi
109.66.101. 62 | srael 147.237.72. 166 |aka. i df . i Streaming Engi ne: TCP Inval id invalid segnent retransnission drop 12
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 22 I srael 147.237.76. 200 |6 tan. aka.i of . il 9 =9 Invalid segnent retransmssion. g 12
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
66.249.73.228 |Wnited Sates [147.237.76.86 |[navy.idf.il 9 =g Invalid segnent retransmssion. g 10
Ret ransmi ssi on Packet dropped.
37.26.147.203 |lIsrael 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
66. 102. 9. 100 Lhited Sates [147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 8
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
84.108. 106. 152 |l srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 7
82.81.19.231 |israel 147. 237. 77. 226 "f"l"“ha”atz' aka. df |y At ack SYN -> SYN-ACK -> RST rej ect 7
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor 6
Sreamng Engine: TCP Invalid i i ssi
109.66.177.41 |israel 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79.176.178.6  |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.37.182 I srael 147. 237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 65. 182. 236 |1 srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
149.78.178. 154 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
46.19. 85. 137 I srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
5.102.254. 127 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
188. 120. 148. 165|l srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber nonitor |4
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
Sreaning Engine: TCP Invalid i i ssi
84.108. 250. 175 |I srael 147. 237.77. 243 |mwbi le. i f . i1 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
157.55.39.194 |Wited Sates |147. 237. 72. 166 |aka.idf . i1 9 =g Invalid segnent retransmssion. . 4
Ret ransni ssi on Packet dropped.
82.81.19.231  |[Israel 147.237.77. 226 ‘AIMI"“ chanatz. aka. 1df |\t t ack SYN -> SYN-ACK -> Timeout  |reject 3
Sreaming Engine: TGP Invalid i i ssi
5. 28. 189. 47 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.251  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
80.178.11.231 |Israel 147. 237.77. 243 |nobil e. i f . | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.47. 220 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 66.133.89  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.148.232 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.176.63.108 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.148.144  |israel 147. 237.77. 243 |mwbi l e, i f . i1 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
82.81.19.231 |israel 147. 237.77. 226 “I’"I”“ chamat z. aka. 1df |\ At t ack rej ect 3
Sreaning Engine: TCP Invalid i i ssi
46.19.86.203  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 137 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreamng Engine: TCP Invalid i i ssi
5.22.129. 96 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 199. 199 I srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.178.190. 251 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
149.78.37.170 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
213.175. 183. 170|Lebanon 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYNPACK retransmt W th monitor |3
di fferent w ndow scal e
o SN retransmit wth different .
109. 67.115.55 |l srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence wi ndow scal @ monitor |2
37.26.149.170 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence nonitor |2
149.78.178. 154 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber aert 2
188. 120. 148. 147|l srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber nonitor |2
46.117.165.37 |Israel 147.237.77. 216 |dover.idf i1 Bad TCP sequence Invalid ACK nunber alert 2




Attacker Address

12-19-2015-12:04:05 to 12-19-2015-13:04:05

A tacker
Count ry

Target Address |Ste

Signature
Sreanming Engine: TCP Invalid

Inval i d segnent retransnission.

85.65.57.222  |Israel 147.237.77. 243 |nobi l e.i df .i | . droj
Ret r ansmi ssi on Packet dropped. P

94.230.86.156 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or

5.102.254. 154 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
183.13.152.20 |China 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 183. 13. 152. 20 B ock 6
176.13.1.7 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 6
176.13.10. 243 |Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
87.69.93.181 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.149.239 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 2
157.55.39. 194 |Uhited Sates [147.237.72.166|aka. i df .i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 2
82. 80. 26. 97 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
23.254.243.17 |Wited Sates |147.237.77.216|dover.idf.il D stributed Suspicious Response Code B ock 2
. . Paraneter Read Qily Molation in
79.182.167. 112 |l srael 147.237.72. 166 |aka. i df . i | vw aka i o i 1/ nai 1V sachar /  egi strati onwi zar di regi st er . aspx None 2
66. 249. 93. 32 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ favi con.ico Bl ock 1
149. 78. 82. 97 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76.42/ styl e/ shared/text.css  [B ock 1
. . O stributed Unaut hori zed URL Access on
46.166.186.210 |Netherlands  [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Unaut hori zed URL Access to
31.13.100.116 [Ireland 147.237.77.74 [lawidf.il wwy | aw i df . i1/sip_storage/files/ 1/ 291. pdf &usg=af gj cnf Oskcvbnpzj hl [Bl ock 1
c83j dj 0l - | 8wb6a&si g2=0j ovj nug3gb_bnkpher 5r w
185. 2. 4. 20 Italy 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/ol d/wp-admn/ B ock 1
79.182.167.112 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
. . Unaut hori zed URL Access to
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ mai 1/ gi yus/ gi yus/ gener al . aspx Bl ock 1
173.236.176. 101 |thited Sates [147.237.76.86 |navy.idf.il Unaut hori zed LRL Access to navy.idf.il/bl og/ wo-adnin/ B ock 1
] . . DO stributed Unaut hori zed URL Access on
107.178.194. 87 |Wited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
84.109.33.119 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
2.54. 42. 107 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None
208. 113. 234. 185|Uhited States |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy. i df. il /wor dpress/ wp- adnin/ Bl ock 1
] . . Par aneter Type M ol ati on PageNumin
68.180.230. 224 |lhited Sates [147.237.76.31 |nakchal .idf.il vaw nakhal i df i 1/ 1108- he/ nakhal . asp Bl ock 1
157.55.39. 111 |Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew text.asp Bl ock 1
62.0.116. 102 I srael 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Qonnection - sigal gs oS Attack None 1
31.24. 33. 250 LK!i“r:gegom 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/wp-adnin/ B ock 1
. . Unaut hori zed URL Access to
87.69.163.121 |Israel 147.237.72. 156 |aman. i df . i | - i1/t tps: /v il Bl ock 1
185. 3. 146. 110 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
. . Unaut hori zed URL Access to
79.183.107. 136 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66. 249. 78. 34 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
173.252.74.106 |lhited Sates [147.237.72.166|aka.idf .l Untraceabl e SSL Sessions: sigal gs oS Atack None 1
Unknown Par anet er
37.142. 68. 97 I srael 147.237.72. 166 [aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . DOstributed Paraneter Type Mol ation on
109. 66. 28. 19 I srael 147.237.77.233|atal .idf.il v atal i f i1/ 1440-hel at al . aspx paraneter search B ock 1
84.228. 6. 162 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
2.54.153.131 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
208.115.113.87 [lhited Sates |147.237.72.156 |anan. i df.il Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
183.13.152.20 [China 147.237.77. 216 |dover . i df . i | PHP At t enpt Bl ock 1
79.179.57.145 |lsrael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs DoS Attack None 1
. . Unaut hori zed URL Access to
62.102. 148.67 [Sweden 147.237.77. 216 |dover.i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
m ny- kosher - kravi . i i i
37.26.149.181 |Israel 147. 237.0.17 y-Kosher-kra llegal Paraneter Encoding rnd in . None 1
df.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
89.138.193.95 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
185. 5. 53. 42 Li t huani a 147.237.77. 216 |dover . i df .i | Paraneter Type Mol ation lang in v idf.il/1397-en/ dover. aspx B ock 1
66.249.78.153 |[lIsrael 147.237.72. 166 |aka. i df . i | Suspi ci ous Response Code_Qust om Tenporary B ock 1
109. 67. 115.55 |l srael 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
45.35.71. 179 147.237.77. 176 |mat pash. i df . i | thaut hori zed LR. Access to Bock |1
WA cogat . i df . i | / shar ed/ user cont r ol s/ header upper /
84.229.198.54 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
5. 255. 253. 157 R’F Sf:;”i o 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw i df . il/nazi B ock 1
; . . D stributed Lhaut hori zed URL Access on
208.184.112.74 |lhited Sates |[147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
183.13.152.20 |China 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to wwuidf.il/contact.asp B ock
79. 180. 167. 229 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
157.55.39.226 |Wited Sates |[147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
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