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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3282

119. 56. 138. 54 Korea, Republic of 147.237.76. 30 hi nush.idf.il Bl ock_Udp All _Nets dr op 1

119. 56. 138. 54 Korea, Republic of 147.237.76. 177 ncore.idf.il Bl ock Udp All Nets drop 1

119. 56. 138. 54 Korea, Republic of 147.237.76. 31 nakchal .idf.il Bl ock Udp All _Nets drop 1

119. 56. 138. 54 Korea, Republic of 147. 237. 76. 34 yohal an.idf.il Bl ock Udp All Nets drop 1

66. 240. 192. 138 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 1

119. 56. 138. 54 Korea, Republic of 147.237.76. 176 test.ncore.idf.il |B ock Udp All Nets drop 1




12-19-2015-10:04:00 to 12-19-2015-11:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
196. 12. 190. 13 147.237.0. 17 Puerto R co mny- kosher - kravi . i df .i| ET SCAN NVAP -sS wi ndow 3072 1
196. 12. 190. 13 147.237.0.17 Puerto R co mny- kosher - kravi . i df . i | ET SCAN NVAP -f -sS 1
94.102. 48. 195 147. 237.76. 34 Net her | ands yohal an. i df.il ET SCAN NMVAP -sS wi ndow 1024 1
78.193.2.8 147.237.72. 156 Fr ance aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
40. 115. 58. 160 147.237.76. 31 Lhited Sates nakchal . i df . il ET SCAN NVAP -sS wi ndow 1024 1
37.143. 82.50 147. 237.77. 170 Net her | ands naar achot . i df . i | ET SCAN NVAP -f -sS 1
196. 12. 190. 13 147.237.0.17 Fuerto R co mny-kosher -kravi .i df . il ET SCAN NVAP -sS w ndow 2048 1
78.193.2.8 147. 237.72. 217 Fr ance eidf.il ET SCAN NVAP -sS wi ndow 1024 1
40. 115. 58. 160 147. 237.76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.143.82.50 147.237.77. 170 Net her | ands naar achot . i df i | ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |Jte Signature Acti on ‘Count
r N ine: TCP Invali i i ssi

109.67.22.152  |Israel 147 237.76. 200 |ei tan aka i i1 | " @M NG Engi ne: TP Invalid|invalid segnent retransmission. |, 495
Ret r ansm ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34

207.241.229.68 |Lhited Sates 147.237. 77. 216 |dover.i df .il drop SAMrul e drop 19
Sreanming Engine: TCP Invalid i i ssi

66.249. 64.250 |United Sates 147.237.77. 234 |hal ag. i f .1 9 =g Invalid segnent retransmssion. 14
Ret r ansm ssi on Packet dropped.

79.179.6.179  |[israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt wth different oo 12

w ndow scal e

Sreaning Engine: TCP Invalid i i ssi

77.127.220.71  |israel 147. 237.77. 243 |mobi l e. i i 9 =g Invalid segnent retransmssion. 12
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

87. 69. 85. 68 I srael 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 10
Ret ransm ssi on Packet dropped.

5.28.183. 80 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 10
Sreanming Engine: TGP Invalid i i ssi

66.249. 73.228 |Whited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. . 10
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

157.55.39. 194 |Wited Sates 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. 10
Ret r ansm ssi on Packet dropped.

46. 60. 52. 22 glcf;i'géa” Territoryl 47, 237. 77. 176 |nat pash. i of . i1 drop First packet isn't SIN drop 8

5.28.183. 80 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 7

. . SYNtAXK retransnmit with .

5.28.183. 80 I srael 147.237.72. 166 |aka.i of .i Bad TCP sequence different vindow scal e monitor |7

46. 19. 85. 100 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6

5. 28.183. 80 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |6

46. 19. 85. 100 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SN drop 5

41.33.232. 66 Egypt 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor |5

46. 19. 86. 136 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

46. 19. 86. 229 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

176. 228. 136. 107|l srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data [nonitor 4

46. 19. 86. 136 | srael 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 4
Sreanming Engine: TCP Invalid i i ssi

157.55.39.61  |Wited Sates 147. 237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. 4
Ret r ansm ssi on Packet dropped.

91.200. 12. 137  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreaning Engine: TGP Invalid i i ssi

132.64.30.201 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

2.52.158.111  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

2.54. 31. 39 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.

46. 19. 86. 229 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 3
Sreaning Engine: TGP Invalid i i ssi

79.181. 106. 165 |Israel 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

141.8.132.112 |Russian Federation  |147. 237. 72. 166 |aka i of il 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.

46.211.34.236 |lkrai ne 147.237.0.15  |kosher-kravi.idf.i|dr op SAMrul e drop 3
Sreanming Engine: TCP Invalid i i ssi

37.26.147.149  |israel 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi

77.127.252. 200 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.182.107.20 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.

5.28.183. 80 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Invalid ACK nunber alert 3

149. 78. 115. 170 |l srael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi

82. 166. 115. 211 |Israel 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

79.177.207. 180 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. 3
Ret ransn ssi on Packet dropped.

149. 78.115. 170 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaning Engine: TGP Invalid i i ssi

2.54.2.159 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.178.178. 161 | srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

109. 67. 104. 131 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

37.26.149.171 | srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.

31.210. 186. 134 |l srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence Invalid ACK nunber nonitor |2
Sreaning Engine: TGP Invalid i i ssi

157.56.39.230 |Wiited Sates 147.237.72. 166 |aka.i df . 9 g Invalid segment retransmssion. | 2
Ret r ansm ssi on Packet dropped.

46. 19. 86. 92 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 2

77.126.6.126  |Israel 147.237.77. 233 |atal i il Bad TCP sequence SN retramsmt wih different oo |2

w ndow scal e
85. 65. 175. 92 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
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Attacker Address |Attacker Qountry Target Address |Jte Signature

5.29.179.78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
87. 69. 85. 68 I srael 147.237.76.200|ei tan. aka. i df.i| |Distributed Too Many of the Sane Response Code (404) B ock 69
109. 67.22.152 |lIsrael 147.237.76.200|eitan. aka.idf.i| |Dstributed Too Many of the Same Response Code (404) B ock 58
37.26.147.149 |[israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 15
37.142. 68. 42 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock
109. 65. 226. 119 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock
46.19. 85. 248 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock
. . . Uhaut hori zed URL Access to
109. 64. 211. 143 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e, o .1 1/ cat egoryt enpl at es/ | i st chi | ddocurent s/ 1362 Bl ock 3
2.54.131. 49 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
109. 186. 180. 239|1 sr ael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46.121. 56. 48 I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 2
195. 154. 191. 97 |France 147.237.77. 216 |dover.idf . il Ostributed PHP Attenpt B ock 2
23.254.243. 17 g‘;tt:: 147.237.77. 216 |dover . i df . i | D stributed Suspicious Response Code B ock 2
89.138.66.198 |Israel 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock
66.249. 64. 177 |l srael 147. 237. 76. 147 [chi nuch. aka. i df . i ||Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock
2.52.150. 180 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None
173. 252. 90. 230 ;“;tteeg 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . Uhaut hori zed URL Access to
66. 249. 69. 40 I srael 147.237.77. 216 |dover.i df . i | 147.237. 77, 216/ 1133- 20422- he/ i df gdover . aspx B ock 1
46. 19. 85. 100 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
2.54.141. 248 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: si gal gs DS Attack None 1
217.132.56.221 |[lsrael 147.237.77.233|atal .idf.il D stributed Unaut horized URL Access on 147.237. 77. 233/ 1134-he/ at al . aspx [B ock 1
85.250.149. 91  [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
194. 187. 168. 201 |Fol and 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx B ock 1
79.177.219. 201 |l srael 147.237.77.74 [lawidf.il Uhaut hori zed LRL Access to waw nag.idf.il/sip_storagel/files/7/777.pd B ock 1
131. 253. 25. 243 ;“;tteeg 147.237.77.216|dover . i df . il Unaut hori zed LRL Access to waw i df.il/help/top.jsp Bl ock 1
Lhited . . D stributed Unaut hori zed URL Access on
107.178.194.87 g o 147.237.77. 216 |dover.i df .| v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
37.142.64.15 I srael 147.237.77. 170 |n@ar achot . i df . i| |Dstributed PHP Attenpt B ock
84.111.184.168 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to nakhal .idf.il/xnrpc. php B ock
204. 13. 200. 200 g;g: 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df .il/1133- 22638- he/ dover . aspx. B ock 1
173. 252. 90. 240 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
68. 180. 228. 112 g;g: 147.237.77. 216 |dover.idf . il Paranet er Type Mol ati on PageNumin wa i df . i|/1381- he/ dover . aspx B ock 1
109. 66. 31. 74 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
46.19. 85. 170 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
5.102. 204. 34 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . D stributed Uhaut hori zed LRL Access on
79.179.6.179 | sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ st yl e/ shar ed/ r eset . css Bl ock !
64. 19. 78. 242 g;g: 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
Lhi ted P .|Uhaut hori zed URL Access to
157.85.39. 145 Sates 147.237.0.15  kosher-kravi . i df.i kosher-kravi.idf.il/static/inages/| ogos/ z-| ogo- nenu. svg Bl ock !
Lhi ted . . D stributed Unaut hori zed URL Access on
107.178.194.87 |g o 147.237.77. 216 |dover . i df . i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
37.142.64.15 I srael 147.237.77. 170 [maarachot . i df . i |  |Uhaut hori zed URL Access to ww maar achot . i df . i | /xmrpc. php B ock 1
85. 64. 178. 50 I srael 147.237.77.233|atal .idf.il Distributed Uaut hori zed URL Access on 147. 237. 77. 233/ 1134- he/ at al . aspx |B ock
207. 46. 13. 59 g“;:s 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
176.13. 6. 57 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
77.126.6. 126 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237. 77. 233/ 1501- he/ at al . aspx B ock 1
109. 66. 169. 15 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.183.187.212 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
195. 154. 191. 97 |France 147.237.77. 216 |dover . i df . i | Mil tiple Unaut horized URL Access from 195. 154. 191. 97 B ock 1
157. 55. 39. 230 ;ﬂ;ttee: 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
109. 64. 5. 126 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
Unaut hori zed URL Access to www i df.il/english/ xG AENaE™G A€ x4-4,
Wi t ed ¢ Ax'a,-ASCP A€5C A ENAE™C Acx'aESA-CUA; & Bx'a,~ASCP A€S
207.46.13.180 [o . 147.237.77. 216 |dover. i df .i | & A AMAE™E ACx'a€SA-CUA] (B Ex'a,-ASCE AE3CR AvL> AEOTAE™(D A€ Bl ock 1
x'4,78,¢CP B8, ~ASCP AE5C2 A ANAE™(E Acx'a€3A-QUA| B e, ~AS
G a3t Ay & AMAE™E ACx'a€SA-CQUA] (& Ex'a,-ASCe a€5CR Avs
85. 65. 222. 45 I srael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed LRL Access to nobile.idf.il/sachar/index B ock
185.32.179.34 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
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