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12-19-2015-09:04:06 to 12-19-2015-10:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3112

66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn |drop 440

204. 42. 253. 132 Lhited Sates 147.237. 76. 202 e halag.idf.il |Bock Udp All Nets drop 1

204. 42. 253. 132 Lhited Sates 147.237. 76. 200 eitan.aka.idf.i|B ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 73. 201 147. 237.76. 86 Lhited Sates navy. i df il ET SCAN NVAP -sSA (2) 2
50. 204. 188. 142 147.237.77.19 Lhited Sates | awforumidf.il ET SCAN NVAP -sS wi ndow 2048 1
119. 147. 137. 187 147. 237.76. 201 Chi na e.ata.idf.il ET SCAN Potential SSH Scan 1
119. 147. 137. 187 147.237.76. 31 Chi na nakchal .idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147.237.77.19 Lhited Sates | awforumidf.il ET SCAN NMAP -sS wi ndow 4096 1
50. 204. 188. 142 147.237.77.19 Lhited Sates I awforumi dof .i | ET SCAN NVAP -f -sS 1
198. 20. 69. 98 147. 237. 76. 39 Lhited Sates nobi | e. nei tav.idf.il ET DRCP Dshiel d B ock Listed Source 1
193.104. 41. 54 147.237.76. 34 Ml dova, Republic of yohal an. i df .il ET SCAN Potential SSH Scan 1
119. 147. 137. 187 147.237.76. 38 Chi na e.e.nmeitav.idf.il ET SCAN Potential SSH Scan 1
61. 244. 49. 137 147. 237.77. 227 Hong Kong e. hamaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

Action

‘Count

Ret r ansm ssi on

Packet dropped.

79.180.197.42 |Israel 147. 237. 76. 200 |ei tan. aka.i df .i | . dro 519
Ret r ansni ssi on Packet dropped. P
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
207.241.229.68 |Lhited Sates 147.237.77. 216 |dover.i df .i | dr op SAMrule drop 18
54.244.22.103 |Uhited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SWN drop 15
63.143.206. 10 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
64.19.78.243  |UWited Sates  |147.237.76.44 |erefuah.idf.il [Geo-1ocation enfor cenent Geo-| ocati on i nbound drop 10
enf or cenent
Sreanming Engine: TCP Invalid i i ssi
2.54.18.113  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
117. 244. 102. 200|indi a 147. 237. 72. 166 |aka. i df . Streaming Engi ne: TCP Invalid invalid segnent retransnission drop 9
Ret r ansm ssi on Packet dropped.
46. 19. 86. 92 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop
117. 244.102. 200(Indi a 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
reamn ine: TCP Invali i i ssi
109. 64. 234. 242 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alid invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.247  |Israel 147. 237. 77. 243 |nobi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
2.52.128. 104 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
2.54.29. 225 I srael 147.237.0.19 |nadimatal.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 5
157.55.39.163 |Lhited Sates 147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 5
5. 29. 73. 100 I 'srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
5.102.254.214 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
5.102.254.216 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |4
5.29. 73. 100 I srael 147.237.0.19 |nadimata.idf.il |Bad TCP sequence Inval i d ACK nunber aert 4
2.52.128. 104 I srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
46. 19. 85. 139 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |3
2.52.128.104 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber alert 3
Sreanming Engine: TP Invalid i i ssi
217.132.23.35 |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.177.168.72  |Israel 147. 237. 72. 166 |aka. i df . Streaming Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
Russi an S Sreaning Engine: TCP Invalid [invalid segnent retransmission.
130. 193. 51. 57 Federat i on 147.237.77. 243 |nobile.idf .il Ret 1 ansni ssi on Packet dr opped. drop 3
2.52.128. 104 I srael 147.237.72.166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |3
207.46.13.31  |wnited Sates  |147.237.77.212|e.dover.idf.il  |Geo-1 ocati on enf or cenent Geo-| ocati on i nbound drop 3
enf or cenent
2.52.128. 104 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d sequence nunber monitor |3
185. 3. 146. 195 |Israel 147.237.77. 216 |dover.i df il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
2.54.131.87  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.180. 118. 139 |Israel 147. 237. 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84.228.135. 174 | srael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.125.109. 199 |israel 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Mol dova, R . Geo- | ocati on i nbound
95. 65. 34. 177 Republ i ¢ of 147.237.76. 199 |e. nakchal .idf.il |[Geo-| ocati on enf or cenent enf or cenent drop 3
46. 19. 86. 45 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i I{dr op First packet isn't SN drop 2
Sreaning Engine: TGP Invalid i i ssi
157.55.39.194 |Wited Sates  |147.237.72. 166 |aka i df i1 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249. 66. 145 |tnited Sates  |147.237.76. 200 |eitan aka.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
178.217.187.39 |Pol and 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
37.46.39. 194 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |2
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engine: TGP Invalid i i ssi
66.249.73.228 |Uited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
176. 12. 141. 151 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval id ACK nunber noni t or 2
Sreaning Engine: TCP Invalid i i SSi
66.249.78.146 |lWited Sates  |147.237.72. 166 |aka i df . i g =g Invalid segnent retransmssion. | o 2
Ret r ansni ssi on Packet dropped.
188. 120. 148. 214/l srael 147.237.76.31 |nakchal.idf.il  |Bad TCP sequence Inval i d ACK nunber monitor |2
Sreaning Engine: TCP Invalid i i ssi
176.13.5.246 | srael 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. | o 2
Ret r ansm ssi on Packet dropped.
117. 244. 102. 200|I ndi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
Sreaning Engine: TQP Invalid i i ssi
66.249. 64.133 |lnited Sates  |147.237.77.234|hal ag.idf.il 9 =g Invalid segnent retransmssion. |, 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
5.29. 73. 100 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 163
79.180.197.42 | srael 147.237.76. 200 |ei tan. aka. i df . i | Too Many of the Sane Response Code (404) in Session from Bl ock 67
79.180. 197. 42
5. 29. 73. 100 I srael 147.237.0.19 |nadimatal .idf.il Too My of the Sane Response Code (404) in Session from Bl ock 24
5.29.73.100
2.54.29. 225 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 10
89.107. 186. 233 |Ger many 147.237.72. 166 [aka. i df . i | Ml tipl e Uhaut horized LRL Access from 89. 107. 186. 233 B ock 5
176.13.5. 246 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
176.13.20.192 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
54.244.22.103 [Lnited Sates |147.237.76. 147 [chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
] . . D stributed Uhauthorized URL Access on
204.13.200. 200 |thited Sates |147.237.77. 216 |dover.idf il v i df i | / 1133 22461- hel dover . aspx. B ock 2
m ny- kosher - kravi . i d , ,
93.172. 4. 158 | srael 147.237.0. 17 £l Dstributed I11egal Paraneter Encodi ng None 2
68.180.229. 173 |Wited Sates [147.237.72.166 |aka. i df . il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
46.19. 86. 194 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
77.126.27.107 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
) . . Unaut hori zed URL Access to
117.244.102. 200|Indi a 147.237.77. 216 [dover . i df . i | viewy i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ nazi . i df . i | Bl ock 2
68.180.228.112 [nited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/error.htm B ock 1
46.219.248.72 |Wkraine 147.237.77.216|dover.idf .il D stributed Lhaut hori zed URL Access on waw i df .il/xmrpc. php B ock
5.102.246.211 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waww aka. i df . i |/ mai n/ sachar/ Bl ock
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates |147.237.77. 216 |dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
79.180.197.42 |lsrael 147.237.76.200|ei tan. aka. i df . i | Too Many 404: Response Code per Session B ock 1
. - Unhaut hori zed URL Access to
66.249.69.32  |[Israel 147.237.77. 216 |dover . i df . i | 147.237. 77, 216/ 1133. 19871 he/ i df gdover . aspx B ock 1
157.55.39.130 |[Lhited Sates |147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to waw navy.idf.il/survey flag Bl ock 1
41. 44. 202. 46 Egypt 147.237.77. 216 |dover . i df .i | D stributed Waut hori zed URL Access on www i df .il/xnirpc. php Bl ock 1
52.90. 147. 70 Uhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/newsite/english/main.asp |B ock 1
. . Unaut hori zed URL Access to
37.26.147.195 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
109. 65. 169. 242 |l srael 147.237.72.166 |aka. i df . i | v aka. i o . i 1/ i v sachar/ request . aspx None 1
’ . . D stributed Unhauthori zed URL Access on
204.13.200. 200 [Wited Sates |147.237.77.216 [dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. - Unhaut hori zed URL Access to
66.249.69.48  |Israel 147.237.77. 216 |dover . i df . i | 147.237. 77 216/ 1133. 20329- he/ i df gdover . aspx B ock 1
157.55.39.160 |Whited Sates |147.237.77.176 |nat pash. i df . i | Ostributed thauthori zed LR Access on Bl ock 1
W cogat . i df . i |/ onl i ne/ webr esour ce. axd
5.29. 33. 38 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
] . . DO stributed Lhaut hori zed URL Access on
107.178.194.79 |Wnited Sates [147.237.77.216 |dover. i df .| v i df i | / 1133- 22638- hel dover . aspx. B ock 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |Fance 147.237.77.216|dover . i df . i | www. i df . i1/1283-16805-en/ mmmm~=d507b013nmmmmmmm_d |B ock 1
507b013
. . D stributed Lhaut hori zed URL Access on
109. 67.172. 96 |l srael 147.237.77.233|atal .idf .il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
40.77.167. 54 Lhited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
87.69.3.171 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
] . . Unhaut hori zed URL Access to
207.46.13.143 |Uhited Sates |147.237.77. 176 |nat pash. i df . i | ww cogat i o i1/1s, j avascri pt_coni ne/ B ock 1
66.249.78.146 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
157.55.39.194 [lhited Sates [147.237.72. 166 |aka. i df .i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
. . Paraneter Type M ol ati on SearchText in
46.120.57.91  [Israel 147.237.77. 216 [dover. i df . il v i df i 171065- he/ dover . aspx B ock 1
; . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
m ny- kosher-kravi .id i i
77.127.78.72  |israel 147.237.0.17 y 'l1egal Paraneter Encoding rnd in . None 1
f.oil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
. . D stributed Lhaut hori zed URL Access on
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
190. 2. 112. 73 Argentina 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/ https:/twtter. cond B ock 1
40.77.167.105 |Wited Sates |147.237.72. 166 |aka. i df .i | Wnauit hori zed LRL Access to . B ock 1
vy aka. i df . i | /regi strati onw zard/ regi st er. aspx
] . - D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wited Sates |147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66.249.78.242 |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8935- he/ r ef uah. aspx B ock 1
] . - D stributed Lhaut horized URL Access on wwidf.il/
173.252.90. 248 |lhited Sates |147.237.77. 216 |dover.idf.il https: /tuitter. cont B ock 1
46.219.248.72 |Wkraine 147.237.77. 216 |dover. i df . i | Dstributed PHP Attenpt Bl ock 1
] . - D stributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates |147.237.77. 216 |dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
m ny- kosher -kravi .id _ .
77.127.78.72 | srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encoding from77.127.78.72 None 1
. - Uhaut hori zed URL Access to
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . i | waw i df i 1/ dff/ consol ef sear ch resour ces. aspx B ock 1
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