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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3402
81.218. 169. 64 | srael 147.237.76. 34 yohal an.idf.il |B ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 78. 146 147.237.72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
131. 109. 15. 15 147. 237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN NVAP -f -sS 1
94. 102. 60. 89 147. 237.72. 217 Net her | ands eidf.il ET SCAN NMAP -sS wi ndow 1024 1
94. 102. 60. 89 147.237.8.27 Net her | ands e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 244. 49. 137 147.237.0. 35 Hong Kong akavs. i df i | ET SCAN NVAP -sS w ndow 1024 1
222.186. 21. 196 147. 237.76. 38 Chi na eeneitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
134.213.133. 4 147.237.77. 234 Uni ted Ki ngdom hal ag.idf.il ET SCAN NVAP -sS w ndow 4096 1
134.213.133. 4 147. 237. 77. 234 Uni ted Ki ngdom hal ag.idf.il ET SCAN NVAP -f -sS 1
131. 109. 15. 15 147. 237. 8. 46 Lhited Sates e.chinuch.idf.il ET SCAN NMAP -sS wi ndow 2048 1
125. 65. 165. 215 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
94. 102. 60. 89 147.237.8. 28 Net her | ands €. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 39. 222. 253 147.237.0.19 Net her | ands madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
134.213.133. 4 147.237.77. 234 Uni ted Ki ngdom hal ag.idf.il ET SCAN NVAP -sS w ndow 2048 1
131. 109. 15. 15 147. 237. 8. 46 Lhited Sates e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address ([Ste Signature
41.33.231. 90 Egypt 147.237.77. 216 |dover.i df i drop SAMrul e drop 34
46. 19. 86. 29 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 22
207.46.13.31  |Wwited Sates 147.237.77. 212 |e. dover. i df . i1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 21
enf or cenent
207.241.229.68 |[Lhited Sates 147. 237.77. 216 |dover.i df .i | drop SAMrul e drop 18
37.146.229. 213 |Russi an Federation|147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop 16
46.19. 86. 29 I srael 147.237.76.86 |navy.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 16
Sreaming Engine: TCP Invalid i i ssi
2.54.18. 113 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
46. 19. 86. 76 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |7
176. 107. 10. 154 |Russi an Federation|147.237.72. 166 |aka.idf.il drop Frst packet isn't SYN drop 7
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
5.102. 254.194 |Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACGK nunber monitor |6
46. 19. 86. 29 | srael 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 4
Sreaning Engine: TCP Invalid i i ssi
84.109. 5. 33 I srael 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. fo 4
Ret ransni ssi on Packet dropped.
. . SYNFACXK retransnmit with .
46. 19. 86. 29 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 4
46. 19. 86. 29 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |4
54.244.22.103 |wnited Sates 147. 237.77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |4
5.102.254.194 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber monitor |3
92.96. 74. 124 Wi ted Arab 147.237.77. 216 |dover.idf il drop SAMrule drop 3
Emrates
Sreanming Engine: TCP Invalid i i ssi
109. 66. 97. 154 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
46. 19. 86. 247 | srael 147.237.77. 176 |nat pash. i df . i dr op Frst packet isn't SN drop 3
Sreamng Engine: TP Invalid i i ssi
66.249.78.146 |United Sates 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i SYN At ack SYN -> SYN-ACK -> RST rej ect 2
Sreaming Engine: TCP Invalid i i ssi
40.77.167.105 |Uited Qates 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
208.115.113.89 |Lhited Sates 147.237.72. 166 |aka.i df .i | drop SAMrule drop
208.115.111. 73 |whited Sates 147.237.72. 166 |aka. i df .i | drop SAMrul e drop
95. 38. 61. 199 IF;.$B| i'i'g;"'c 147. 237.77. 216 |dover. i f i Bad TCP sequence Invalid ACK nunber aert 2
Iran, Islanic . . . .
95. 38. 61. 199 Republ i ¢ of 147.237.77. 216 |dover.i df .il Bad TCP sequence Invalid AGK nunber nonitor |2
2.52.36.188 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber aert 1
184. 105. 247. 212|nited Sates 147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239. 102|Russi an Federation |147. 237. 77. 121 |e. navy. i df . Geo- | ocati on enf or cenent S‘;?O'rggﬁé'nfn I nbound drop 1
45.79.87.95 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
92.96.74.124  |Jited Arab 147.237.77.74 [lawidt.il dr op SAMrul e drop 1
Emrates
208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrule drop 1
79.180. 48. 155 |l srael 147.237.77. 216 |dover.i df i SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 1
46. 19. 86. 247 I srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d ACK nunber nmoni t or 1
184.105. 139. 87 |Uhited Sates 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
99.244. 46.3 Canada 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber aert 1
208.115.111. 73 |whited Sates 147. 237.77. 216 |dover.i df .i | drop SAMrul e drop 1
2.52.36.188 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |1
74.82.47.34 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 216|Uhited Sates 147.237.72. 156 |anan. i df .i| SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
46.4.109.148  |Ger many 147.237.8.24 |e.lifestyle.idf.il |Geo-1ocation enfor cement Geo-locati on i nbound drop 1
enf or cenent
212.28.230.202 |Lebanon 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpli ant Failed to hand e connection data |nonitor |1
5.144.131. 170 :éxbl :2'37"" 147. 237.77. 216 |dover. i of .| Bad TCP sequence Invalid ACK nunber aert 1
84.94.22.193 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
46. 19. 86. 247 I srael 147.237.77. 176 |nat pash. i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
184.105. 139. 88 |Lhited Sates 147.237.77.235|sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
99.244. 46. 3 Canada 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
207.46.13.143 |Lhited Sates [147.237.77.176|nat pash. i df . i I[Mil tipl e Wauthorized UR. Access from 207. 46. 13. 143 B ock 4
40.77.167.38  |Lhited Sates |147.237.77.176|mat pash. i df . i I|{Uhaut hori zed URL Access to www cogat. i df.il/onl i ne/ webr esour ce. axd B ock 3
] - . |D stributed Uhaut hori zed URL Access on
207.46.13.11  |tnited Sates [147.237.77.176 |nat pash.i df .i | v cogat . i df i 1/ onl i ne/ vebr esour ce, axd Bl ock 3
; . . O stributed Whaut horized URL Access on
107.178.194.83 [Lhited Sates |147.237.77.216|dover.idf. il [ - e Soeas He dover aspX. Bl ock 2
] . . O stributed Whaut hori zed URL Access on
204.13.200.200 |[hited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 2
192.117. 101. 225|I srael 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
192. 69. 255. 198 |Lhited Sates [147.237.77.216|dover.idf.il [Miltiple Uauthorized URL Access from 192. 69. 255. 198 B ock 2
157.55.39.162 |lhited Sates [147.237.0.34 |tikshuv.idf.i|[Paraneter Type Molation catld in wwwtikshuv.idf.il/site/general .aspx B ock 1
77.38.32.182 9 oveni a 147.237.77.216|dover.idf .i| [Unauthorized URL Access to waw idf.il/xmrpc. php B ock 1
207.46.13.131 [Uited Sates |147.237.77.216|dover.idf.i|l [|Wauthorized URL Access to waw idf.il/count.asp B ock 1
66. 249. 69. 32 | srael 147.237.77.216|dover.idf . il |Wauthorized URL Access to 147.237.77.216/ 1086- 13893- en/ dover . aspx |B ock 1
. . S Lhtraceabl e Gonnection - Protocol violation
5.102.254.194 |Israel 147.237.77.216|dover . i df . i (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
192. 69. 255. 198 |Uhited Sates |147.237.77.216|dover.idf.il |Unhauthorized URL Access to ww idf.il/shared/ usercontrol s/ header upper/ |[B ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.83 |United States  |147.287.77.216|dover.idf. il | = o 1733 22461 hel dover aSpX. Bl ock 1
. . Unknown Paraneter sQenLinklin in
66.249.78.146 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i o i |/ el tan prati ipi rteychayal / None 1
40.77.167.105 [Whited Sates [147.237.72.166|aka.idf.il Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
192. 171. 243. 203|lhited Sates [147.237.77.216|dover.idf.il [Wauthorized URL Access to wwnidf.il/1395-en/ dover.aspx',' self') B ock 1
176.13. 6. 57 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
77.237.138.51 |Czech Republic (147.237.77.234|hal ag. i df .i| [Wauthorized URL Access to / B ock 1
. - Unaut hori zed URL Access to
66.249.69.40  |Israel 147.237.77. 216 |dover . i df . i1 (1 o0 e 133 10412- he/ i df gdover . aspx Bl ock 1
31.168.197.86 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
192.69.255. 217 |United Sates |147.237.77.216|dover. i df.i| |2 2mer Type Volation Language in Bl ock 1
wan i df . i |/ shar ed/ aj ax/ get ener gencybanner . aspx
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
46.116.233.77 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to waw aka. idf.il/sip_storage B ock
185.32.179. 159 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs S Attack None 1
79.182.217.137 |israel 147.237.72. 166 |aka. i df . i | IIlegal Byte Qode Qaracter in LR /nainkapatz//res Bl ock 1
our ces/ i nmages/ i nner page/ goback. gi f
207.46.13.143 |Uhited Sates [147.237.77. 176 |mat pash. i df . i ||Unaut hori zed LR Access to waw cogat . i df . i|/1035- he/ csshandl er . ashx Bl ock 1
. - DO stributed Whaut hori zed URL Access on
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
37.26.148.214 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
157.55.39. 117 |Uited Sates [147.237.77.216|dover.idf .i|l |Dstributed Wauthorized URL Access on wwuidf.il/error.htm B ock 1
. . |Whaut hori zed URL Access to
66.249.78.236  |Israel 147.237.76.42 |refuah. idf. i1 |17 557 76 45/'6i p storagel fil es/ 3/ si z6100x0/ 2413. ] pg Bl ock !
; . . O stributed Whaut horized URL Access on
204.13.200.200 lhited States  |147.237.77.216|dover.idf. il [ - 5 e ooeas L dover aspX. Bl ock 1
66.102. 9. 91 Uhited Sates [147.237.77.216|dover.idf.il |Unauthorized URL Access to vww idf.il/1294-en/vww idf.il/english B ock 1
192. 69. 255.193 |lhited Sates 147.237.77.216|dover.idf .i|l [Miltiple Unauthorized URL Access from 192.69. 255. 193 B ock 1
104.131.215. 64 |lhited Sates [147.237.77.74 |lawidf.il Uhaut hori zed URL Access to www mag. i df.il/14-he B ock 1
207.46.13.190 |Lhited Sates [147.237.77.176|nat pash. i df . i I|naut hori zed UR. Access to 147.237.77.176/ robots. t xt B ock 1
. . Unaut hori zed URL Access to
66.249. 78. 104 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp Bl ock 1
192.171. 243. 154|United Sates [147.237.77.216|dover.idf.il |Unauthorized URL Access to waw i df.il/1008-en/ navnenu. aspx’ B ock 1
157.55.39.160 |Uhited Sates  [147.237.77. 176 |mat pash. i df . ||D St/ Puted hauthorized URL Access on Bl ock 1
W cogat . i df . i |/ onl i ne/ webr esour ce. axd
77.38.32.182 Jovenia 147.237.77.216|dover.idf .i| |PHP Attenpt B ock
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp B ock
5.29.234.82 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx Bl ock 1
] . - DO stributed Whaut hori zed URL Access on
107.178.194. 79 |lhited Sates |[147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- he/ dover . aspx. B ock 1
66.249.78.111 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
; . . O stributed Whaut hori zed URL Access on
208.184.112.74 lhited States  |147.237.77.216|dover.idf . il [ & 5 e ooeas e dover aSpX. Bl ock 1
40.77.167.73 Lhited Sates |147.237.77.216|dover.idf.il |Dstributed Unauthorized LRL Access on wan idf.il/error. htm B ock 1
192, 171. 243. 203|Wi ted Sates  |147.237.77. 216 |dover. i df .i| |72 3m®er Type Molation lang in B ock 1
wa i df . i | /tenpl at es/ navnenu/ navnenu. css. aspx
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