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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3513
172.98. 67. 123 147.237.76. 198 e.yohalan.idf.il |[Bock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
95. 45. 254. 123 147.237.77. 216 |Irel and dover.idf.il SER.VER_ APAO—E.Apache I’TDd_SSl non- S8 connection to SS. port
deni al of service attenpt
66.249.64. 186 |147.237.77.74 |Wited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 69. 26 147.237.77. 216 |lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
199. 16. 31. 170  |147.237.77.74 [Wited Sates lawidf.il ET SCAN NVAP -f -sS 1
190. 249. 184. 162|147. 237. 76. 197 |Col onbi a ehinsh.idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
183 87 140.52  |147 237 8. 28 |india o nobi | e ke, i df i ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
146.185.250.2 |147.237.8. 28 23::;'}0'1 e.nubile-ks.idf.il|ET SCAN Potential SSH Scan 1
199.16.31. 170  |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
190. 249. 184. 162|147. 237. 76. 197 |Col onbi a ehinush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
169. 54. 233. 116 |147.237.8.27 |Netherl ands e.nadimatal .idf.i[ET SCAN NVAP -sS wi ndow 1024 1
104. 43.236.38  [147.237.72. 156 |Lhited Sates aman. i df.il ET SCAN NVAP -sS wi ndow 3072 1
199. 16.31. 170  |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sS wi ndow 3072 1




12-19-2015-07:04:00 to 12-19-2015-08:04:00

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrule drop 34
207.46. 13. 31 Lhited Sates 147.237.77. 212 |e. dover.idf.il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 21
enf or cenent
207.241.229.68 |United Sates  |147.237.77.216 |dover.idf.il drop SAMrul e drop 19
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |noni t or 6
207.46.13.143 |Wnited Sates  |147.237.77. 176 |natpash.idf .il drop First packet isn't SN drop 5
37.26.149.206 |Israel 147.237.0.34  |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4
Sreanming Engine: TQP Invalid i i ssi
46.19.85.125  |Israel 147.237.77. 234 |nal ag. i df .| 9 =g Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dropped.
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop
176.13.1. 215 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber noni t or
185.3.146. 117 |israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber moni t or
Sreaning Engine: TQP Invalid ' i ssi
109.66.3.76  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
208.115.113.89 |Lnited Sates  |147.237.72. 166 |aka.idf.il drop SAMrul e drop
52. 33. 66. 29 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
40.77.167.105 |Wited Sates  |147.237.72. 166 [aka idf.il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
66.220. 156. 105 |lnited Sates  |147.237.77.176 |natpash.idf.il drop First packet isn't SN drop 2
208.115.111.68 |lLhited Sates 147.237.77.74 |lawidf.il dr op SAMrule drop 2
38.229.1.15 Whited Sates  [147.237.76.200 |eitan. aka.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 1
167. 114. 156. 198|Canada 147. 237. 77. 216 |dover. i df .i | drop SAMrule drop 1
Lhited Arab o
92.96.74.124  |o. 147. 237. 77. 216 |dover. i df .i | drop SAMrule drop 1
74.82.47.27 Lhited Sates 147.237. 76. 148 |gqcenter. aka. i df . i | drop drop
184.105. 247. 231 |thited Sates  |147.237.0.34 [tikshuv.idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
46. 4. 109. 148 Ger many 147. 237. 76. 148 |gqcenter. aka. i df . i | drop drop 1
184. 105. 139. 108|Wnited Sates  [147.237.76. 197 [e. hi nush.i df . i1 Geo- | ocati on enf or cenment Sﬁ?olrggxnon  nbound drop 1
142.4.105.172 |Uited Sates 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
74.82. 47. 48 Lhited Sates  |147.237.0.17 ]["I”Iy kosher-kravi.id oy At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 223|nited Sates  |147.237.76.30 |hinush.idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
176.13.1. 215 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 1
95. 38. 61. 199 'F;;E'bl 112 1147, 237. 77. 216 fdover i of i1 Bad TCP seguence Inval i d ACK nunber alert 1
208.115.113.89 |lhited Sates 147.237.76.31 |nakchal .idf.il dr op SAMrule drop 1
74.82. 47.27 Lhited Sates  |147.237.76.196 |e. sviva idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 247. 231|Wnited Sates  |147.237.76.202|e. halag.idf .il Geo- | ocati on enf or cenent S;?;)'rgzzg'nto” I nbound drop 1
46.4.109.148  |cermany 147. 237.76. 196 |e. sviva i df . i | Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 247. 199|Whited Sates  |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent S;?;)'rgzzg'nto” t nbound drop 1
149.78.11.178 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 1
85. 64. 39. 163 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
207.241.229.68 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
184. 105. 247. 223|Wnited Sates  [147.237.77.61 |e. cogat.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
Iran, Islamc . . . )
95. 38. 61. 199 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 1
208.115.113.89 |tnited Sates  |147.237.77.74 [lawidf.il drop SAMrul e drop 1
74.82.47.27 Lhited Sates  |147.237.77. 212 |e. dover.idf. il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
46. 19. 85. 125 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 204|tnited Sates  |147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
24.251.209. 165 |Lnited Sates  |147.237.77.216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout [reject 1
149.78.11.178 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |1
85.64.111.209 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 1
184. 105. 247. 223|Wnited Sates  |147.237.77. 212 e dover.idf il Geo- | ocati on enf or cenent S;?;)'rgzzg'nto” t nbound drop 1
184.105.139.90 |Wited Sates  |147.237.76. 197 |e. himush.idf. il Geo- | ocati on enf or cenent Sg?olrggi'n?” i nbound drop 1
208.115.113.89 |United Sates  |147.237.77.216 |dover.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

Devi ce

At acker

ountry Target Address |Site Sgnature Action ‘Count
213.8.204.28 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTI ONS for waw aka. i df .il/ B ock 4
Lhited . . D stributed Uhauthori zed URL Access on
107.178.194.79 | g oo 147.237.77. 216 |dover.i df . il v i df i | / 1133- 22461- he/ dover . aspx. B ock 2
Lhited . . D stributed Unaut hori zed URL Access on
204.13.200.200 o . 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
213.8.204.28 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip_storagelfiles/4/ B ock 2
Lhited . . D stributed Uhaut hori zed URL Access on
204.13.200. 200 o . 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
. . D stributed Unhauthorized URL Access on
91.143.80.201 (Germany  |147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. B ock 2
46.19. 86. 33 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
185. 3. 146. 117 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
122.177.123. 94 [India 147.237.76.86 |navy.idf.il Abnormal |y Long Request met hod B ock 1
66.249.78.234 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ general . aspx  [Bl ock 1
40. 77. 167. 105 l‘éh;ttsg 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
NLLL Character in Method A[[#0]][[#0]][[#0]]$<[[#16]] ABANSAA
122.177.123. 94 |Indi a 147.237.76.86 |navy.idf.il [[#1]] Afni [ #18] ] QA BYA; [ [#24] 1 y[ [#12] 1 At rc[ [ #18] ] AA Bl ock 1
[[#12]] A2[ [ #1]] g: [ [ #5] ] AxA-AA [ #4]] 381 3JA8q/ A JAEA—
66.249.78.97 |Israel 147.237.72. 166 [aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
Illegal Byte Code Character in Header Name kA;ASAAMAAR?A?ATA«AA...
122.177.123. 94 [India 147.237.76.86 |navy.idf.il [[#20]][[#18]] qAu>' AE[ [ #16]] Af[ [ #15] ] - AvAvhe[ [ #22] ] Ae <6f A A?Q Ac|H ock 1
AZAPRIDI , ARGA?" Aol [ #28] 1 [ [#6] 1 TI[#19]1 nrt AA-A
68. 180. 230. 29 léhlatt:: 147.237.77. 176 |nat pash. i df . i | Paranet er Type M ol ati on PageNumin ww cogat . idf.il/1035-ar/ cogat . aspx [B ock 1
40. 77. 167. 105 Lah'alt:: 147.237.76.200(ei tan. aka. i df.il Mil tipl e Unhaut hori zed URL Access from 40. 77. 167. 105 Bl ock 1
Unknown HTTP Request Method A[[#0]][[#0]][[#0]]$<[[#16]]AEANBA"
122.177.123. 94 |India 147.237.76.86 |navy.idf.il A [#1]1] Afn [ #18] ] OA BYA| [ [#24] 1 y[ [#12]]1 AV rc[ [#18] ] AA B ock 1

[[#12]]1 A?[[#1]] g: [[#5] ] AtAAA [ #4]] I8I 3JA8q/ A JAEA— in URL

Lhited . . D stributed Uhauthori zed URL Access on
107.178.194.83 | g o 147.237.77. 216 |dover.i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 78. 146 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df .il/val tam Bl ock 1
37.26. 149 143 | srael 147.237.72. 166 |aka. i df . i | ,'m;ég e Wntraceabl e S Sessions from37. 26. 149. 143 (sigal gs DoS None 1
122.177.123. 94 |India 147.237.76.86 |navy.idf.il Illegal Byte Gode Character in Header \al ue B ock 1
i m ny- kosher - kr avi .
74.82.47. 4 i ted 147.237.0.17 | Uhaut hori zed URL Access to 147.237.0. 17/ Bock |1
Sates idf.il
46.19.85.125 |[Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul et 1. gif  [B ock 1
131. 253. 25. 199 ;hgsg 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/i/jot B ock 1
Lhited . . D stributed Uhauthori zed URL Access on
107.178.194.87 g oo 147.237.77. 216 |dover.i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 78. 223 |l srael 147.237.77.243|nobi l e.i df . i | Mil tipl e Unauthori zed URL Access from 66. 249. 78. 223 Bl ock 1
207. 46.13. 131 léhlatt:: 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to wawidf.il/sip storage/files/7/ B ock 1
40.77.167.73 Lah'att:: 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to ww i df.il/1137-he/ dover B ock 1
Illegal Byte Gode Character in Method A[[#0]][[#0]][[#0]]$<][#16]] AEA,
122.177.123. 94 |India 147.237.76.86 |navy.idf.il nSAAJ [ #1] ] Ani [#18] ] OA BYA; [ [#24] 1 y[ [#12] 1 AV rc[ [ #18] ] Ak B ock 1
[[#12]] A2[ [ #1]] g: [ [ #5] ] A+AA [ #4]] 81 3JA8q/ A JAEA—
184. 105. 139. 67 g";:g 147.237.77.243|nobi l e.i df . i | Unhaut hori zed URL Access to 147.237.77. 243/ B ock 1
122.177.123.94 |India 147.237.76.86 |navy.idf.il Abnormal |y Long Header Line request header nane Bl ock 1
. ] ] Unaut hori zed URL Access to
66.249.78.223 || srael 147.237.77. 243 |nobi | e. i df . i1 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1302 Bl ock !
213.8.204.28 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 213. 8. 204. 28 B ock 1
40. 77.167. 105 ;h;ttsg 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 40. 77. 167. 105 B ock 1
122.177.123.94 |India 147.237.76.86 |[navy.idf.il Mal forned LR Bl ock 1
. . SS. Uhtraceabl e Gonnection - Protocol violation
95. 45. 254. 123 |Irel and 147.237.77. 216 |dover. i df . i | (SSL OONN CLI ENT HELLO) None 1
66.249.69.26 |Israel 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wanidf.il/error. htm Bl ock 1
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