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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3184
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Attacker Address

| Target Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 190 147.237.72. 166 Lhited Sates aka idf.il ET SCAN NVAP -sA (2) 2
98. 119. 105. 221 147.237.0. 16 Lhited Sates ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 2048 1
98. 119. 105. 221 147.237.0. 16 Lhited Sates ny- kosher-kravi . i df . i ET SCAN NVAP -f -sS 1
169. 54. 233. 123 147.237.77. 234 Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 1
88. 249. 106. 23 147. 237.76. 39 Turkey nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
169. 54. 233. 123 147.237.77.178 Net her | ands e. mat pash.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147. 237.76. 202 Lhited Sates e.halag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
169. 54. 233. 123 147. 237.76. 199 Net her | ands e. nakchal .idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -f -sS 1
169. 54. 233. 123 147.237.76. 176 Net her | ands test.ncore.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 123 147.237.76. 38 Net her | ands eeneitav.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 123 147. 237. 76. 30 Net her | ands hi nush. i df . i | ET SCAN Potential SSH Scan 1
169. 54. 233. 123 147.237.0.34 Net her | ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 147.237.0. 16 Lhited Sates ny- kosher-kravi . i df . il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 114 147. 237. 0. 200 Wkrai ne . i df i | ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 123 147.237.77. 226 Net her | ands wa charmat z. aka. i df . i | ET SCAN Potential SSH Scan 1
169. 54. 233. 123 147.237.77. 121 Net her | ands e navy.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
169. 54. 233. 123 147. 237.76. 196 Net her | ands e.svivaidf.il ET SCAN Potential SSH Scan 1
5. 39. 222. 253 147. 237. 0. 200 Net her | ands mau. i df il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 123 147. 237. 76. 39 Net her | ands nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 123 147.237.76. 34 Net her | ands yohal an.i df .i | ET SCAN Potential SSH Scan 1
169. 54. 233. 123 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
41.33.231.90 Egypt 147.237. 77. 216 |dover.i df .i | drop SAMrule drop 34
207.241.229.68 |lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrule drop 18
217. 255.56. 100 |Ger many 147.237. 77. 216 |dover.i df .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
208.115.111. 68 |Lhited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 10
Sreamng BEngi ne: TCP i i ssi
77.126.225. 140 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segment retransmssion. |, 6
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP Inval i d segnent retransnission
157.55.39. 9 Lhited Sates 147.237.77. 234 |hal ag.i df .il . . " |dro 6
ag Invalid Retransnission Packet dr opped. P
41.33.232.66  |Egypt 147. 237. 77. 216 |dover. i df . Bl ock HTTP Non Conpl i ant g;;ed to hand'e comnection | oo s
212.143.142.56 |l srael 147.237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 4
S reaning Engi ne: TCP i i ssi
207.46.13.169 |Wnited Sates 147.237.72. 166 |aka.i df . mng thgine. Invalid segnent retransmssion. | ., 4
Invalid Retransnission Packet dr opped.
195.34.150.18 |Austria 147. 237. 77. 216 |dover. i df . Bl ock HTTP Non Conpl i ant g;;ed to hand'e comnection | oo s
S reamng Engi ne: TCP i i ssi
157.55.39. 194 |Wnited Sates 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 4
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
46.19. 86. 86 I srael 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segment retransmssion. |, 3
Inval i d Retransnission Packet dropped.
85. 65. 220. 87 | srael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop
46. 19. 85. 183 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
208.115.111. 73 |Whited Sates 147.237.72. 166 |aka.i of .i drop SAMrule drop
S reanming Engi ne: TCP i i ssi
176.12.139.77 | srael 147.237.77. 243 |robi L e. i of .1 mng thgine. Invalid segnent retransmssion. | ., 2
Invalid Retransnission Packet dr opped.
85. 65. 220. 87 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence Inval i d ACK nunber nonitor |1
198. 20. 69. 74 Lhited Sates 147.237.77. 179 |e. nazi .i df .il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
5.175.193.164  |Ger nany 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant sztlaed to hande comnection opivor |1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
104. 128. 144. 131 |Canada 147.237.77. 226 "} chamatz. aka. idf |y o SAMrul e drop 1
74.82.47.35 Lited Sates 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 4. 109. 148 Ger many 147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 1
184. 105. 139. 116|Lhited Sates 147.237.77. 179 |e.nazi .i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239. 102|Russi an Federation |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
85. 65. 220. 87 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
216. 218. 206. 103|Whi ted Sates 147.237.8.27 |e.madimatal.idf.il [Geo-1ocation enfor cement gﬁ?;'rggi'nfn I nbound drop 1
198. 20. 69. 98 Lhited Sates 147.237.77. 179 |e. nazi . i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject
5.255.253. 157 |Russian Federation |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 40 Lhited Sates 147. 237.76. 196 |e. sviva. i df .| Geo-l ocation enforcement  |S0-!ocation inbound drop 1
enf or cenent
208.115.111. 73 |lhited Sates 147.237.77. 74 |lawidf.il drop SAMrule drop 1
46. 4. 109. 148 Ger many 147.237. 77. 176 |nat pash. i of . | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
184. 105. 247. 212|Wited Sates 147. 237.76. 202 |e.hal ag.i df . Geo- | ocati on enf or cenment S‘;?O:ggi:]?n I nbound drop 1
149. 210. 150. 83 [Net her| ands 147. 237. 77. 216 |dover . i df .i Bl ock HTTP Non Conpl i ant gzjtfaed to hand e comection o |1
85.65.220.87  |Israel 147. 237.72. 166 |aka. i df .| Bad TCP sequence SINFACK retransmt W th moni tor |1
different w ndow scal e
74.82.47.14 Lhited Sates 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
176.13. 2. 44 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Inval id ACK nunber nonitor |1
115. 239. 228.99 |Chi na 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Timeout |reject 1
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
46.4.109.148  |Ger many 147. 237. 77. 178 |e. nat pash. i of . i | Geo-l ocation enforcement  |S0-!ocation inbound drop 1
enf or cenent
98.234.222. 114 |lhited States 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber aert 1
74.82.47.15 Lited Sates 147.237.77. 234 |hal ag.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 103|Uhited Sates 147.237.77. 243 |mobi le.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
118. 193. 177. 100|Chi na 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Inval i d AGK nunber noni tor |1
212.106.77. 124 |FA SN AN TeMitoN ) 47 537 77, 216 |dover. i il Bl ock HTTP Non Conpliant | edtohande comection oo
Qccupi ed data
46. 4.109. 148 Ger many 147.237.77. 205 |prisha.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout |reject 1
195. 66. 76. 4 Ger many 147. 237. 77. 216 |dover . i df .1 Bl ock HTTP Non Conpl i ant gzg:d to handie comection oo |y
98.234.222.114 |Whited Sates 147.237. 72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber noni tor |1
74.82. 47. 32 Lhited Sates 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
91. 207. 158. 134 |Nor way 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 91.207. 158. 134 B ock 5
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
’ . . O stributed Unaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
157.55.39. 194 |lnited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Cust om Tenpor ary B ock 2
40.77.167.73 Uhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/error.htm B ock
157. 55. 39. 85 Uhited Sates |[147.237.77.170|nmaarachot.idf.il Uhaut hori zed LRL Access to maarachot.idf.il/i/js_inst Bl ock 1
. . Unaut hori zed URL Access to
66.249.78.234  [Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
m ny- kosher-kravi .id _ ,
2.54.29.92 | srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encoding from2.54.29. 92 None 1
176.13.22.136 |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to ww refua. atal.idf.il/xnrpc. php B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
; ; ; Unaut hori zed URL Access to
40.77.167.105  |Uited States [147.237.72.166|aka. i df .11 wn aka. i df . i | / consol e/ cor e/ doc_ngr/ gener al . aspx Bl ock !
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
157.55. 39. 111 Lhited Sates |[147.237.77.216|dover.idf.il DO stributed Whaut horized UR. Access on ww idf.il/error.htm B ock 1
] . . Unaut hori zed URL Access to
68.180.228.175 |lhited States |147.237.76.42 |refuah.idf.il 147. 237, 76. 42] 994- 8924 he/ r ef uah. aspx B ock 1
37.26.149. 143 |lIsrael 147.237.72. 166 |[aka. i df . i | SSL Wntraceabl e Qonnection - sigal gs DoS Attack None 1
176.13.22.136 |Israel 147.237.77.234|hal ag.i df . i | PHP Attenpt B ock
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
64.19. 78. 242 Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
207. 46. 13. 59 Uhited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
37.142.64.15 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | PHP At t enpt B ock 1
176.13.22.136 |Israel 147.237.77.234|hal ag. i df . i | Lhaut hori zed LR Access to ww | ogistics.atal.idf.il/xmrpc.php |B ock 1
. . . Unaut hori zed URL Access to
118. 193. 177. 100|Chi na 147.237.77. 176 [nat pash. i df . i | vown cogat . i df .1 1/ shar edl user cont r ol s/ header upper / Bl ock 1
66.249.69.77  |Israel 147.237.77. 176 |nat pash. i df . i | thaut horized LR Access to . Bl ock 1
wwy cogat . i df . i |/ tenpl at es/ si t enap/ si t emap. aspx
207.46.13.169 |lLnited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenporary B ock 1
’ . . Unaut hori zed URL Access to
157.55.39.206 |Wited Sates [147.237.77.170|maarachot.idf.il maarachot i df .i1/i/rel ated users/ 2382841945 B ock 1
91.207. 158. 134 [Nor way 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
37.142. 64. 15 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wan chi nuch. aka.idf.il/xmrpc. php [B ock 1
184. 105. 139. 68 |lhited Sates |147.237.0.19 nadi matal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
131.253.25.199 |lhited Sates [147.237.77.170|nmaarachot . idf.i | Uhaut hori zed URL Access to maarachot.idf.il/i/jot B ock 1
66.249.78.111 |[Israel 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
m ny- kosher - kravi . i d i i
2.54.29. 92 I srael 147. 237.0.17 my llegal Paraneter Bncoding rnd in . None 1
foil mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
] . . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Wited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
176.13.22.136 |Israel 147.237.76.42 |refuah.idf.il Dstributed PHP At enpt B ock 1
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