12-19-2015-05:04:06 to 12-19-2015-06:04:06

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |
2, 000"
M dover. i df.il
1, 5001 M atal.idf.il
’ Beitan aka. idf.il
1,000 B okaidf il
Nummber B chi nuch. aka. i df . i
thcks 5004 M raar achot . i df . i |
I hal ag.idf.il
0- s : , B refuah.idf.il
& K RO S R S S S navy. i df .il
A > ,3;3’ (g > o oy N & o . :
W & & & S & & S M e refuah.idf.il
P S o K & & N >
. O > < A
oy & > e
N &
E
Top Tar get

[Top Attackers |

M 167. 114. 156. 16
108. 84. 130. 87

I 41.33.231.90
84.110.7.53

N”'éber l 207. 241. 229. 68
Attacks M 66. 249. 78. 146

I 92.96. 74. 124

M 208. 115. 113. 89
195. 34. 150. 18

W 212. 143. 142. 56

Top Attackers



12-19-2015-05:04:06 to 12-19-2015-06:04:06

|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3154
66. 249. 69. 171 | srael 147.237.77. 233 atal.idf.il |TGP handshake viol ation, first packet not syn dr op 192
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
69. 30. 198. 242 Lhited Sates 147. 237.72. 166 aka.idf.il C1000106: HTTP. naj estic bot B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |[Cl03: HITP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

66.249. 78. 146 |147.237.72.166|lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249.78.31 |147.237.77.226|lhited Sates |wwchanatz. aka.idf.il |[ET SCAN NVAP -sA (2) 2
172. 98. 200. 238 |147. 237. 76. 198 e.yohal an.idf.il ET SCAN NVAP -f -sS 1
166. 63. 122. 229 [147.237.76.38 |Whited Sates |e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 3072 1
125. 65.97.66  [147.237.77. 170|Chi na naar achot . i df . i | ET SCAN NVAP -f -sS 1
221.10.66.60 |147.237.77.170|Chi na naar achot . i df . i | ET SCAN NMAP -sS wi ndow 2048 1
61.244.49.137 [147.237.8.46 |Hong Kong e. chinuch.idf.il ET SCAN NMAP -sS wi ndow 1024 1
202.98.157.52 |[147.237.77. 170|Chi na nmaar achot . i df . i | ET SCAN NMAP -sS w ndow 2048 1
199. 191. 56. 187 |147. 237. 76. 196 |Lhited Sates |e.sviva.idf.il ET SCAN NMAP -sS wi ndow 4096 1
172. 98. 200. 238 |147. 237. 76. 198 e.yohal an.idf.il ET SCAN NMAP -sS w ndow 2048 1
166. 63. 122. 229 |147.237.76.38 |lhited Sates |e.eneitav.idf.il ET SCAN NVAP -sS w ndow 4096 1
125. 65.97.66  [147.237.77. 170 |Chi na naar achot . i df . i | ET SCAN NMAP -sS wi ndow 2048 1
96.81.223.100 |147.237.76.34 |uited Sates yohalan.idh.il ET SOAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
221.10.66.60 |147.237.77.170|Chi na nmaar achot . i df . i | ET SCAN NVAP -f -sS 1
14.53 220,87 |147. 237 76. 30 |Or€R Republic|. .o ET SCAN Behavi oral Uusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
202.98.157. 52 |147.237.77.170|Chi na naar achot . i df . i | ET SCAN NVAP -f -sS 1
199. 191. 56. 187 |147. 237. 76. 196 |Lhited Sates |e.sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
172. 98. 200. 238 |147. 237. 76. 198 e.yohal an.idf.il ET SCAN NMAP -sS w ndow 3072 1
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature z\t/: (;i
41.33.231.90  |Egypt 147. 237. 77. 216 |dover.i df .il drop SAMrul e drop 36
84.110.7.53  |Israel 147, 237.76. 200 |ei tan aka i i1 |} S NG Engine: TP Inval id invalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.
207.241.229.68 |lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 19
108. 84. 130. 87 Lhited Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
108.84.130.87 |Wited Sates |147.237.77. 233 |atal i df. i1 drop tfeﬁcéfgegf; SYN packet - RST | 13
108. 84.130.87 |lhited Sates 147.237.77. 233 |ata .idf.il dr op Frst packet isn't SN drop 13
108.84.130.87 [lhited Sates |147.237.77.233[atal .idf.il Bad TCP sequence Inval i d ACGK nunber aert 8
208.115.113.89 |lhited Sates 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 7
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
92. 96.74. 124 Lahﬂifaetdespr 1147237 76. 200 |eitan aka.idf. il |drop SAVrule dr op 5
109.30.24.200 |Uited Sates  |147. 237.76. 200 |ei tan akaicr. i || @M NG Engine: TCP Invalid finvalid segnent retransnission dr op 4
Ret r ansni ssi on Packet dr opped.
208.115.113.89 |lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
66.249.78.146 |[Uited Sates  |147.237.72. 166 |aka i df .l Streamng Engi ne: TCP Invalid |imalid segrent retransrassion. drop 4
Ret r ansm ssi on Packet dr opped.
195. 34. 150.18 |Austria 147. 237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
66.249.81.209 |lhited Sates |147.237.72. 166 |aka idf.il Streaning Engine: TCP Invalid Jimvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
40.77.167.11  |wited Sates  |147.237.77. 234 |hal ag.icf i Streamng Engi ne: TCP Invalid |imalid segrent retransrassion. drop 2
Ret r ansm ssi on Packet dr opped.
75.126.221.55 |lhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 2
66. 249. 69. 171 Lhited Sates 147.237.77. 233 |atal .idf.il dr op Frst packet isn't SYN drop 2
157.55.39.98  |Wited Sates |147.237.77. 234 |halag.idf. il Streamng Engi ne: TCP Invalid invalid segnent retransmssi on, drop 2
Ret r ansni ssi on Packet dr opped.
92.96. 74. 124 ;ii]rtaetdesﬁrab 147.237.77.74 (lawidf.il drop SAMrule drop 2
207.46.13.36  |Wited Sates |147.237.77.234|halag.idf il Streamng Engi ne: TCP Invalid invalid segnent retransmssi on, drop 2
Ret r ansni ssi on Packet dr opped.
207.46.13.169 |Wnited Sates |147.237.72. 166 |aka.idf.il Streaming Engine: TCP Inval i d finvalid segnent retransmissi on. drop 2
Ret r ansni ssi on Packet dr opped.
92.96.74.124 ;:ii]:aetde:rab 147.237.76. 30 |hinush.idf.il dr op SAMrul e drop 1
184.105.139.96 |Lhited Sates 147.237.76. 176 |test. ncore.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
183.61.1.178 Chi na 147.237.72. 217 |e.idf .il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
118. 26. 248. 2 Chi na 147.237.76. 147 |chinuch. aka.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
216.218.206.72 |Lnited Sates [147.237.8.24 |elifestyle.idf.il [Geo-1 ocati on enfor cenent Geo-| ocati on i nbound enf or cenent |dr op 1
101. 254. 199. 22 |Chi na 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
183. 61. 153. 210 [China 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |drop 1
66. 249. 66. 28 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
139. 196. 104. 39 |Chi na 147.237. 77. 235|sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
221. 10. 66. 60 Chi na 147.237. 77. 170 |n@ar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
92.96. 74. 124 ;ii]rtaetdesﬁrab 147.237.76. 42 |refuah.idf.il drop SAMrule drop 1
184.105. 139. 103|lhited Sates  [147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
74.82.47.26 Lhited Sates [147.237.77.121|e.navy.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
183.61.1.178 Chi na 147.237.76.202|e. hal ag.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
125. 65. 97. 66 Chi na 147.237. 77. 170 |n@ar achot . i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
216.218.206.76 |Lnited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
101. 254. 199. 22 |Chi na 147.237.76. 197 |e. hi nush.i df . il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
202. 98. 157. 52 Chi na 147.237. 77. 170 |n@ar achot . i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
183.134.31.50 |China 147.237.0.15 |kosher-kravi.idf.il|SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 220|Whited Sates 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
74.82.47.34 Lhited Sates 147.237.76.34 |yohalan.idf.il dr op drop 1
183. 61. 153. 210 |Chi na 147.237.76.30 [hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
139.196. 104. 39 |Chi na 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
216.218.206.92 |Whited Sates 147.237.76.39 |mobile.neitav.idf.i|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
101. 254. 204. 82 |Chi na 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count

157.55.39. 194 |uhited Sates [147.237.76. 147 |chi nuch. aka. i df.i | D stributed thaut hori zed URL Access on Bl ock 4
waw chi nuch. aka. i df .i1/404. ht m

66.249. 64.177 |lsrael 147.237.76. 147 |chi nuch. aka. i df . i | |Unaut hori zed URL Access to www chi nuch. aka. i df .il/404. htm B ock 4

207.46.13.169 |United Sates [147.237.76.147 [chi nuch. aka. i df .| |PStributed thauthorized LR Access on Bt ock 3
waw chi nuch. aka. i df .i1/404. ht m

46.19. 86. 113 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2

208.184.112. 74 |United Sates [147.237.77. 216 |dover. i df. il Distributed haut hori zed LR Access on Bl ock 2

waw i df . i | /1133- 22638- he/ dover . aspx.

. . Unaut hori zed Met hod HEAD f or
109. 65. 130. 47 |l srael 147.237.72. 166 [aka. i df . i | v aka. i o i 1/ nai v i yus/ general . aspx B ock 2
] . . O stributed Uhaut hori zed URL Access on
107.178.194.83 |Wnited Sates (147.237.77.216|dover.idf.il i df i 1/1133- 22461- he/ dover . aspx. Bl ock 2

Uhaut hori zed URL Access to

66.249.78.248 |[Israel 147.237.76. 42 |refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ j query. pl ugi ns/j query. equal hei ghts |Bl ock 1
s

66.249. 64.190 I srael 147.237.72.166 |aka. i df . i | mngk‘“;??mﬁ: nj(?rs;llliaslti /idre]faul (. asp None 1
199. 47.81. 11 Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/1283-15196- en/ dover B ock 1
97. 93.100. 34 Lhited Sates |147.237.77.216|dover.idf.il Mil tiple Uhauthorized URL Access from 97.93. 100. 34 B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Uhknown Parangter anp; catid in v aka.idf.il/rights/asp/info.asp None 1
108.84.130.87 |lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin www i df . i|/1362- he/ dover. aspx |B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover.idf .i | Lhaut hori zed URL Access to waw idf.il/error.htm Bl ock 1
204.13.200.200 |United Sates |147.237.77. 216|dover . i df . i | w11 1155, 25461 nel dover. aem Bock |1
97. 93. 100. 34 Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to waw i df.il/j apanese/ B ock

66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Uhknown Paraneter anp;list in v aka. idf.il/patzar/klali/default.asp |None 1
54.175.251. 198 |Wited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
216.218. 206. 68 |Lhited Sates |147.237.76.39 :”m)bi e mei tav. idf.i Unaut hori zed LRL Access to 147.237.76. 39/ B ock 1
68.180.230.29 United Sates [147.237.77.176 [nat pash. i df . i | magfgz pe M /oig;f’ﬁeﬁ‘;‘gzgt@aisgx Bl ock 1
66.249.73.217 |Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/eitan/t nuna/ defaul t.asp B ock 1
207.46.13.169 |lhited Sates |147.237.72.166|aka.idf.il Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 [aka. i df . i | Unhknown Paraneter pop in ww aka. i df.il/main/ hone/ None 1
66.249.64.51  |[Israel 147.237.76.42 |refuah.idf.il 'iﬂ?”;;;’ r;giglgr :d‘jccfiszn:scri s/ i ot ep cker. | s Bl ock 1
216.218. 207. 138|lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to wawidf.il/1294-he/ wan idf.il B ock 1
71.71.234. 99 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df .il/894-en/i df gdover. aspx B ock 1
66.249.73.228 I srael 147.237.76.86 |navy.idf.il thaut hori zed LRL Access to Bl ock 1

WA havy. i df . il /1132-8613- he/ navy. aspx. aspx

: : . D stributed Unhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216 |dover.idf.il v i dff i 1/ 1133 22638- hel dover . aspx. B ock 1

Uhaut hori zed URL Access to

66.249.78.236 |lIsrael 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ shar edl ¢l i ent scri pts/j query/j query-ui .| s B ock 1
220. 166. 62. 101 |Chi na 147.237.77. 170 |naar achot . i df . i | Unaut hori zed HTTP Met hod B ock 1
. . Parameter Type Mol ation pos in
172.98.67.17 147.237.77.74 |lawidf.il v | aw i df i 1/ 163- 6712- hel pat zar . aspx B ock 1
84.110.37.147 |Israel 147.237.77.216|dover .i df . i | Uhaut hori zed URL Access to wwidf.il/https:/waidf.il/ Bl ock 1
66.249. 78.104 |lsrael 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
40.77.167.105 |Wited Sates [147.237. 76. 147 |chi nuch. aka, i df .| | St71buted Lhauthorized UR. Access on B ock 1

waw chi nuch. aka. i df.il/404. htm

: : . D stributed Uhaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1

D stributed Uhaut hori zed URL Access on

107.178.194.87 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
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