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M 167. 114. 156. 16
41.33.231.90
I 213.57. 130. 222

207. 241. 229. 68
Il 66. 249. 64. 250
M 46. 19. 85. 149
[ 195. 34. 150. 18
M 212. 143.142. 56

66. 249. 73. 228
M 41.33.232.66
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3529
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
123. 126. 113. 80 Chi na 147. 237.72. 166 aka.idf.il C103: HITP. User Agent Sogou+web+spi der B ock 1
5.9.73.227 Ger nany 147.237.77. 216 dover.idf.il |[Cl000106: HTITP. najestic bot B ock 1
62.210. 152. 89 France 147.237.77. 216 dover.idf.il |Cl000106: HTTP. majestic bot Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 69. 26 147.237.77.216|Wnited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
177. 158. 245. 251|147. 237. 77. 235 |Brazi | svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
104. 43.236.38 |147.237.76. 198 |Lhited Sates |e.yohalan.idf.il |ET SCAN NVAP -sS w ndow 4096 1
66.249.78.160 |[147.237.72.166 |Wited Sates |[aka idf.il VWEB- 03 redirect access 1
61.244.49.137 [147.237.77.179|Hong Kong e.nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
24.121.225.29 [147.237.0.34 |Wited Sates |[tikshuv.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
218.108.132.58 [147.237.72.14 |thina dover.idf.il (o d|ET SCAN NVAP -sS w ndow 1024 1
177. 158. 245. 251|147. 237. 77. 235 | azi | svivaidf.il ET SCAN NVAP -sS w ndow 4096 1
177. 158. 245. 251|147. 237. 77. 235 |Rrazi | svivaidf.il ET SCAN NVAP -f -sS 1
94. 102. 60. 89 147. 237. 72. 167 [Net her | ands ishurimaka.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
60.5. 163. 7 147 237 0.35  |oni na kv, i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 26
207.241.229.68 |[Wited Sates 147. 237.77. 216 |dover. i df .i| drop SAMrul e drop 18
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
Sreanming Engine: TGP Invalid i i ssi
66.249.64.250 |United Sates 147.237.77. 234 |nal ag i o . i 9 =9 Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i Ssi
66.249.73.228 |Wited Sates 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
213.57.130. 222 |[lIsrael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout aert 6
46. 19. 85. 149 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 6
213.57.130.222 |[Israel 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19. 85. 149 I 'srael 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber rmoni t or 6
. . SYNtACK retransmt wth .
213.57.130.222 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence di fferent vi ndow scal 6 rmoni t or 6
195.34.150.18 |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |[monitor |4
Sreaning Engine: TGP Invalid ' i ssi
149, 88. 123. 214 |l srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
141.8.132.112 |Russian Federation [147. 237. 72. 166 |aka i df .il 9 =g Invalid segnent retransmssion. o 3
Ret r ansni ssi on Packet dr opped.
Lhited Arab o
92.96.74. 124 Enirat es 147.237.76.42 |refuah.idf.il dr op SAMrul e drop 3
Sreaning Engine: TQP Invalid i i ssi
141.8.132.22  |Russian Federation |147. 237. 72. 166 |aka.i df .il 9 =g Invalid segnent retransmssion. o 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
109. 66. 125. 127 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dr opped.
Iran, Islamc S .
5.144. 131. 170 Republ i ¢ of 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber aert 2
Iran, Islamc . . . )
5.144.131. 170 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
5.175.193.232  |Ger many 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |2
92. 96. 74. 124 Wi ted Arab 147. 237. 77. 216 |dover.idf .i| drop SAMrul e drop 1
Emrates
109. 226. 22. 186 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 1
77.56.26.69  |Snitzerland 147.237.76.42 |refush.icf.il  [Bad TCP sequence SNretramsmt with different ooy 1
W ndow scal e
46. 19. 86. 230 I srael 147.237.72. 166 |aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.8.132.112 |Russian Federation|147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
93.133. 14. 248  |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
67.227.163.231 |Uhited Sates 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |1
109. 226. 22. 186 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
91.200.12. 7 Werai ne 147. 237.77. 216 |dover.idf il drop SAMrul e drop 1
. . SYNtACK retransmt wth .
46. 19. 86. 230 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence di fferent vindow scal e noni t or 1
195. 154. 194. 111|R ance 147.237.76. 200 |eitan. aka.idf.il |drop SAMrul e drop 1
149. 88. 104. 249 |l srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
104. 128. 144. 131|Canada 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 1
71.6.135. 131 Lhited Sates 147.237.76.38 |e.e.neitav.idf.il |SYN A tack SYN -> SYN-ACK -> Ti neout rej ect 1
167. 114. 156. 198|Canada 147.237.76.86 |navy.idf.il drop SAMrul e drop 1
2.54. 39. 80 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.81.120. 117 |Chi na 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 120. 86. 79 I srael 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
207.46.13.131 |lited Sates 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
37.142.184.116 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |1
104.130.78.65 |[Lhited Sates 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
74.82.47.23 Lhited Sates 147.237.77. 176 |mat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 229 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 119|lhited Sates 147. 237. 76. 148 |gqcent er. aka. i df . i |dr op drop 1
2.54.164. 57 I srael 147. 237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
92.96.74.124  |ited Arab 147.237.76.200 [eitan. aka idf.il  |drop sMrule drop 1
Emrates
149. 210. 150. 83 |Net her | ands 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |1
77.56.26.69  |Switzer|and 147.237.76.42 |refuahicf.il  [Bad TOP sequence SiNretransmt wth different | 1

w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
149.88.87.196 |Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 3
66. 249. 69. 26 | srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wawnidf.il/error.htm B ock 2
68.180.229.173 |lnited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
213. 8. 204. 25 | srael 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 1
104. 128. 144. 131|Canada 147.237.76.86 |navy.idf.il Lhaut hori zed LRL Access to 147.237. 76. 86/ redi rect . php B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72.166/ti znoret/gal | ery/ B ock 1
66.249. 64. 143 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx  |Bl ock 1
157.55.39. 194 |lnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/sites/ general/ B ock 1
66.249.78.242 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ scri pt r esour ce. axd B ock 1
66.249.69. 115 |[lIsrael 147.237.76.31 |nakchal .idf.il UWnaut hori zed URL Access to 147.237. 76. 31/ 1121- he/ nakhal . aspx Bl ock 1
213. 8. 204. 25 I srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to waw nakhal .idf.il/xnrpc. php B ock 1
104. 128. 144. 131|Canada 147.237.77. 216 |dover . i df . i | Distributed Unauthori zed URL Access on 147.237.77. 216/ B ock 1
66.249.78.111 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
66. 249. 64. 244  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stribut ed Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
176. 12. 149. 143 |Israel 147.237.0.19 |nadi matal . idf.il|Suspicious Response Code B ock 1
66.249.78. 254 |lsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 78. 254 B ock 1
66. 249. 78. 9 I srael 147. 237.72. 166 |aka. i df . i | \Ammfv“;;;rii ;??Iﬁobff‘;fﬁ; ;/Ogi yus/ general . aspx Bl ock 1
37.142. 68. 10 I srael 147.237.76.31 |nakchal .idf.il O stributed PHP A tenpt Bl ock 1
107.178.194.79 |Uited Sates |147.237.77. 216 |dover. i df . || D stri utec 1?55-?3223?&%&??;;)? B ock 1
66.249.78.160 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/redirects/ssl-redirect. htn B ock 1
204.13.200.200 |Wited Sates [147.237.77.216|dover.idf.il Mil tipl e Waut hori zed URL Access from 204. 13. 200. 200 B ock 1
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwyidf.il/aman B ock 1
66. 249. 78. 20 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
37.142.68. 10 I srael 147.237.76.31 |nakchal .idf.il Dstributed Waut horized URL Access on wwu nakhal .idf.il/xmrpc.php |[B ock 1
107.178.194.79 [Uited Sates [147.237.77. 216 [dover. i df .i | D stri utec 1?;;}23532?&%\2??:‘)2” Bl ock 1
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.69.32  |Israel 147.237.77. 216 |dover . i df . i | e e e e/ dover . aspx B ock 1
208.184.112.74 |Wited Sates [147.237.77. 216 |dover. i df .| D stri buted 1‘?;;‘;%'3;926%\/?2555‘;” B ock 1
66. 249. 78. 27 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76. 31/ Bl ock 1
40.77. 167. 58 Lhited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/nain/ giyus/ general . aspx B ock 1
66.249.78.236 I srael 147.237.76.42 [refuah.idf.il  [Jofhorized W Access 1o ot/ query | query. myronodal -1.6.2. s |P %K 1
66. 249. 69. 40 I srael 147.237.77.216|dover.i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
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