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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3130
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
211. 155. 16. 154 147.237.76. 39 Chi na nobi | e. nei tav. i df.il GPL SCAN nmap TCP 2
180. 76. 151. 61 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
166. 63. 122. 229 147.237.77. 61 Lhited Sates e cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
94.102. 60. 89 147.237.8. 46 Net her | ands e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 204. 188. 142 147.237.72. 14 Lhited Sates dover.idf.il(old) ET SCAN NVAP -sS wi ndow 3072 1
188. 152. 249. 142 147. 237. 76. 147 Italy chi nuch. aka. i df . i1 ET SCAN NVAP -sS w ndow 2048 1
188. 152. 249. 142 147. 237.76. 147 Italy chi nuch. aka. i df . il ET SCAN NVAP -f -sS 1
180. 76. 151. 61 147.237.8. 28 Chi na e nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
180. 76. 151. 61 147.237.8. 24 Chi na elifestyle.idf.il ET SCAN Potential SSH Scan 1
175. 198. 102. 95 147. 237. 76. 199 Korea, Republic of e.nakchal .idf.il ET SCAN Potential SSH Scan 1
166. 63. 122. 229 147.237.77.61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 204. 188. 142 147.237.72. 14 Lhited Sates dover.idf.il(old) ET SCAN NVAP -sS w ndow 4096 1
188. 152. 249. 142 147. 237. 76. 147 Italy chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
180. 76. 151. 61 147.237. 8. 46 Chi na e. chinuch.idf.il ET SCAN Potential SSH Scan 1
180. 76. 151. 61 147.237. 8. 27 Chi na e madimatal .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 36
207.241.229.68 |lited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 18
Sreamng Engine: TCP Invalid i i ssi
66.249. 64. 250 |United Sates |147.237.77.234|halag.idf.il 9 =g Invalid segnent retransmssion. o 12
Ret r ansni ssi on Packet dropped.
54.244.22.103 |Whited Sates |147.237.77.233|atal .idf.il drop First packet isn't SWN drop 11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |nonitor
Sreaming Engine: TCP Invalid i i ssi
5.22.129.171  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46.116.216.32 [Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (6
Sreamng Engine: TCP Invalid i i sSi
37.26.149.241 | srael 147.237.77. 243 |nobi l e i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
207. 46. 13. 36 Lhited Sates |147.237.77.233|atal .idf.il dr op First packet isn't SYN drop
91.200.12.7 Lkr ai ne 147.237.76.31 |nakchal .idf.il dr op SAMrul e drop
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[rmonitor
R SWNretransnmit wth different .
109. 67. 115.55 |l srael 147.237. 72. 156 |aman. i df .i Bad TCP sequence wi ndow scal e monitor |4
77. 56. 26. 69 Sitzerland  [147.237.76.42 |refuah.idf.il Bad TOP sequence S retransmt wth different nonitor |4
w ndow scal e
91. 200. 12. 7 Wkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
Sreanming Engine: TCP Invalid i i ssi
66.249.78.223 |Uited Sates |147.237.77. 243 |nobile.idf . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
132.66.237.42 |Israel 147.237.72. 166 |aka i f . i 9 =9 Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
54.244.22.103 |lhited Sates [147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 3
146.52.52. 100 |Ger many 147. 237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 2
91. 200. 12. 136  |Wkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
72.199.236.86 |Lhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
Sreanming Engine: TCP Invalid i i ssi
207.46.13.169 |Uited Sates |147.237. 72. 166 |aka i df i 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
84.108. 157. 181 |l srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d sequence nunber nonitor |2
77. 56. 26. 69 Sitzerland  [147.237.76.42 |refuah.idf.il Bad TOP sequence SNretransmt wth different alert 2
w ndow scal e
208.115.111.73 |tited Sates [147.237.77.226|7" chanat z. aka. 1M 14r oy SAMrul e drop 1
46.19.86.140 | srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYNHACK retransmt with monitor |1
di fferent w ndow scal e
5.39.79.8 France 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
208.115.111. 73 |Lhited Sates |147.237.72.166 |aka.idf.il drop SAMrule drop
. s . Geo- | ocati on i nbound
139. 196. 104. 39 [Chi na 147.237.76. 201 [e. atal .idf.il Geo- | ocati on enf or cenent enf or cenent drop 1
66. 249. 93. 99 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
46.19.86.140 | srael 147.237.77. 226 "} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nunber moni tor |1
195. 154. 227. 118|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
5.175.193.232  |Ger many 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |1
79.180. 1. 167 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
62.195.173.186 |[Netherlands [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
208.115.111. 73 |Lhited Sates |147.237.76.31 [nakchal .idf.il drop SAMrule drop 1
72.199.236.86 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
. S . Geo- | ocati on i nbound
218.22.211.69 |China 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent enf or cement drop 1
46.19. 86. 154 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
24. 243. 20. 16 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
139. 196. 104. 39 |Chi na 147.237.0.16 ry'k%her’kra""'df" SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
82.166.228.10 |l srael 147.237.72. 166 |aka.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[monitor |1
62.195.173.186 |[Netherlands [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
208.115.111. 73 |Lhited Sates [147.237.77.74 [lawidf.il drop SAMrule drop 1
46. 19. 86. 140 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
164.215.110.4 |Uhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
5.29.57.190 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
93.173.191.75 |Israel 147.237.76.31 |nakchal .idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
37.26.148.142 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
139. 196. 104. 39 |oni na 147.237.8.27 |e.madimatal.idf.il  |Geo-1 ocation enf or cenent Sﬁ]f’o'r 22?;1:’”  nbound drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry ‘Target Address |Site S gnature Acti on ‘Count
46. 118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 46. 118. 155. 216 B ock 3
46.118. 155. 216 |krai ne 147.237.77.74 |lawidf.il Mil ti pl e Unhaut hori zed URL Access from 46, 118. 155. 216 B ock 3
204. 13. 200. 200 |Wited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 204. 13. 200. 200 B ock 3
173.252.90. 125 |Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
46.116. 216.32 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
. . O stributed Uhaut hori zed URL Access on
66. 249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | vow aka. i df i 1/ mai 1/ i yus/ gener al . aspx B ock 2
66.249. 64. 177 |Israel 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to www chi nuch. aka. i df .il/404. htm Bl ock 2
85.93.91. 84 Ger many 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
. . - Uhaut hori zed URL Access to
66. 249. 78.230 |Israel 147.237.77.243|nobi l e. i df . i | nobi | €. i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1746 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 55 I srael 147.237.72.166 |aka. i df . i | i aka. i df . i |/ mai n/ v abanut / gener al . aspx Bl ock 1
207.46.13.169 |lLnited Sates [147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary B ock
109. 67. 115.55 |Israel 147.237.72. 156 |anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock
77.56. 26. 69 St zerl and 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text.css |Bl ock 1
ny- kosher - kravi . i df . _ C
66. 249. 64. 180 |l srael 147.237.0. 16 i Unhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt |B ock 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194. 83 |Lnited Sates |147.237.77.216 |dover.idf . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. - Uhaut hori zed URL Access to
66. 249. 78. 236 |l srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl e/ 1. hel | angstyl e. css B ock 1
66.249.64.60 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwv aka. i df .il/mimai n/rabanut/ B ock 1
: . . O stributed Uhaut hori zed URL Access on
208.184.112.74 |Lhited States  |147.237.77. 216 [dover. i df . il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
. . O stributed Uhaut hori zed URL Access on
150.70.97.84  |Japan 147.237.77. 216 |dover.idf . il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
77. 252. 200. 130 |Pol and 147.237.72. 156 [anan. i df . i | Adnin Bl ocki ng B ock 1
66.249.78.9  [Israel 147.237.72. 166 |aka. i df . i | tnaut hor | zed URL Access to B ock 1
wwy aka. i df . i | / md mai n/ gi yus/ gener al . aspx
46.118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . idf.il/xmrpc. php B ock 1
185. 3. 146. 121 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
: . ] O stributed Uhaut hori zed URL Access on
107.178.194. 83 |Lhited States  |147.237.77. 216 |dover. i df .i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249.64.61 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
213. 151. 56. 234 |l srael 147.237.72. 166 |aka. i df . i | Redundant HTTP Headers Referer Bl ock 1
. . O stributed Uhaut hori zed URL Access on
150.70.97.84  |Japan 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
77. 252. 200. 130 |Pol and 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw arman. i df . il /adninistrator B ock 1
- kosher - kravi . i df .
66. 249. 78. 27 | srael 147.237.0. 16 Inly Lhaut hori zed URL Access to ww ny-kosher-kravi.idf.il/ B ock 1
54.244.22.103 |lnited Sates [147.237.76.147|chi nuch. aka.idf.il Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
} . . Uhaut hori zed URL Access to
199. 16. 156. 125 [Lited Sates |147.237.77.216|dover.idf.i | v i i 1 /i p_storagel i1 es/ Of si ze220x0/ 16900. | pg Bl ock 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194. 87 |United Sates |147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 254 |l srael 147.237.72. 166 [aka. i df . i | v aka. i dff i |/ nai n/ smal i nd showbi . aspx Bl ock 1
213. 151. 56. 234 |l srael 147.237.72. 166 [aka. i df . i | Redundant HTTP Headers from 213. 151. 56. 234 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 153 |l srael 147.237.77.74 |lawidf.il v rag, i of i 1/si p storagel fil es/ 4/ 1394, pdf t ext gr eat er B ock 1
. . O stributed Uhaut hori zed URL Access on
150. 70. 173. 54 |Japan 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
46. 118. 155. 216 |krai ne 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
. . Unaut hori zed Met hod HEAD f or
82.166. 228. 10 |lsrael 147.237.72. 166 |aka. i df . i | ww aka. i df . i 1/ brot her s/ ski ra/ def aul t . asp Bl ock 1
. . O stributed Uhaut hori zed URL Access on
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ mai n/ r abanut/ gener al . aspx Bl ock 1
66.249.64.51  [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/style/1.he/print.css  |B ock 1
: . . D stributed Uhaut hori zed URL Access on
107.178.194. 87 |Uited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
} . . Uhaut hori zed URL Access to
68.180.228. 175 [Lhited States [147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9023- he/ r ef uah. aspx Bl ock 1
. . D stributed Uhaut hori zed URL Access on
150. 70. 173. 54 |Japan 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
46. 118. 155. 216 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At enpt B ock 1
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