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[Top Attackers |

M dover.idf.il
Meitan aka. idf.il
M nadi matal .idf.il
M aka idf.il
M nat pash. i df . il
M ishurimaka.idf.il
Mehalag.idf.il
M hinush.idf.il

vy chanat z. aka. i df . i |
M chi nuch. aka. i df .i|

1, 500- M 167. 114. 156. 16
109. 64. 143. 20
I 46.19.85.52
1, 000- 37.8.33.104
Nu r(;ber W 41.33.231. 90
At acks W 207. 241. 229. 68

Top Attackers

[ 185. 120. 126. 14

M 213.8.204. 63
213. 8. 204. 25

M 195. 34. 150. 18
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3208

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 269
134.147. 203. 115 Ger nany 147.237. 76. 147 chinuch. aka.idf.il |[Block Np All Net drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
165. 215. 209. 15 Lhited Sates 147.237.77. 216 dover.idf.il |[14511: HTTP. Wn32/Qiga Fake User Agent B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4

77 195 7 o5 147 237 76.30 |1srael i rsh i df i | ET DG5S Large anmount of TCP ZeroWndow - Possible Niller2 DDos
attack

66.249. 64. 181 [147.237.77.74 [Uited Sates  |lawidf.il ET SCAN NVAP -sA (2) 2

920,132, 38. 24 |147. 237 77. 121 |Tai wan o vy i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

146.185.250. 2 |147. 237. 76. 44 :3:;:1”' o erefuh.idf.il  [ET SCAN Potential SSH Scan 1

113.59.33.61 |147.237.0.35 |China akaws. i df . i | ET SCAN NVAP -sS wi ndow 3072 1

_ , ... |ET SCAN Behavi oral lhusual |y fast inbound Tel net (onnecti ons,

90. 176. 66. 47 147.237.8.28 |Czech Republic |e.nobile-ks.idf.il . 1
Potential Scan or Brute Force

84.245.15.57  |147.237. 77. 233 [Net her | ands atal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1

146.185. 250. 2 [147. 237. 76. 39 gj::;”ion nobi | e. nei tav. i df.i [ET SCAN NVAP -sS wi ndow 1024 1

113.59.33.61 [147.237.0.35 |[China akaws. i df i | ET SCAN NMAP -sS wi ndow 1024 1

84.245.15.57  [147.237.77. 235 |Net her | ands sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1

82.117. 208. 243 |147. 237. 72. 14 dover.idf.il(od) |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

S ream ng Engi ne: TCP

Inval id segnent retransnission.

Action

109. 64. 143.20 |l srael 147. 237. 76. 200 |ei tan. aka. i df .i | . . drop 585
Inval i d Retransnission Packet dropped.
37.8.33.104 glcf;i'géa” Territory 47, 237. 77. 216 |dover. i df .il Bad TCP sequence Invalid ACGK nunber aert 117
Pal estinian Territory R Unexpect ed post SYN packet -
37.8.33.104 Cecup ed 147.237. 77. 216 |dover.idf il drop RST or SYN expect ed drop 117
37.8.33.104 glcf;i'géa” Territory 47 237. 77. 216 |dover. i . i1 drop Frst packet isn't SIN drop 116
37.8.33.104 glcissi':('ja” Territory 47, 237. 77. 216 |dover. i f .il Bad TCP sequence Inval i d ACK nunber monitor |84
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
37.8.33. 104 g";'cis;i'géa” Territory 1 47, 237. 77. 216 dover. i of il Bad TCP sequence monitor |34
207.241.229.68 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 18
130. 207. 203.56 |Wnited Sates 147. 237. 76. 202 |e. hal ag. i df .| Geo- | ocati on enf or cement Sﬁ?olggi'mo” i nbound drop 6
S reanm ng Engi ne: TCP i i ssi
2.54.56. 242 I'srael 147. 237. 72. 167 |i shuri maka. i of . i mng tngine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
54.244.22.103 |Whited Sates 147.237.77. 176 |nat pash.idf . il dr op First packet isn't SYN drop 6
185. 120. 126. 14 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 6
2.54.158. 97 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
185. 120. 126. 14 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor (6
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Conpliant |Failed to handle connection data |nonitor (6
84.228.134.129 |l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
Sreaning Engi ne: TCP i i ssi
199.30.24.53  |Wited Sates 147. 237. 76. 200 |6 tan. aka.i of . i mng tngine: ! Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dropped.
S reamng Engi ne: TCP i i ssi
65.55.210. 161 |Lhited Sates 147.237.76. 200 |ei tan. aka. i of . mng Engine: 1 Invalid segnent retransmssion. |, 4
Inval i d Ret ransmi ssi on Packet dr opped.
Sreaning Engi ne: TCP i i ssi
66.249.78.146 |lited Sates 147. 237. 72. 166 |aka. i df . i | mng tngine: ! Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpliant |Failed to handle connection data |ronitor
109. 64. 166. 140 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
S reanm ng Engi ne: TCP i i ssi
109. 160. 158. 49 |Israel 147. 237. 72. 166 |aka. i f . i1 mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
79.181. 142. 244 |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. 1 Invalid segnent retransmssion. . 3
Inval i d Retransnission Packet dropped.
S reanm ng Engi ne: TCP i i ssi
46.19. 86. 47 I'srael 147. 237. 72. 166 |aka. i f . i1 mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
130.193.51.91 |Russian Federation |147.237.76.200 [eitan. aka idf.il mng tngine. 1 Invalid segnent retransmssion. . 3
Inval i d Retransnission Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect
77.125.7.95 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
Sream ng Engi ne: TCP Inval i d segnent retransnission
85.93. 91. 84 Ger man 147. 237. 76. 200 |ei tan. aka. i df .i | . . " |dro 2
Y Inval i d Ret ransmission Packet dropped. P
S reaning Engi ne: TCP i i ssi
157.55.39.194 |nited Sates 147.237.72. 166 |aka. i of .11 mng tngine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransmission Packet dropped.
91.200.12.136 |lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
207.200. 116. 131|Uhited Sates 147.237.77. 216 |dover.idf il drop drop 2
162.209. 124. 35 |Uhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpliant |Failed to handle connection data |monitor |2
79.183.125.63 |lIsrael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber monitor |2
207.200. 116. 138|Uhited Sates 147.237.77. 216 |dover.idf il drop drop 2
54.186.248.49 |lLited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpliant |Failed to handl e connection data |ronitor 1
37.142.136.26 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> RST rej ect 1
185.3.146.121 |l srael 147.237.72. 166 |aka i df .i 1 Bad TCP sequence I'nval i d AGK nunber nonitor |1
46.117.6. 111 I srael 147.237.72. 156 anan.i df . i | Bad TCP sequence I'nval i d AGK nunber alert 1
198. 20. 69. 74 Lhited Sates 147.237.0.200 |rau.idf.il drop drop 1
149.78.154.69 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 1
79.180. 1. 167 I srael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.117.6. 111 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 1
213.57.169.72 |lIsrael 147.237.72. 166 |aka i df .i 1 Bad TCP sequence I'nval i d AGK nunber alert 1
5.29.230.221  [israel 147.237.77. 226" chanat z. aka. 101 gy TCP sequence Inval i d ACK nunber aert 1
115. 230. 124. 164|Chi na 147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.117.20.160 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence I'nval i d AGK nunber aert 1
94.230.86.177 |lIsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
213.57.169.72 |lsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 1
5.29.230.221  [Israel 147. 237. 77. 226 | MW chamatz. aka. 1df gy TP sequence Inval i d ACK number moni tor |1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry Target Address |Site Sgnature Action ‘Count
46.19. 85. 52 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 282
46. 19. 85. 52 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (403) B ock 106
46.19. 85. 52 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 104
109. 64.143.20 |Israel 147.237.76. 200 |ei tan. aka. i df . i | Too My of the Sane Response Cbde (404) in Session g o) 83
from 109. 64. 143. 20
213.8.204.63 |lIsrael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 9
213.8.204.25 |lsrael 147.237.72. 166 |aka. i df . i | Ostributed PHP At tenpt B ock 3
213.8.204.25 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/xnirpc. php B ock 3
176. 12. 149. 143 |I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 3
46.19.86.115 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 3
204. 13. 200. 200 |United Sates 147.237.77.216|dover . i df .i | Mil tipl e Unauthorized URL Access from 204.13.200.200 (B ock 2
) . - D stributed Lhaut hori zed URL Access on
107. 178. 194. 83 |Lhited Sates 147.237.77.216|dover . i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
66.249.69.26 |Israel 147.237.77.216|dover . i df .i | Mil tipl e Unauthorized URL Access from 66. 249. 69. 26 Bl ock
185. 3. 146. 121 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
79.183.125. 63 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
37. 8.33. 104 fcisgi';'ja” Territory, 1147, 237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
109. 64. 26. 5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qustom Tenporary |B ock 1
wwnv, chamat z. aka. i df i
37.142.64.15 |Israel 147.237.77. 226" thaut hori zed UR. Access to Bl ock 1
il waw chamat z. aka. i df . i1/ xnrpc. php
185. 120. 126. 14 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
80.179. 188. 234 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
46.120.171.73 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
37.26.149. 252 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
68. 180. 228. 112 |Uhited Sates 147.237.77.216|dover . i df .i | Mil tipl e Unaut hori zed URL Access from68. 180.228.112  [B ock 1
) . - D stributed Lhaut hori zed URL Access on
107.178.194. 79 |Lhited Sates 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
) . . Unaut hori zed URL Access to
54.186.248.49 [Lhited Sates 147.237.77. 216 |dover. i df .il o i o i1/ 1294 hel v i o i | B ock 1
213.8.204.25 |[lIsrael 147.237.76.31 [nakchal .idf.il Ostributed PHP Attenpt B ock 1
37.142.64.15 |lsrael 147.237. 76. 147 |chi nuch. aka. i df . i | Ostributed PHP At tenpt B ock 1
157.55.39.194 |lLhited Sates 147.237.72.166 |aka. i df . i | Distributed Suspici ous Response Code_Qustom Tenporary |B ock 1
) - - Unaut hori zed URL Access to
72.9.148.10  |Wnited Sates 147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 1
) . . O stributed Unaut hori zed URL Access on
208.184.112. 74 |Lhited Sates 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
213.8.204.25 |[lsrael 147.237.76.31 [nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/xmrpc. php |B ock
37.142.64.15 |lsrael 147.237. 76. 147 |chi nuch. aka. i df . i | Ml tipl e Unaut horized URL Access from 37.142. 64. 15 B ock
. . Unaut hori zed URL Access to
79.178.37.157 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl el shar ed/ r eset . css B ock 1
) . - D stributed Lhaut hori zed URL Access on
208. 184. 112. 74 Ui ted Sates 147.237.77. 216 (dover. i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
. . . DO stributed Unaut hori zed URL Access on
107.178. 194. 87 |Lhited Sates 147.237.77. 216 |dover.idf .il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
. - Unaut hori zed URL Access to
66.249.69.40 [l srael 147.237.77. 216 (dover.idf .il 147, 237. 77. 216/ 1133- 14402- he/ dover . aspx Bl ock 1
ww. chamat z. aka. i df
37.142.64. 15 | srael 147.237.77. 226 il PHP Att enpt B ock 1
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