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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3526
66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 208
66. 240. 236. 119 Lhited Sates 147.237.76. 31 nakchal .idf.il|Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




12-19-2015-00:04:09 to 12-19-2015-01:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
79. 180. 26. 24 147. 237. 72. 166 | srael aka idf.il ET SCAN NVAP -sA (2) 2
109. 253. 199. 220(147. 237. 77. 233 |I srael atal.idf.il ET DOS Large amount of TCP ZeroWndow - Possibl e 2
Nkiller2 DDos attack
66.249. 78.153  |147.237.72. 166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
84. 245. 15. 57 147.237.0. 200 [Netherl ands . i df . il ET SCAN Potential VNC Scan 5900- 5920 1
199. 191. 56. 188 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
58.253.96. 122 |147.237.77. 235|Chi na svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
199. 191. 56. 188 |147.237.77.74 [Wited Sates lawidf.il ET SCAN NVAP -f -sS 1
46.219.254.51 [147.237.0.15 |lkraine kosher-kravi .idf.il SERVER- WEBAPP adm n. php access 1
146. 185. 250. 2  |147. 237. 76. 200 [Russi an Federati on eitan aka. idf.il ET SCAN Potential SSH Scan 1
146.185.250.2 [147.237. 76. 176 |Russi an Federati on test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 219. 238. 10 |147.237.77.176 nat pash. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
84.245. 15. 57 147. 237. 72. 156 |Net her | ands anan. idf.il ET SCAN Potential VNC Scan 5900- 5920 1
82.205.27.181 |147.237. 7. 216 | A SN AN Territory, oo i i SERVER APACHE Apache nod_ss| non-SSL. connection to |
Gceupi ed SS. port denial of service attenpt
199. 191. 56. 188 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sS wi ndow 2048 1
58.253.96.122 |147.237.77. 235|Chi na svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
24,121.225.29 |147.237.76.44 |Uited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
146. 185. 250. 2  |147. 237. 76. 198 |Russi an Federation e yohal an.idf.il ET SCAN Potential SSH Scan 1
146.185.250. 2 |147.237.72. 14 |Russian Federation dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
104. 219. 238. 10 |147.237. 77. 226 ww chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 [147.237.72. 217 [Net her| ands eidf.il ET SCAN NMAP -sS wi ndow 1024 1




12-19-2015-00:04:09 to 12-19-2015-01:04:09

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature /?ca\t”i (;i

199. 203. 247. 180|I srael 147.237.0.35 |akaws.idf.il drop drop 44

46. 19. 85. 197 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d AGK nunber monitor |31

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TP Invalid i i ssi

65.55.210. 104 |Wnited Sates 147.237.77. 234 |hal ag.i f .| 9 =g Invalid segnent retransmssion. | o 26
Ret r ansni ssi on Packet dropped.

82.205.27. 181 | & SStinan Territory,, 4z 537 77,176 |natpash.idt.il  |dr op SAMrul e drop 19

Qccupi ed

207.241.229.68 |lhited Sates 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 18
Sreanmng Engine: TCP Invalid i i ssi

46.19.85.197  |israel 147.237.72. 167 |i shuri maka. i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

reanming BEngine: TCP Invali i i ssi

87.68.247.76  |israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Inval id fimvalid segnent retransmssion. |, op 6
Ret ransni ssi on Packet dropped.

8.37.228.81 Anonynous Proxy  [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or

46. 19. 85. 225 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

130. 207. 203. 56 [Lhited Sates 147.237.77.121|e.navy.idf.il  |Geo-1 ocation enf or cement Geo-I ocat i on i nbound dr op 6

enf or cenent

46. 19. 85. 197 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or

41.33.232. 66 Egypt 147.237.77. 216 [dover.idf i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nmonitor
Sreaming Engine: TGP Invalid i i ssi

185.32.179. 196 | srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

82.205.27. 181 | eStinian Territory, yz o327 77,176 |natpash.idf.il  |drop Frst packet isn't SN drop 5

Cceupi ed

149.78.71.161 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5

46. 19. 85. 225 I srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5

109. 253. 199. 220|I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 4

109. 253. 199. 220|1 srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |4

46.19. 85. 197 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 4

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

184.73.194.60 |United Sates 147.237.77. 216 |dover.i df .i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4

79.180. 196. 172 |l srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i ssi

37.142.68.98  |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreanmng Engine: TCP Invalid i i ssi

109. 67. 127. 189 |Israel 147.237. 77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi

109. 67. 179. 123 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

79.178.4.186  |Israel 147.237. 77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

46. 19. 85. 197 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi

109. 67. 212. 169 |l srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

95.65.34.177  |Mbldova, Republic of |147.237.76.197 |e.himsh.idf.il |Geo-1ocation enf or cement Sﬁ?olggi'mo”  nbound drop 3
Sreanming Engine: TCP Invalid i i ssi

204.79.180.87 |Uited Sates 147. 237. 76. 200 |ei tan. aka.i of . | 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

162.209. 124.35 |Lhited Sates 147.237.77. 216 |dover.idf . i | B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
Sreanming Engine: TGP Invalid i i ssi

66.249.78.146 |lited Sates 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

40.77.167.7 Lited Sates 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. |, ) 2
Ret r ansni ssi on Packet dropped.

94.159. 178. 228 |l srael 147.237. 72. 156 |aman. i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect

84.109.50.129 |Israel 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect

o SYN+tACXK retransnmt wth .

79.177.155.80 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal & nonitor |2

208.115.111. 73 |Uhited Sates 147.237.72. 166 |aka i of .i | drop SAMrule drop 2

82. 205, 27. 181 z'cf;i'géa” Territory,f1 47, 237. 77. 216 |dover. i df .i dr op First packet isn't SN drop 2

213.57.131. 178 |lsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect

8.37.227.81 Anonynous Proxy  [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or
Sreaming Engine: TGP Invalid i i ssi

157.55.39. 194 |lited Sates 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. |, 2
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

84.108.59. 106  |Israel 147. 237.72. 166 |aka i f . i1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.

o SYN+tACK retransnmit wth .

213.57.131. 178 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vindow scal & nonitor |2

85.65.199.179 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or

8.37.228.77 Anonymous Proxy  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or

46. 19. 85. 209 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Acti on ‘Count
176.13.8.3 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 107
176.13.8.3 I srael 147.237.0.19 |nadimatal .idf.il I‘;Z '\1’2”3;30; the Same Response Code (404) in Session from Bock |41
167. 114. 156. 198|Canada 147.237.76.31 |nakchal .idf.il Wnaut hori zed URL Access to Bock |8
nakhal . i df.il/consol e/ core/ doc_ngr/doc ngr.asp
. - . Unaut hori zed URL Access to
46.19. 85. 195 I srael 147.237.77.243|nobi | e.i df . i | nobi l e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 7
2.52.61.115 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 4
204.13.200. 200 |Wited Sates 147.237.77.216|dover. i df . i | Mil tipl e Unhaut hori zed URL Access from 204. 13. 200. 200 B ock 3
79.183.185. 247 |[Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
46. 19. 85. 52 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Qode B ock 3
109. 67.49.190 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 2
46.219.254.51 |Wkraine 147.237.0.15 |kosher-kravi .idf.i|PHP Attenpt B ock 2
79.178. 4. 186 I srael 147.237.77.243|nobi | e. i df . i | D stributed Wnaut hori zed LRL Access on nobil e.idf.il/sachar/index B ock 2
46.219.254.51 [Wkraine 147.237.0.15 |kosher-kravi.idf.i|Miltiple Unauthorized URL Access from 46.219. 254. 51 B ock 2
77.126.191.70 [israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
Pal esti ni an
82.205.27.181 |[Territory, 147.237.77. 216 |dover.i df . i | Aonormal |y Long Header Line request header nane B ock 1
Qccupi ed
84.108.59.106 |lsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
68.180. 228.112 |[thited Sates 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 68. 180. 228. 112 B ock 1
Pal esti ni an
82.205.27.181 |Territory, 147.237.77.216|dover. i df . i | Mil tiple Ml fornmed HTTP Header Line from 82.205. 27. 181 B ock 1
Qccupi ed
199. 115. 117. 117|lnited Sates 147.237.0.19 |nadimatal .idf.il |Wauthorized LRL Access to 147.237.0.19/_asteri sk B ock 1
2.54.6.238 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
Pal esti ni an Illegal Byte Code Character in URL [[#0]] 2 7TAWBREZ=Y [#0]] A hx
82.205.27.181 |[Territory, 147.237.77.216|dover.i df .i | A«a,tAccAYpx™A4VA Asxt=qA2 A3 x'[ [ #7] ] AEA[ 4€ B ock 1
Qccupi ed n[ [#22] ] % [ #28] ] n[ [ #18] ] - AZt Ax] Axf As $A<As bAcn3x¥AEEx-A
] . . Distributed Uhaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 [dover. i df . i | v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
79.176. 133. 107 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
66. 249. 69. 34 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwidf.il/ the idf official website B ock 1
Pal esti ni an
82.205.27.181 |[Territory, 147.237.77. 216 |dover.i df . i | NULL Character in Header Nane at [[#11]] B ock 1
Qccupi ed
Pal esti ni an
82.205.27.181 |[Territory, 147.237.77. 216 |dover.i df .i | Mil tipl e Abnormal Iy Long Request from 82.205. 27. 181 B ock 1
Qccupi ed
46. 19. 85. 195 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Uhauthorized URL Access from 46. 19. 85. 195 B ock 1
178.62.82.172 |lWited Sates 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
Pal esti ni an
82.205.27.181 |[Territory, 147.237.77. 216 |dover.i df . i | Abnormal |y Long Request net hod B ock 1
Qccupi ed
109. 67.172.56 |l srael 147.237.77.243|nobi | e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
84.109.81.161 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
68.180. 228. 112 |[nited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df . il/894-he B ock
Pal esti ni an
82.205.27.181 |[Territory, 147.237.77. 216 |dover.i df .i | Mil tiple Miformed URL from 82. 205. 27. 181 B ock 1
Qccupi ed
46.219.254.51 [Wkraine 147.237.0.15 |kosher-kravi . i df . i|uhaut hori zed LRL Access to kosher-kravi.idf.il/wp-1ogin. php B ock 1
37.26.147.240 [israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
Pal esti ni an Il11egal URL Path Encoding [[#0]] 2 7AWMREZx¥] [ #0] ] A hx"A«,tAce
82.205.27.181 |Territory, 147.237.77.216|dover. i df . i | Avpx™AvA Asxx=qh2 A3 x'[ [ #7] ] AEA[ a€ Bl ock 1
Qceupi ed n[ [ #22]1 % [ #28] 1 n[ [ #18] ] - AZt A-] Asf As $AA; bAN3X¥AECx—A
] . . O stributed Uhaut hori zed URL Access on
107.178.194.83 |lhited Sates 147.237.77. 216 |dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
Pal esti ni an NULL Character in URL [[#0]] A2 7TAUMBREZXY] [ #0] ] A hx"A«d,tAce
82.205.27.181 |Territory, 147.237.77.216|dover. i df . i | Avpx™AvA Asxx=qh2 A3 x'[ [ #7] ] AEA[ a€ Bl ock 1
Qceupi ed n[ [ #22]1 % [ #28] 1 n[ [ #18] ] - AZt A-] Asf As $AA: bAN3X¥AECx—A
Pal esti ni an . .
82.205.27.181 [Territory, 147.237.77. 216 |dover. i df . i | Mitiple Illegal Byte Qe Character in Feader hane from Bock |1
. 82. 205. 27. 181
Qccupi ed
. . Unaut hori zed URL Access to
178.255. 215. 87 |France 147.237.77. 216 [dover . i df . i | www. i df . i | / 1414- 17440- he/ kkkkkkk=5b618702kkkkkkk 5b618702 |2 |
Pal esti ni an
82.205.27.181 |Territory, 147.237.77.216|dover. i df . i | Illegal Byte Code Character in Header Narme AcAfACAL Az[[#16]]cG B ock 1
Qccupi ed
149. 88. 109. 179 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
85. 65. 199. 179 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
] . . Unaut hori zed URL Access to
68.180.228.175 |lhited States  |147.237.76.42 |refuah.idf.il 147. 237. 76, 42] 994- 9757- hel r ef uah. aspx Bock |1
62.90.126.203 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter _M EVBTATEENCRYPTED | n None 1
wwn aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
] . . Distributed Uhaut hori zed URL Access on
208.184.112. 74 |nited Sates 147.237.77.216|dover.i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
Pal esti ni an
82.205.27.181 |[Territory, 147.237.77. 216 |dover.i df .i | Mil tiple NILL Character in Header Nane from 82. 205, 27. 181 B ock 1
Qccupi ed
40.77.167.7 Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
176.13.8.3 I srael 147.237.0.19 |[madimatal .idf.il [Too Many 404: Response Code per Session B ock 1
Pal esti ni an
82.205.27.181 |[Territory, 147.237.77. 216 |dover.i df . i | Mal formed HTTP Header Line 13 B ock 1
Qccupi ed
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