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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3453

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 891

70. 39. 185. 219 Satel lite Provider 147.237.77. 216 dover.idf.il|JLM Dover Con Linmt Htps drop 28

70. 39. 185. 219 Satellite Provider 147.237.77.216 dover.idf.il|F Dover Under Attack Con Htp drop 2

70. 39. 185. 219 Satellite Provi der 147.237.77. 216 dover.idf.il|F Dover Wnder Attack Con_H ps drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
CGountry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 3
84.245.15.57 |147.237.8.45 |[Netherl ands e.eitanidf.il ET SCAN Potential WNC Scan 5900- 5920 1
180. 97. 221.22 |147.237.77. 216 |Chi na dover.idf.il S Injection - Select From 1
180. 97.221.22 [147.237.77. 216 |Chi na dover.idf.il ET WEB SERVER Possi ble SQL Injection Attenpt UN ON SELECT 1
180.97. 221. 22 |147.237.77. 216 |Chi na dover.idf.il ET WEB SEFRVER WYSQL SHLECT GONCAT SQL I njection Attenpt 1
112. 196. 49. 101 [147.237. 77.170|India maarachot.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
110,153 0. 131 |147. 237 8. 27 |chi na o radimatal i i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
84.245.15.57  |147. 237. 76. 200 [Net her | ands eitanakaidf.il [ET SCAN Potential VNC Scan 5900- 5920 1
84.245.15.57 [147.237.0.35 [Netherlands akaws. i df . i ET SCAN Potential VNC Scan 5900- 5920 1
180. 97. 221. 22 |147.237.77. 216 |Chi na dover.idf.il S generic sql wth conments injection attenpt - CET paranet er 1
180. 97. 221. 22 |147.237.77. 216 |Chi na dover.idf.il S 1=1- possible sgl injection attenpt 1
180. 97.221.22 [147.237.77. 216 |China dover . idf.il ET VEB SERVER Possible MSQL S Attenpt Infornation Schema 1
Access
177 240.51. 37 |147. 237 76.30 |nexi co b rshL i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
112. 196. 49. 101 |147. 237.77. 170 |I ndi a mearachot.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
84.245.15.57  |147.237. 77. 216 [Net her | ands dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
199. 203. 247. 180! srael 147.237.0.35 |akavs.idf.il drop drop 103
Veb Server Enforcenent HTTP Deni
207.241.229. 68 |ited Qates  |147.237. 77. 216 |dover. i of .i _ Veb Servers S ow HITP Denial of ) oy 38
Mol ation Service
Sreanming Engine: TGP Invalid i i ssi
66.249.64.250 |Wnited Sates  |147.237.77.234|halag.idf. il 9 =g nvalid segnent retransmssi on. drop 38
Ret ransm ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 31
Sreaming Engine: TGP Invalid i i ssi
66.249.73.228 |lited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 10
Ret ransmi ssi on Packet dropped.
46.19. 86. 113 I srael 147.237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
70.39.185.219 |Satellite Providg147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop 8
149.78.154.69 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf i Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor 6
94.230.86.186 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 6
reanming BEngine: TCP Invali i i ssi
40.77.167.41  |Uited Sates  |147.237.77. 243 mobiteicr. i1 | €M NG Bngine: TGP Invalid invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dropped.
31.154.7. 4 | srael 147.237.72. 166 |aka.i df . il dr op First packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i ssi
79.179. 172. 226 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
94. 230. 86.186 |l srael 147.237.0.19 |medimata .idf.il|{Bad TCP sequence Invalid AGK nunber noni t or 6
176.13.18.112 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 5
2.52.33.82 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 86. 113 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d AGK nunber noni t or 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
176.13.18.112 |Israel 147.237.77.233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
195. 34. 150. 18  |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |noni tor 4
. e SN retransmit wth different .
79.179.172. 226 |Israel 147.237.77. 243 |nobi l e.i of .i | Bad TCP sequence wi ndow scal e noni t or 4
87. 69. 49. 202 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
79.182.106.92 | srael 147.237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. -y 3
Ret r ansni ssi on Packet dropped.
reaning BEngine: TCP Invali i i ssi
77.125.113. 254 | srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Invalid  invalid segnent retransmission drop 3
Ret ransni ssi on Packet dropped.
31.154.7. 4 | srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN ACK -> Ti meout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
5.22.134. 72 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.125.158.86 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
31.154.7.4 I srael 147.237.72. 166 |aka. i df . Bad TCP sequence SINAGK retransmt with different oo uegr |3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.180.60.183 | srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 160. 135. 152|1 srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.176.199.85 |Israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
90. 59. 10. 144 France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
70.39.185.219 |Satellite Providd147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect
Sreanming Engine: TGP Invalid i i ssi
149.78.32.129 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.97.56  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
149.78.72.178 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SYN drop 3
46. 19. 86. 43 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 246.50. 213  [Sweden 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 2
162.209.124.35 |Whited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 2
213.57.44.189 |lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 2
Sreamng Engine: TCP Invalid i i ssi
66.249.73.244 |United Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. 2
Ret r ansni ssi on Packet dropped.
195. 239. 16. 40 RJSIS:;ni on 147.237. 77. 216 |dover.i df i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 2
46.19. 86. 104 I srael 147.237. 72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19.86.5 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop
213.57.44.189 |lIsrael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
195. 239. 16. 53 RJS|S;$ o 147. 237.77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [nonitor 2
79.183.127. 230 |[lsrael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
169. 229. 3. 90 Lhited Sates  [147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop
5.22.131.126 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
37.142.68. 10 | srael 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 3
37.142.68. 10 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/xmrpc. php B ock 3
185. 32.179. 4 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
204.13.200. 200 |Wiited Sates 147.237.77.216|dover. i df .i | Mil tipl e Wnaut hori zed URL Access from 204. 13. 200. 200 B ock 3
. . Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | v cogat i df i 1/si p storagelfi1 es/ O/ si 2e220x0/ 3410. | pg. St C B ock 2
84.111.12. 77 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
5. 255. 253. 62 R‘Sf;:t”i o 147.237.72. 166 |aka. i df . i | Untraceabl e SS Sessi ons: si gal gs oS At ack None 2
46.118. 155. 216 |Ukrai ne 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 46. 118. 155. 216 B ock 2
84.229.198.54 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 2
79.179.150.32 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
66.249. 64. 177 |l srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 2
} . . D stributed Uhaut hori zed URL Access on
208.184.112.74 |hited Sates  |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 78. 34 I srael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31/ si p. st or age/ i | es/ 6/ 1706, pcf Bl ock 1
180.97.221.22 |china 147.237.77. 216 |dover . i df . i | Mitiple MSQ Data Retrieval with tnplicit — Qnversion Brrors(+) fromfy, . 1
180. 97. 221. 22
51.254.39.246 |United Ki ngdom |147.237.77.216|dover.idf.il Ostributed PHP At tenpt B ock 1
93.172. 43. 57 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1
79.179.172. 226 |l srael 147.237.77.243|nobi [ e.i df . i | Mil tipl e Unaut hori zed URL Access from 79. 179. 172. 226 Bl ock 1
66.249. 64.190 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to www aka. i df.il/val tam B ock 1
208.115.111.73 [lhited Sates 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 208.115. 111. 73 B ock 1
: ; ] D stributed Uhaut hori zed URL Access on
107.178.194.79 [lhited Sates  [147.237.77.216(dover. i df. il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock
84.108.136.82 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None
. . D stributed Uhaut hori zed URL Access on
5.175. 25. 171 Ger many 147.237.77.216|dover . i df .i | vw i df i 1/ shar ed user cont r ol s/ header upper/ B ock 1
68.180. 228. 175 |[Lhited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
180.97.221.22 |China 147.237.77.216|dover.i df .i | Mil tipl e signatures from180.97.221.22 Bl ock 1
51.254.39.246 |United Ki ngdom |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . i|/wp-si gnup. php B ock 1
95. 13. 165. 44 Tur key 147.237.77.216|dover . i df . i | Unhaut hori zed URL Access to wanidf.il/english/g Bl ock 1
79.179.172. 226 |lsrael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/sip_storage/ B ock 1
66. 249. 69. 32 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock 1
208.115.111.73 [lhited Sates 147.237.77. 216 |dover.i df . i | Paraneter Type Mol ation SearchText in v idf.il/1129-he/dover. aspx |B ock 1
: ; ] D stributed Uhaut hori zed URL Access on
107.178.194.83 [lhited Sates  [147.237.77.216(dover. i df. il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.i df .i | Dstributed Waut hori zed URL Access on www i df . il /xmrpc. php B ock 1
68.180.230.29 |[lnited Sates  [147.237.77.176[matpash. idf ]  [rameter Type Miolation PageNmin Bl ock 1
wan cogat . i df . i | / 1043- he/ cogat . aspx
] . . URL is Above Root Drectory
54. 154. 238. 9 Lhited Sates 147.237.76.86 |navy.idf.il vaw navy. i df i1/ . /i nages/ shar ed/ hore. png B ock 1
180.97.221.22 |China 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/news/ htm/ Bl ock 1
} . . Unknown Par aret er 4f9c0c80 in
40.77.167.7 Lhited Sates 147.237.72. 166 [aka. i df . i | vaw aka. i dff i 1/ mai n/ hore/ def aul t . aspx None 1
95. 160. 16. 164  |Pol and 147.237.72. 166 [aka. i df . i | Adnin Bl ocki ng B ock 1
79.180. 60. 183 |l srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
66. 249. 69. 48 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
208.115.111.73 [lhited Sates 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to v i df . il/1133-20187- he/ dover. aspx) |B ock 1
: ; ] D stributed Uhaut hori zed URL Access on
107.178.194.83 [lhited Sates  [147.237.77.216 (dover. i df. il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Paraneter Read Qily Molation in
37.26.148.198 |Israel 147.237.72. 166 |aka. i df . i | vow aka i df i |/ mai v sachar/ f or got passwor d. aspx None 1
79.176.123. 153 |Israel 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to v idf.il/https:/wanidf.il/ B ock 1
54. 209. 60. 63 Lhited Sates 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wawidf.il/arr/ B ock 1
40.77.167.105 [Lhited Sates 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docid in aka.idf.il/main/ haredi nigeneral . aspx None 1
95. 160. 16. 164  |Pol and 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwwy aka. i df . il /administrator B ock 1
. . . |Unaut hori zed URL Access to
79.181.24.243 |[Israel 147.237.0.19 |madimatal .idf.il nadi matal i of i1/ shar ed! aj ax/ updat enakat qaunt i ty. aspx Bl ock 1
208.115.113.89 [thited Sates  |147.237.77. 216 |dover.idf . il ttzra;;th:o” zed URL Access to v idf . 1171540-13036-he/ dover. aspx g o\ 1
. . Unaut hori zed URL Access to
66. 249. 78. 20 I srael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31/ si p._ st or age/ i | es/ 4/ 1704, pef Bl ock 1
. . Unaut hori zed URL Access to
178.255.215. 87 |France 147.237.77. 216 dover . i df . i1 waw i df . i |/ newsi t e/ f r ench/ kkkkkkk=07595daakkkkkkk 07595daa |2 °°K !
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