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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3117

66. 249. 64. 50 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 90

109. 66. 51. 23 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 3

134. 147. 203. 115 Ger many 147. 237.76. 38 eeneitav.idfi.i|Bock Np Al Net drop 2

146. 185. 239. 100 Russi an Federation 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1

115. 239. 228. 99 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1

172. 98. 67. 123 147. 237. 76. 199 e.nakchal .idf.il |[Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Devi ce Action |Oount

185. 130. 5. 207 147.237.76. 31 nakchal .idf.il [20086: HITP. Mi ebl ackcat Security Scanner B ock 4
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|Top Attackers In |D|

At acker

‘Target Addr ess ount ry Signature
134.191. 232. 70 [147. 237. 77. 170 |l srael nearachot.idf.il  |ET SCAN NVAP -sA (2) 4
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249. 64. 153 [147.237.77.74 |Uited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
_ _ L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
78.20.144. 119 |147.237.0.34 |Bel gium tikshuv.idf.il ) 1
Potential Scan or Brute Force
_ L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
66.249. 64. 139 [147.237.72. 166 |Uhited Sates [aka.idf.il _ . = 1
deni al of service attenpt
61.244.49. 137 |147.237.76.39 |Hong Kong nobi | e. nei tav.idf.i [ET SCAN NVAP -sS w ndow 1024 1
37.143.82.50 [147.237.0.19 [Netherl ands nedi matal .idf.il |ET SCAN NVAP -sS wi ndow 2048 1
78.193.2.8 147. 237. 72. 166 |France aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.244.49. 137 |147.237.76.86 |Hong Kong navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.143.82.50 [147.237.0.19 [Netherl ands nedi matal .idf.il |ET SCAN NVAP -sS wi ndow 3072 1
37.143.82.50 |147.237.0.19 [Netherlands nadimatal.idf.il [ET SCAN NMVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature /?ca\t”i(;i
199. 203. 247. 180|I srael 147.237.0.35 |akaws.idf.il drop drop 101
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
VWb Server Enf orcenent HITP Deni
207.241.229.68 |tited Sates 147. 237. 77. 216 |dover . i of . i | _ Ve Servers S ow Denial | o et 26
Mol ation of Service
Sreamng Engi ne: TCP Invalid segnent retransnission
199.30.25.123 [thited Sates 147.237.77. 234 |hal ag.i df .i | ) . " dro 14
ag Inval i d Retransm ssi on Packet dr opped. P
Pal esti ni an s .
85. 114. 107. 58 Territory, Geecup ed 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 13
185. 3. 144. 89 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d AK nunber noni t or 11
192. 117. 186. 155|i srael 147.237. 72. 166 |aka.i of . i | Bad TCP sequence Invalid ACK nunber alert 8
192. 117. 186. 155|l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |8
46.19.86. 1 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
149. 78. 154. 69 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
S reaning Engi ne: TCP i i ssi
204.12.251.37 |Wited Sates 147.237.72. 166 |aka. i df . i mng thgine. Invalid segnent retransmssion. | ., 6
Invalid Retransnission Packet dropped.
S reanming Engi ne: TCP i i ssi
2.52.54. 130 I srael 147.237.72. 166 |aka. i df . mng thgine. Invalid segnent retransmssion. | . 6
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
79.181. 223. 253 | srael 147. 237. 72. 166 |aka. i of . i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dropped.
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df . Bl ock HTTP Non Conpl i ant E;;ed to handie comnection | o |6
reamng BEngi ne: T i i ssi
109. 186. 145. 216|I srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid segnent retransmssion. | ., 6
Invalid Retransnission Packet dropped.
reamn ine: T i i ssi
40.77.167.7 Lhited Sates 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid segnent retransmssion. | . 4
Inval id Retransm ssion Packet dropped.
109. 64. 216.58 |l srael 147.237. 72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
212.143.142.56 |Israel 147. 237. 77. 216 |dover . i df .i | drop First packet isn't SN drop 4
46.19.86. 1 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.46. 39. 145 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d AK nunber noni t or 4
87.68. 144. 90 I sr ael 147.237. 72. 166 |aka.i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df . i Bl ock HTTP Non Conpl i ant g;;ed to handie conection o vor s
31.154.7.4 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 3
S reamng BEngi ne: TCP i i ssi
79.179. 131. 125 |Israel 147. 237.72. 166 |aka i df . i | mng tngihe- 1 Invalid segnent retransmssion. | 3
Invalid Retransnission Packet dropped.
reamng BEngi ne: T i i ssi
37.26.147.232 |israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dropped.
S reanming Engi ne: TCP i i ssi
109.65.96.7  |israel 147.237.72. 166 |aka i df .i mng thgine. Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i ssi
79.181.222.15 | srael 147. 237. 72. 166 |aka. i of . i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
189. 202. 254. 13 |Mexi co 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
S reamng Engi ne: TCP i i ssi
79.176. 106. 176 |l srael 147. 237.72. 166 |aka i df . i | mng tngihe- 1 Invalid segnent retransmssion. | 3
Inval i d Retransnissi on Packet dropped.
S reaning Engi ne: TCP i i ssi
149.78.238. 183 |Israel 147.237.72. 166 |aka. i df . i mng thgine. Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dropped.
46.19. 86. 113 I sr ael 147.237.0.34  [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout |reject 3
S reamng Engi ne: TCP i i ssi
77.125.150. 180 |Israel 147. 237.72. 166 |aka i f . mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
84.108.13.216 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |3
S reaning Engi ne: TCP i i ssi
79.176.179. 159 | srael 147.237.72. 166 |aka. i df . i mng thgine. Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dropped.
S reanming Engi ne: TCP i i ssi
84.228.172. 215 |Israel 147.237.72. 166 |aka. i df . mng thgine. Invalid segnent retransmssion. | . 3
Inval id Retransm ssion Packet dropped.
5.22.134.32 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |3
Streamng Engi ne: TCP Invalid segnent retransnission
157.55.39.130 [lhited Sates 147.237.76.86 |[navy.idf.il ) . " |dro 2
W Inval i d Retransm ssi on Packet dr opped. P
82.81. 3. 247 I'sr ael 147. 237.77. 226 ;":’“"‘Chaﬂmz' aka.1df- 1pad TOP sequence Inval i d ACK number moni tor  [2
176.13.15.19  [Israel 147.237.0.17 ?’ﬂy'kosr‘er'kra""'d Bad TCP sequence Invalid ACK nunber moni tor |2
46.19. 85. 119 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni tor |2
162.209.124.35 |Wnited Sates 147. 237.77. 216 |dover i df . Bl ock HTTP Non Conpl i ant szt;ed to handie conection foior 2
Streamng Engi ne: TCP Invalid segnent retransnission
40. 77. 167. 58 Wited Sates 147.237.76.86 |[navy.idf.il ) . " |dro 2
W Inval i d Retransm ssi on Packet dr opped. P
46.19. 86. 113 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
37.46.39.5 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
5.22.129. 153 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engi ne: TCP Invalid segnent retransnission
207. 46. 13. 65 Whited Sates 147.237.76.86 |[navy.idf.il ) . " dro 2
W Invalid Retransnission Packet dropped. P
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Attacker Address |Attacker Qountry |Target Address |Ste Signature

5.102.254.129 |lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 2
S reamng Engi ne: TCP i i ssi

66.249.73.236 |lnited Sates 147.237.76.86 |navy.idf.il mng tngine. 7 Invalid segnent retransmssion. | 2
Invalid Retransnission Packet dropped.

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect

198. 154.60.27 |Uhited Sates 147.237.77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 34 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 55
204. 13. 200. 200 |hited Sates 147.237.77.216|dover . i df . il Ml tipl e Unhauthorized URL Access from 204. 13. 200. 200 B ock 3
84.111.12. 77 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
84.229.198.54 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
109. 64. 221. 109 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
85.250. 42. 248 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
192.117. 186. 155|I srael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 2
: . . Unaut hori zed URL Access to
107.178.194. 83 |Uited Sates 147.237.77. 216 |dover. i df.i |l Wi i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
54.153.33.233 |lLhited Sates 147.237.76.39 |nobile.neitav.idf.il |Unauthorized URL Access to 147.237.76. 39/ Bl ock 1
40.77.167.7 Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
2.54.32. 107 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
67.140. 103. 204 |Lhited Sates 147.237.76.42 |refuah.idf.il Mal formed URL Bl ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on waidf.il/error.htm  |B ock 1
173.252.90. 125 |Uited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . . URL is Above Root Orectory
93.184.66.227 [Jovakia 147.237.77. 216 (dover. i df . il wowvi of i1/ ../ shared/cl i ent scri pts/j query/j query-1. 4.2, nin. | s Bl ock 1
54.153.32.246 |United Sates 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ B ock 1
m ny- kosher - kravi . i d , ,
77.127.78.72 | srael 147.237.0. 17 £l Mitiple Illegal Parameter Encoding from77.127.78.72 None 1
31. 215. 24. 208 g:;deﬁ”ab 147.237.77.216|dover . i df . i O stributed PHP Atenpt B ock 1
199.30.25.201 |Uited Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . D stributed Unaut hori zed URL Access on
66.249.78.234 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
107.178.194. 87 |Uited Sates 147.237.77.216|dover.idf.il Ml ti pl e Uhaut horized URL Access from 107.178. 194. 87 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 13 | srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp Bl ock 1
40.77.167.105 |whited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sites/fag/ B ock 1
2.54.187.132 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
67.140.103. 204 |lhited Sates 147.237.76.42 |refuah.idf.il NULL Character in Method A-[[#0]][[#0]][[#0]]AA¢ B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
173.252.122. 117|United Sates 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
98.139.204.33 |Wiited Sates 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 98. 139. 204. 33 B ock 1
. m ny- kosher-kravi . id .
54. 153. 33. 145 Lhited Sates 147.237.0. 17 fil Unaut hori zed URL Access to 147.237.0.17/ Bl ock 1
79.180.33.3 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
31. 215. 24. 208 g:;deﬁ”ab 147.237.77.216|dover . i df . i Unaut hori zed LRL Access to wwidf.il/xmrpc. php B ock 1
67.140.103. 204 [lnited Sates 147.237.76.42 |refuah.idf.il Abnor mal |y Long Header Line request header nane B ock 1
. . Lhaut hori zed URL Access to
66.249.64.61  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 1387- he r ef uah. aspx Bl ock 1
85. 65. 107. 52 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
67.140. 103. 204 [United Sates  [147.237.76.42 |refuah.idf.il Lpnovn HITP Request Nethod A THOLTTHOITTLAOITARE Tn g ook 1
5.29.179. 197 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . D stributed Unaut hori zed LR Access on
66.249. 78.104 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
176.13. 22. 54 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
: . . D stributed Unaut hori zed LRL Access on
107.178.194.79 |Uited Sates 147.237.77.216|dover.idf.i |l Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
i ww. chamat z. aka. i df )
54.153.33.145 |[hited Sates 147. 237.77. 226 i Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
80.178.219. 151 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
37.142.68. 10 I srael 147.237.0.15 |kosher-kravi.idf.il PHP At enpt Bl ock 1
: ] . Unaut hori zed URL Access to
207.46.13. 131 Wited Sates 147.237.77. 216 dover . i df . i | wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock !
67.140.103. 204 [lnited Sates 147.237.76.42 |refuah.idf.il Illegal Byte Gde Character in Header Nane B ock 1
. . Lhaut hori zed URL Access to
66.249.64.131 |Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx Bl ock 1
109. 67. 5. 254 I srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wawidf.il/error.htm B ock 1
46.19. 86. 194 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
m ny- kosher - kravi . i d ing - : i
77.127.78.72  |israel 147. 237.0.17 my Doubl e URL Encoding - parameter: Returnul in B ock 1
f.il mny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx
. . Unaut hori zed URL Access to
5.175.0. 137 Ger many 147.237.77.216|dover.i df .i | vaw i df i |/ shar ed/ user cont rol s/ header upper/ B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LR Access to waw aka. i df.il/prisha B ock 1
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