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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country

|Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - reset 3274
85. 114. 107. 58 Pal estinian Territory, Qcupi ed 147.237.77. 216 dover.idf.il |DOS- LA G- TCP- 80- cat dest - r eset 189
123.151. 149. 222 Chi na 147.237.76. 177 ncore.idf.il |JLM Under Attack Con Tcp dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature ?;lli Zi
199. 203. 247. 180! srael 147.237.0.35 |akavs.idf.il drop drop 142
Pal esti ni an e .
85. 114. 107. 58 Territory, Grcup ed 147.237. 77. 216 |dover.idf .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 60
S reaning Engi ne: TCP i i ssi
62.219.198.6  |Israel 147. 237. 76. 200 |ei tan. aka.i of . i | mng tngine: ! Invalid segnent retransmssion. | 40
Inval i d Retransmnission Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .i 1 drop SAMrule drop 30
213.57.143.133 |[lIsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 23
e SYN+ACXK retransnmt wth .
213.57.143. 133 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vindow scal & monitor |20
85. 65. 204. 128  |Israel 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
5.29.85.173 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 13
176.106.45. 68 |FASStIMNan 140 537 77,176 |nat pash. i df i SYN At t ack SYN -> SYN-ACK -> Timeout [reject 13
Territory, Qcupi ed
85. 237.234. 144 |Qovakia 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
ream n ine: T i i ssi
77.127.157.138 |Israel 147.237.72. 166 |aka. i df .| Streamng Engi ne: TCP Invalid segnent retransmssion. | . 6
Inval i d Retransmission Packet dropped.
213.57.143.133 |[lsrael 147.237.72. 166 |aka. i df . i | SYN At tack SYN -> SYN-ACK -> Tinmeout |alert
46. 19. 85. 109 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df .1 Bl ock HTTP Non Conpl i ant gz;;ed to hand e comnection 1o e
46. 19. 86. 115 | srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 6
46. 19. 85. 109 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
94.230.86.195 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber monitor |5
46.19. 85. 143 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
31.168. 218. 138 |Israel 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
S reaning Engi ne: TCP i i ssi
46.121.116.18 |israel 147.237.0.19  |nadi matal .idf.il mng tngine: 1 Invalid segnent retransmssion. |, 5
Inval i d Retransmission Packet dropped.
46. 19. 85. 82 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
S reaning Engi ne: TCP i i ssi
66.249.64.190 |Wnited Sates 147.237. 72. 166 |aka. i df . i mng tngine. Invalid segnent retransmssion. | ., 4
Inval i d Retransmnission Packet dropped.
54.244.22.103 |thited Sates 147.237. 77. 176 |nat pash. i df .i | drop First packet ismt SN drop 4
176.106. 45,68 |Aestiman 140 537 77. 216 [dover. i f i1 SYN At t ack SYN -> SYN-ACK -> Timeout [reject 4
Territory, Gecupied
195.34.150.18 |Austria 147.237. 77. 216 |dover . i df . i1 Bl ock HTTP Non Conpl i ant g;;ed to handie connection | o por s
Sreaning Engi ne: TCP i i ssi
77.127.85.94  |israel 147. 237.72. 166 |aka. i f .11 mng tngine: | Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
S reaning Engi ne: TCP i i sSi
2.54.156.144  |israel 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dropped.
Sream ng Engi ne: TCP Invalid segnent retransnission
109. 64. 155. 145 |l srael 147.237.76.86 |navy.idf.il . . " |drof 3
W Inval i d Retransnission Packet dropped. P
S reaning Engi ne: TCP i i ssi
87.68.49. 94 I'srael 147.237.72. 166 |aka. i df . mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
79.183.122. 152 |Israel 147.237.72. 166 |aka. i df . mng gl e Invalid segnent retransmssion. | . 3
Inval i d Retransmission Packet dropped.
109. 67. 176. 167 |Israel 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Tineout |reject
94. 230. 86. 232 |Israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber noni t or
5.29.234.34 I srael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
S reaning Engi ne: TCP i i ssi
79.179. 161. 227 | srael 147. 237. 72. 166 |aka. i f . i mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dropped.
213.57.143. 133 |[Israel 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
S reaning Engi ne: TCP i i ssi
87.68.164.23  |Israel 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 3
Inval i d Retransnission Packet dropped.
5.22.134.118 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |3
S reaning Engi ne: TCP i i ssi
2.54.16. 117 I'srael 147. 237.77. 243 |mbi l e. i f . i1 mng tngine: Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dropped.
Sreaning Engi ne: TCP i i ssi
77.127.244. 181 |israel 147. 237.72. 166 |aka. i of .11 mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
46.19. 85. 162 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
109. 65. 115. 19 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
S reaning Engi ne: TCP i i ssi
84.228.58. 244 | srael 147. 237.72. 166 |aka. i f .11 mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransmission Packet dropped.
46.19. 86. 115 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
81.218.63.91 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
109. 186. 129. 58 |I srael 147. 237.77. 226 "f"l”‘”ha”mz' aka.1df 1pad TOP sequence Invalid ACK nunber moni tor |3
S reaning Engi ne: TCP i i sSi
109.66.8.138 | srael 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dropped.
185.3.144.149 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 112 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
197. 161. 10. 162 |Egypt 147.237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
62.219.198.6 |[Israel 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 286
46.19.85.143 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 137
46.19.85.123 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 104
46.19.85.123 |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 98
84.111.36.9 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 60
46.19.85.143 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 57
109. 253. 143. 64 || srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 51
84.111.36.9 I srael 147.237.0.19 |nadimatal .idf.il|Too Many of the Same Response Code (404) in Session from84.111.36.9 |B ock 31
46.19.85.123 |Israel 147.237.0.19 |[madimatal .idf.il|Too Many of the Sane Response Code (403) in Session from46. 19. 85. 123 [B ock 29
46.19.85. 143  |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 6
98.139. 204. 33 |Lhited Sates [147. 237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 98.139. 204. 33 B ock 4
46.121.116.18 |lsrael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
84.109. 154. 62 |l srael 147.237.0.19 |madimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
176.13.16.14 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
54.244.22.103 |lhited Sates [147.237.76. 147 [chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Cust om Tenpor ary B ock 3
2.54.53.91 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 2
207.46.13.145 |lhited Sates [147. 237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to widf.il/tenpl ates/articl e/ watch B ock 2
73.22.155.10 |whited Sates [147.237.77.216|dover.idf . il Uhaut hori zed URL Access to vww i df.il/newsitel english/ B ock 2
46.19. 86. 19 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 2
46.116. 29. 234 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
37.26.149. 218 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
84. 110. 209. 161 [l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3. Sessi ons: si gal gs oS At ack None 2
66. 249. 64. 177 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Waut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 2
46.19. 86. 10 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 64. 244 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
85.65.68.189 |Israel 147.237.72. 166 |aka. i df . i | IUQ k\?m" ak?i%?‘?ti Tr/n:]t L?g?;;;loffd‘g}“gngg??:g(aceHJ' der $btnAtudaPrint |\, o 1
84.108.97.19 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
40.77.167.54 |Wnited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock
66.249.69.48 |Israel 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx Bl ock
204. 13. 200. 200 |Uii ted Sates [147. 237. 7. 216 |dover . i df . i | Dstri uted 1?;;};;;5?&%\/’;‘;‘?212” Bl ock 1
107.178.194. 87 |Lnited Sates (147.237.77. 216 |dover.i df . il Mil ti pl e Unaut hori zed URL Access from 107. 178. 194. 87 B ock 1
5.28.177.170 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
208.115.113. 89 |Lhited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wan aka. i df.il/rights/asp/ B ock 1
77.40.129. 123 |[Nor way 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 77.40. 129. 123 B ock 1
66.249.69.26 |lIsrael 147.237.77.216|dover.idf . il Mil ti pl e Unaut horized URL Access from 66. 249. 69. 26 B ock 1
149. 78. 148. 124 [l srael 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
204. 13. 200. 200 |Ui ted Qates [147. 237. 7. 216 |dover . i df . i | D stri bt oc 1?;;}:;&;;?&%&??:&” Bock |1
66. 249. 78. 2 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df.il/main/giyus/ www navy. idf.il B ock
109. 64.17.30 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
66.249.64.51 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 938- he/ r ef uah. aspx Bl ock
84. 228. 187. 246 || srael 147.237.0.34 |tikshuv.idf.il i';‘itzizpé_elg'_ 'zvigth/m' fw dth thi code Encoding on LR Paraneter(+) from g oo 1
77.40.129. 123 |[Nor way 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/1133-22461- he/ dover . aspx. B ock 1
66.249.69.26 |lIsrael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to wawidf.il/error. htm B ock 1
176.13. 8. 57 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
98.139.204.33 |lLhited Sates [147.237.72. 166 |aka. i df .| Uhaut hori zed URL Access to aka.idf.il/wp-adm n/ Bl ock 1
46.121.25.44  |Israel 147.237.0.19 |nadimatal .idf.il E:rd?'x;f;l .szf.\iﬁl ?'ﬁ;ﬁl,%g@ﬁ;%gi:&' der1StxtFirsthane in B ock 1
204. 13. 200. 200 |Lhited Sates [147.237.77. 216 |dover.idf . il Mil tipl e Unauthorized URL Access from 204. 13. 200. 200 B ock
66.249. 78. 248 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8943- he/ r ef uah. aspx B ock 1
109. 66. 34.56 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.64.56  |Israel 147.237.76.42 |refuah.idf.il ﬂ?ftzg;’_r;é%/ﬁmﬁ‘:;eesj S‘é’n t of ri end/ sendtof r| end. asp B ock 1
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