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Target Address

Signature

Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3315
134. 147. 203. 115 Ger many 147.237.76. 198 e.yohalan.idf.il |Bock Np All_ Net dr op 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
199. 203. 247. 180! srael 147.237.0.35 |akavs.idf.il dr op drop 161
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TGP Invalid i i sSi
79.183.36.190 |Israel 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segent retransmssion. drop 36
Ret r ansm ssi on Packet dr opped.
107.167.116.21 |Wited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
Sreaning Engine: TCP Invalid i i ssi
213.8.204.28  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansmi ssi on Packet dr opped.
79.181.13.122 [ srael 147.237.77. 234 |hal ag. i f . i1 Bad TCP sequence SN retransmt with i fferent moni tor |12
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
87.68.32. 21 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
46.19.85.238  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
46. 19. 85. 16 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
Sreanming Engine: TCP Invalid i i ssi
84.228.105. 122 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
2.54.151. 116 | srael 147.237.72. 167 |i shurimaka.idf.i|SYN At t ack rej ect 6
84.109. 82.210 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
185. 3. 144. 69 I srael 147.237.77.233|atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 6
41.137.59. 19 Mor occo 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreanmng Engine: TCP Invalid i i ssi
109. 67. 174. 152 |Israel 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
2.54.151. 116 I srael 147.237.72. 167 |i shurimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.120.76.243 |Israel 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Invalid ACK nunber noni t or 6
79.183. 154. 168 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
80. 246. 136. 211 |l srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
213.57.134. 203 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
213.57.143. 209 |[lsrael 147. 237. 72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 5
213.57.134.203 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence SIWAK retransmt with different | oo |5
W ndow scal e
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
213.57.143.209 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAX retransmt with different oo s
w ndow scal e
213.57.138.104 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 4
s SYNHAK retransmit with different .
213.57.138.104 |Israel 147.237. 77. 216 |dover.idf . il Bad TCP sequence wi ndow scal noni t or 4
79.177.28.108 |l srael 147.237.77.216|dover.idf.il  |Bad TCP sequence SINAK retransmit with different oo vor g
w ndow scal e
54.244.22.103 |lhited Sates |147.237.77.176|natpash.idf.il drop First packet isn't SYN drop 4
79.181.13.122 | srael 147.237.77. 233 |atal i df i1 Bad TCP sequence SN retransnmt wih different monitor |4
W ndow scal e
37.46. 39. 49 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence Invalid AGK nunber noni t or 4
Sreaning Engine: TGP Invalid i i sSi
46.19. 85. 28 I srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
195.34.150.18 |Austria 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Feiled to handl e connection data noni t or 3
Sreanming Engine: TCP Invalid i i ssi
185.3.144.69  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
5.22.131.109  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
46.120. 76. 243  |lIsrael 147.237.72. 167 |i shurimaka.idf .i |SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Sreaning BEngine: TQP Invalid i i SSi
80.178.100.33 | srael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
77.125.11.226 | srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
84.228.117.13 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
79.182. 133. 148 I srael 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
185. 120. 125. 24 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
176.13.21.117 |Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning Engine: TQP Invalid i i sSi
79.183.14.207 |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 64. 191. 219 |Israel 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
90. 77.63. 73 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i SSi
5.22.134.112  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
82.80.57.224  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
79.178.202. 128 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
46.120.76.243 |Israel 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber alert 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.148.172 |lIsrael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 6
149.78.244.21  |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
66.249. 64. 177 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 3
80. 246. 136. 229 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
46. 19. 86. 84 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
m ny- kosher - kr avi . i i
70.181. 186. 249 |1 srael 147. 237 0. 17 ny Paranet er Type M 0! aFl on ct | 00$Cont entH apel—bl dgr 1$t xt Ar eaRenar ks H ock 2
df.il in mny-kosher-kravi.idf.il/tenpl ates/trai ning/traini ng. aspx
37.26.148.172 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
] . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |lhited Sates |147.237.77.216|dover. i df .il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
69. 85.231.202 |Wited Sates [147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Mt hod Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |Lhited Sates |147.237.77. 216|dover. i df . il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
84.228.117.13 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
37.142.64.2 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
m ny- kosher - kr avi . i , _
79.181. 186. 249 |Israel 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from 79. 181. 186. 249 None 1
176.13.11. 77 | srael 147.237.72. 166 |aka. i df . i | Di stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
. - Uhknown Paraneter hc_l ocation in
66.249. 78.254 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . |/ mai 1V gi yus/ bookl et s. asp None 1
86. 0. 13. 46 zlnt:gom 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/m B ock 1
54.153.33.152 |lhited Sates |147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
2.54.181. 33 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
80. 246. 136. 153 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None
] . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216|dover. i df .il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
69. 85.231. 202 |lhited Sates [147.237.76.42 |refuah.idf.il NLLL Character in Method B ock
66. 249. 69. 32 I srael 147.237.77.216|dover.i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx  |B ock
. . . . Paraneter Type M ol ation ctl 00$Cont ent Pl acetbl der 16t xt Gontent i n
109. 66. 134.68 |l srael 147.237.76.39 |nobi | e. nei tav.idf. il [ =5 0 & i1/ 1494 hel mei tav. aspx Bl ock 1
85. 64. 69. 62 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
176.13.17.18 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
68. 180. 228. 112 [Wnited Sates [147. 237. 77. 216 |dover . i df .| o 7o (Rl focess Lo wmiTdl TI/540- 13056-Neldover. 25D g oy g
89.138. 84. 54 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
54.153.33.233 |lhited Sates [147.237.77.234|hal ag. i df . il Unhaut hori zed URL Access to 147.237.77.234/ Bl ock 1
36.250. 174. 166 |Chi na 147.237.77. 176 |nat pash. i df . i | thaut hori zed LR. Access to Bock |1
ww cogat . i df . i | / shar ed/ user cont r ol s/ header upper /
- - Unaut hori zed URL Access to
79.179. 103. 186 |l srael 147.237.72. 156 |arman. i df . i | N, id i1/t tps: /v il B ock 1
212.199. 107. 1061 srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
66.249. 69. 107 [l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ 1116- he/ nakhal . aspx  |B ock 1
146.236.200.6 |Uited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
85. 64. 191. 44 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46. 19. 86. 194 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.183.154. 168 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df . il wa, i df . i 1/t enpl at es/ sendt of ri end/ kkkkkkk=5c42c606kkkkkkk_5c4 |Bl ock 1
2c606
68.180.229. 121 |[Lnited Sates |147. 237. 76. 200 |ei t an. aka. i df . i | tnknown Paraneter &SortOr in None 1
wwy ei tan. aka. i df.il/1103-he/ ei t an. aspx
66.220.158. 111 [Lnited Sates |147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
93.196. 122. 147 |Ger many 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
84.108.170. 175 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df.il/main/scripts/css3pie htc |B ock
. . D stributed Lhaut hori zed URL Access on
79.181.13.122  |lIsrael 147.237.77.234|hal ag.i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
213.57.15. 95 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
66.249.69. 115 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 1072- he/ nakhal . aspx  |B ock 1
85.65.224.176  [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.121.97.5 | srael 147.237.72. 166 |aka. i df . i | Di stributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
2.54.47. 242 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
80.246.136.82 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . . Unknown Paraneter | in
183.79. 221.52  |Japan 147.237.76. 200 [ei tan. aka. i df . i wwy ei tan. aka. i df.i|/tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
69.85.231.202 |lhited Sates |147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
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