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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3386

146. 185.57.7 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3

59. 163. 102. 149 Indi a 147.237.77. 227 e hanaz.idf.il JLMPurple Con Limt_ Tcp drop 1

208. 67. 1. 66 Lhited Sates 147.237.76.176 test.ncore.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 190 147.237.72. 166 Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
59. 163. 102. 149 147.237.77. 243 Indi a nobi | e.idf.il ET SCAN Potential SSH Scan 2
59. 163. 102. 149 147.237.77. 233 Indi a atal .idf.il ET SCAN Potential SSH Scan 2
59. 163. 102. 149 147. 237.77. 170 I'ndi a naar achot . i df i | ET SCAN Potential SSH Scan 1
219. 153. 15. 122 147.237.76. 31 Chi na nakchal . i df . il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147. 237. 72. 156 I ndi a anan. i df.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147.237.77.19 I'ndi a lawforumidf.il ET SCAN Potential SSH Scan 1
219. 153. 15. 122 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147. 237. 8. 46 Indi a e.chinuch.idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147. 237.76. 201 I'ndi a e.atal.idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147.237.8. 14 Indi a e.orchot.idf.il ET SCAN Potential SSH Scan 1
219.153.15. 122 147.237.0. 16 Chi na ny- kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147. 237.76. 197 I'ndi a e hinush.idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147.237.0. 17 I ndi a mny- kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147. 237.76. 176 Indi a test.ncore.idf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147.237.8.28 Lhited Sates e.mobi | e-ks. i df i ET SCAN NVAP -sS wi ndow 2048 1
59. 163. 102. 149 147. 237.76. 44 Indi a e.refuah.idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147. 237.77. 234 I ndi a hal ag.idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147. 237.76. 38 I'ndi a e.eneitav.idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147.237.77. 226 Indi a waw chanat z. aka. i df . i | ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147. 237. 76. 30 I ndi a hi nush. i df . i | ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147.237.77.176 I'ndi a nat pash. i df . i | ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147. 237.72. 166 Indi a aka.idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147.237.77. 74 Indi a lawidf.il ET SCAN Potential SSH Scan 1
219. 153. 15. 122 147. 237. 0. 200 Chi na rdu. i df i | ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147.237.72. 14 I ndi a dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147. 237. 76. 202 I ndi a e halag.idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147.237.8.27 I'ndi a e.madi matal .idf.il ET SCAN Potential SSH Scan 1
219. 153. 15. 122 147.237.0.19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147. 237.76. 199 Indi a e. nakchal .idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147.237.0.19 I'ndi a nedi matal .idf.il ET SCAN Potential SSH Scan 1
208. 80. 155. 223 147.237.0. 34 Lhited Sates tikshuv.idf.il Tehila - Perl LWP with fake user agent 1
59. 163. 102. 149 147. 237.76. 196 Indi a e.svivaidf.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147.237.8.28 Lhited Sates e.mobi | e-ks. i df il ET SCAN NVAP -sS wi ndow 3072 1
78.193.2.8 147.237.0. 16 France ny- kosher -kravi . i df . il ET SCAN NMVAP -sS w ndow 1024 1
59. 163. 102. 149 147. 237. 76. 86 I ndi a navy. i df.il ET SCAN Potential SSH Scan 1
50. 204. 188. 142 147.237.8.28 Lhited Sates e.mobi | e-ks. i df il ET SCAN NVAP -f -sS 1
59. 163. 102. 149 147. 237.76. 39 Indi a nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147. 237.76. 34 I ndi a yohal an. i df.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147.237.77. 216 I'ndi a dover.idf.il ET SCAN Potential SSH Scan 1
59. 163. 102. 149 147.237.72. 217 Indi a eidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address ‘ Ste

‘Signature

Country

SYNretransnmit wth different w ndow

213. 8. 204. 43 I sr ael 147.237.77.233|atal .idf.il  |[Bad TCP sequence ocal e noni t or 168
199. 203. 247. 180|1 srael 147.237.0.35 |akaws.idf.il |drop drop 49
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 36
109.65.17.147 |Israel 147.237.77.233|atal .if.i1  |Bad TOP sequence S retrensmt with different wndowl o vor |23
78.102. 187. 208 gpeufjric 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 17
109.65.17.147 |Israel 147.237.77. 234 |nal ag.icf.i1  |Bad TOP sequence S retrensmt with different wndowl o vor |15
2.54.167. 251 I sr ael 147.237.72. 166 |aka i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
46. 19. 86. 197 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 11
79. 176. 29. 87 | srael 147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10
176.12.141. 151 |Israel 147.237.77.233|atal .idf.il  |Bad TCP sequence z;;e"ansm't weh different wndowl o vor |10
213.57.129. 222 |israel 147.237. 72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 10
197. 49. 116. 118 |Egypt 147.237.77. 176 [matpash. i df .i 1 [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 10
Sreaning Engine: TQP Invalid i i SSi
213.57. 164. 201 |israel 147.237.77. 243 |robi L e. i of . i1 g =g nvalid segnent retransnssion. drop 10
Ret ransm ssi on Packet dr opped.
5. 28. 140. 54 | srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
Sreaning Engine: TGP Invalid i i ssi
2.54.171.102  |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segrent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.178.132. 114 | srael 147. 237, 72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dr opped.
5. 28. 140. 54 I sr ael 147.237.77.233|atal .idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
79. 176. 29. 87 I sr ael 147.237. 72. 166 [aka. i df .i | Bad TCP sequence noni t or 7
62.28.244. 1 Por t ugal 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 7
117.103. 185. 20 |Japan 147.237.0.34 [tikshuv.idf.il |dr op First packet isn't SYN drop 6
213.57.129. 222 |Israel 147.237.72. 166 |aka idf.il  |Bad TOP sequence SINHAK retransmt with different Jopyivor 6
w ndow scal e
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
130. 207.203.56 |Uhited Sates |[147.237.76.201|e.atal.idf.il |Geo-1ocati on enf or cenment Geo-l ocati on i nbound enf orcenent  |drop 6
2.54. 42,248 I sr ael 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
79.178.192.49 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
79.176.29.87  |Israel 147.237.72. 166 |akaidf.il  [Bad TCP sequence SINWAK retransmt with different oo s
w ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop 5
Sreaning Engine: TGP Invalid i i ssi
85.250.5.155  |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Invalid segrent retransmssion. drop 4
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |Uited Sates |147.237. 72. 166 |aka i df i1 9 =9 Inval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.
84.109. 240. 106 |l srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
167.114. 156. 16 |Canada 147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect
195. 34.150. 18  |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
Sreaning Engine: TGP Invalid i i ssi
157.55.2.129  |Wited Sates |147.237.76.200 |eitan. aka. i df . i 9 =9 Invalid segrent retransmssion. drop 4
Ret r ansm ssi on Packet dropped.
79.179.52.149 |israel 147.237.77.233atal .icf.il  [drop First packet isn't SN drop 4
Sreaning Engine: TCP Invalid i i ssi
185. 120. 125. 52 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
5.22.129.138  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
82.80.130. 117 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
213.57.129. 222 |Israel 147.237.72. 156 [anan.iof .i1  [Bad TOP sequence SINHAK retransmt with different Jooyior s
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
46.19.85.117  |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
84.228.46.10  |lsrael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
93.173.232.17 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or
213.57.42.29 I srael 147.237.72. 156 |aman. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
46.19.85.118  |israel 147, 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
176.12.136.5 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence Inval i d ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi
31.210.183. 109 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
185. 3. 146. 117  |Israel 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or
213.57.129. 222 |lIsrael 147.237.72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout alert
Sreaning Engine: TCP Invalid i i ssi
109. 65. 164. 134 |l srael 147.237.76.86 |navy.idf.il 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
75.249. 12. 51 Lhited Sates [147.237.77.216|dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
176.12.136.5 I sr ael 147.237.77.233|atal.idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80.178.8.177 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unauthorized URL Access from 80.178. 8. 177 B ock 14
109. 67.32.228 |lIsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 109. 67. 32. 228 B ock 12
176.12.140.10 |israel 147.237.0.19 |nadimatal .idf.il Dstributed Suspici ous Response Code B ock 6
176.13.20. 157 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 6
109. 186. 184. 32 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
84.94. 49. 62 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspici ous Response Code B ock 3
77.125.97.186 |lsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
} . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Uited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
. . . D stributed Uhaut hori zed URL Access on
204.13.200.200 |Lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 2
62.28.244. 1 Port ugal 147.237.77.216|dover.i df . il Mil ti pl e Unaut hori zed URL Access from 62. 28.244. 1 B ock 2
. . Unaut hori zed URL Access to
31.168.120.16 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ nai v sachar/ tf asi m aspx. B ock 2
: . . D stributed Unaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
66.249.64.177 [Israel 147.237.76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka. i df .i|/404. htm B ock 1
37.142.64.2 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
109. 64.53. 164 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
. . Paraneter Type M ol ation SearchText in
84.228.10.163 |Israel 147.237.77.234|hal ag. i df . i | vow | ogi St cs. atal i o i1/ 938- hel hal ag. aspx B ock 1
213.57.164. 201 |[lIsrael 147.237.72.166|aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
. . Unaut hori zed URL Access to
176.228.69.92 |lIsrael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
79.176.107. 122 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs oS At ack None 1
109. 66. 164. 61 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.116. 218. 175 |Israel 147.237.77.243|nobi l e.i df . i | Dstributed Suspicious Response Code B ock 1
. . D stributed Uhaut hori zed URL Access on
5. 28. 140. 54 I srael 147.237.77.233|atal .idf .il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
93.172. 43. 57 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . . Uhaut hori zed URL Access to
199. 16. 156. 126 |Lnited Sates |147.237.77.216|dover.idf .il vowe i o i1/ p storagel i1 es/ 6/ si ze220x0/ 12836. | pg B ock 1
. . D stributed Unaut hori zed URL Access on
79.183.5. 148 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . Mil tiple Fullw dth/Hal fw dth Uhi code Encodi ng on
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df . il URL/ Par amet er (+) from 66, 249, 69, 26 B ock 1
m ny- kosher -kravi .id
159. 203. 121. 163|lhited Sates [147.237.0.17 f inly Unhaut hori zed URL Access to www m ny- kosher-kravi.idf.il/ B ock 1
109. 64. 142. 149 |l srael 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to wa i df.il/894-he Bl ock 1
40.77.167.7 Lhited Sates [147.237.72.166|aka.idf.il D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
. . D stributed Unaut hori zed LRL Access on
85. 65. 60. 23 I srael 147.237.77.216|dover. i df . il v i o i1/ https: /v cf i1/ Bl ock 1
213.57.164. 201 |lsrael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
185. 3.146. 117 |l srael 147.237.76.42 |refuah.idf.il Mul ti pl e Unaut hori zed URL Access from 185. 3. 146. 117 B ock 1
79.178.160. 168 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
54.153.32.246 |lhited Sates [147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77.74/ Bl ock 1
5. 102. 254. 69 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Uhknown Paraneter gt; in
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | vaw aka. i df . |/ mai /'t abanut / gener al . aspx None 1
109. 65. 17. 147 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx |B ock
40.77.167. 42 Lhited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
85.65.117. 243 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
. . D stributed Unaut hori zed URL Access on
213.57.215.175 |[Israel 147.237.77.216|dover. i df . il v i o i1/t tps: /v cf i1/ B ock 1
185. 3. 146. 117 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ favi con. i co B ock 1
79.182.113.41 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DS At ack None 1
. . Unaut hori zed URL Access to
109. 67. 32. 228 |l srael 147.237.72. 166 |aka. i df . i | v aka. i o i 1/si pstoragelfil es/ 1/ 67701, pd B ock 1
. . . D stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates [147.237.77.216|dover. i df . il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 1
80.230.69.110 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
: . . Unaut hori zed URL Access to
68.180. 229. 239 |[Lhited Sates [147.237.72.166|aka.idf.il o aka, i df i1/ si tes/ homs/ def . 78&cat i d=38978 B ock 1
. . D stributed Unaut hori zed URL Access on
176.12.141. 151 (Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
109. 65. 198. 163 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
45. 55. 42. 154 147.237.0.16  |ny-kosher-kravi.idf.i| |Uhauthorized LRL Access to v ny-kosher-kravi.idf.il/ B ock 1
85. 250. 214. 43 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx |Bl ock 1
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