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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3594
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page Fl ood Attack drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 191 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
66. 249. 78. 254 147.237.72.166 |Wited Sates aka.idf.il ET SCAN NVAP -sA (2) 2
66. 102. 6. 72 147.237.72.166  |Lnited Sates aka idf.il ET SCAN NVAP -sA (2) 2
59. 45. 79. 117 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
98. 119. 105. 221 147.237.77.216  |Lnited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
98.119. 105. 221 147.237.77.216 |lhited Sates dover.idf.il ET SCAN NVAP -f -sS 1
61. 244. 49. 137 147.237.76.202 |Hong Kong e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.77.243  |China nobi | e.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.179  |China e.nazi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 35 Chi na akaws. i df i | ET SCAN Potential SSH Scan 1
220.231.195.122 [147.237.76.148 |China gacenter.aka. idf.il [ET SCAN NVAP -sS wi ndow 1024 1
5. 39. 222. 253 147. 237.8.27 Net her | ands e.nadimatal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
128. 199. 87. 155 147.237.77.216  |S ngapore dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
98. 119. 105. 221 147.237.77.216 |Lnited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.244. 49. 137 147.237.76.201 |Hong Kong e.atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.77.235 |China svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng BEngine: TCP Invalid i i ssi

31.168.217. 136 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.

213.8.204.43  [Israel 147.237.77.233|atal .icf.il  |Bad TCP sequence SiNretransmt wth different o p0vor |14

w ndow scal e

46.117.68.199 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber moni tor |14
Sreaming Engine: TGP Invalid i i ssi

174.64.97.238 |lited Sates 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. | 14
Ret ransni ssi on Packet dropped.

188.247.77.63 |Jordan 147.237.77. 176 |matpash.idf.il |dr op First packet isn't SN drop 9

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7

87.69.103.225 |[lIsrael 147.237.76.30 |himush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7

46.19. 85. 228 I srael 147.237. 77. 216 |dover i df . i | Bad TCP sequence Invalid ACK nunber monitor (6

87.68.145.104 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |6

reaming BEngine: TCP Invali i i ssi

176.12. 142. 184 |israel 147.237.77. 243 |rvi e i1 |/ €AM NG Engine: TP Invalid invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dropped.

54.244.22.103 |lhited Sates 147.237.77. 176 |matpash.iof .il  |dr op Frst packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i ssi

79.183.31.36 | srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.

41.33.232. 66 Egypt 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6

121.54.32.169  |Philippines 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 6

46. 19. 85. 228 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence I'nvalid ACK nunber aert 6

87.68.145.104 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
Sreaming Engine: TGP Invalid i i sSi

31.210. 184. 204 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

85. 64. 6. 238 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5

2.54.176. 122 I srael 147.237.0.19 |nadimatal.idf.i|SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 162 I srael 147. 237. 77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5

212.179.21.194 |Israel 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST aert 5

2.54.28. 168 I srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

2.54.178.123 I srael 147. 237. 77. 216 |dover. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5

212.179.21.194 |Israel 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

178. 215. 212. 171 (F;ajcis;i';'ja” Territoryl147. 237. 77. 176 ratpash.icf. il |dr op First packet ismt SN drop 4

195.34.150.18 |Austria 147.237.77. 216 |dover.idf il B ock HTTP Non Conpl i ant Failed to handl e connection data [monitor (4

79.178.106.35 |Israel 147.237.76.42 |refuah.icf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4

87.69.103.225 |l srael 147.237.76.30 |himsh.idf.il [Bad TCP sequence Invalid ACK nunber alert 4

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4

75.224.162.211 |Whited Sates 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 4
Sreaming Engine: TGP Invalid i i sSi

37.142.68.37  |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

reanmn ine: TCP Invali i i ssi

85.65.202.23  |Israel 147. 237,77, 243 |t 1 e o1 |} €M NG Engi ne: TP alid invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.

84.94. 85. 217 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber noni t or

5.22.129.111 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi

79.176.119.80 | srael 147. 237.72. 166 |aka. i of . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.179. 207. 128 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

89. 138, 177. 206 I srael 147. 237, 77. 243 |mobi l e, i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

87.68.158.73  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

109. 64.128.61 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.19.86.141  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.177.109. 148 | srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

75.224.162.211 |lWited Sates 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid sequence nunber alert 3
Sreanming Engine: TP Invalid i i ssi

109. 65.23. 222 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

5.102. 254. 95 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |3

46. 19. 86. 197 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |3
Sreanming Engine: TCP Invalid i i ssi

46.19. 86. 18 I srael 147. 237, 77. 243 |mobi l e, i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

89.139.134.66 |[lIsrael 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 3

2.54.178.123 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect 3
Sreamng BEngine: TCP Invalid i i ssi

77.125.107.173 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. g 3

Ret ransni ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site dgnature Action ‘Count
174.64.97.238 |Uited Sates 147.237.76.200|ei tan. aka. i df . i | |[Dstributed Too Many of the Same Response Code (404) B ock 53
2.54.176. 122 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 24
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 66.249. 69. 26 B ock
46. 19. 86. 141 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary B ock
’ . . .1 |Unaut hori zed URL Access to
174.64.97.238 |lhited Sates 147.237.76.200|ei tan. aka. i df . i | ww i tan, aka i df i 1/ shar ed! aj ax/ | i ght boxmedi agal | ery. aspx B ock 2
46.117.68.199 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
5.22.129. 159 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.183. 31. 36 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
85. 250. 60. 150 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 2
89. 138. 177. 206 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
] - . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
46. 19. 86. 133 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
77.125.108. 229 |Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to ww atal .idf.il/xnrpc. php B ock
66. 249. 66. 81 I srael 147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to chinush. atal .idf.il/894-he B ock 1
] . . D stributed Uhauthorized URL Access on
107.178.194.83 |Lhited Sates 147.237.77. 216 |dover. i df .i| v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
5.29. 89. 93 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Bite Qode Character in URL from5. 29, 89. 93 B ock 1
’ . . DO stributed Uhauthorized URL Access on
208.184.112.74 [Wited Sates 147.237.77. 216 (dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
87. 68. 82. 108 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
79.179. 146. 223 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal .idf.il/xnrpc. php B ock
178.158. 119. 39 |lkrai ne 147.237.77.216|dover.i df .i | Paraneter Type Miolation SortOr in wawidf.il/1398-en/ dover. aspx Bl ock 1
- - Unhaut hori zed URL Access to
66. 249. 78. 27 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p st orage/ fi | es/ 5/ 1475. png B ock 1
109. 67. 204.80 | srael 147.237.77. 216 |dover. i df . i | Distributed thaut horized LRL Access on B ock 1
v i of i |/ https: /v i df.il/
92. 96. 74. 124 ;:i']rtae[deskab 147.237.77.74 |lawidf.il Dstributed PHP Att enpt Bl ock 1
207. 241. 225. 227|nited Sates 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wwuidf.il/arafat/schemienglish/vhite |B ock 1
85. 65. 202. 23 I srael 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code Bl ock 1
77.237.138.51 |Czech Republic  |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to / B ock
’ . . DO stributed Uhauthorized URL Access on
107.178.194.87 [Wnited Sates 147.237.77. 216 [dover. i df . il v i df i | / 1133- 22461- hel dover . aspx. Bl ock 1
40.77.167.7 Lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
213. 8.204. 43 I srael 147.237.77.233|atal .i df.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
87.68.145. 104 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.182.15.134 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
178.158.119. 39 |lkrai ne 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ation lang in wwidf.il/1398-en/ dover. aspx B ock 1
109. 186. 15. 16 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 109. 186. 15. 16 B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
92.96. 74. 124 ;il]rtaetdesﬁrab 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to www | aw i df.i|/xmrpc. php B ock 1
; . . DO stributed Lhaut hori zed URL Access on
207.241. 226. 216|lhited Sates 147.237.77. 216 |dover . i df . i | ww i df i 1/ araf at / schend engl i S vihi t e Bl ock 1
85.65.221.107 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
176.12. 142. 184 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 1
79.177.125.49  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
- . DO stributed Lhaut hori zed URL Access on
66.249.69.32  [Israel 147.237.77. 216 [dover. i df . i | 147.237. 7. 216/ 1065- he/ dover . aspx Bl ock 1
; . . DO stributed Lhaut hori zed URL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 |dover . i df . il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
87.69. 104. 80 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
] . . Unknown Paraneter itemd in
40.77.167.7 Lhited Sates 147.237.72. 166 |aka. i df . i | wiw aka, i df i |/ kanhar/ gal | ery/ showpi ct Ure. asp None 1
] - . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
109. 186.15. 16  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip storage/files/1/ B ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
- . URL is Above Root Directory
94. 242. 246. 24  |Luxenbourg 147.237.77.216|dover. i df . i | wwidf.il/../shared/clientscripts/jquery/jquery-1.4.2.mn.js B ock 1
46.121.92. 46 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5.29.37.214 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
207.241. 226. 232|United Sates  |147.237.77. 216 |dover. i df .i | Distributed Uhaut hori zed URL Access on Bl ock 1

wwy i df . i | /araf at/schemengl i sh/wvhite
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