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12-18-2015-15:04:00 to 12-18-2015-16:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site
167. 114. 156. 16

|Signature

|Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3459
89. 165. 4. 91 Iran, |slamc Republic of 147.237.76. 177 ncore.idf.il |JLM Under Attack _Con_Tcp drop 1




12-18-2015-15:04:00 to 12-18-2015-16:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1




12-18-2015-15:04:00 to 12-18-2015-16:04:00

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Ste Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.26.148. 151 147.237.0. 19 I srael nedi matal .idf.il |ET SCAN Possible SS. Brute Force attack or Ste Gaw 2
119. 10. 114. 32 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN NMAP -sS wi ndow 4096 1
98.119.105.221  [147.237.8.24 Lhited Sates elifestyleiidf.il [ET SCAN NVAP -f -sS 1
54.90. 213. 68 147.237.77.176 |Wited Sates nat pash. i df .i ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
185. 130. 5. 201 147. 237. 72. 156 anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
98.119.105. 221  |147.237.8.24 Lhited Sates elifestyle.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
80. 82. 78. 66 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Action

Ret r ansm ssi on

Packet dropped.

Sreaming Engine: TP Invalid i i ssi

79.176.109. 185 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | g =g nvalid segnent retransmssi on. drop 435
Ret r ansni ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34

209. 73. 141. 143 é{”&;‘/ym“s 147.237.77. 176 |mat pash. i of .i1 [dr op First packet isn't SN drop 24

107. 167. 102. 133|thited Sates  [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 19
Sreaming Engine: TGP Invalid i i ssi

174.64.97.238 |Wited Sates |147.237.76. 200 |ei tan. aka. i of . il 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 66. 186. 219 |l srael 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =9 Inval i d segnent retransmssi on. dr op 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

5.28.134.120  |Israel 147. 237.77. 243 |mobile. i f .| 9 =g nvalid segnent retransmssion. drop 11
Ret r ansni ssi on Packet dropped.

. . SYNretransmt wth different .

77.127.66.107 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 11
Sreaming Engine: TGP Invalid i i ssi

109. 253. 213. 78 |Israel 147. 237.77. 243 |mobile. i f . | 9 =g nvalid segnent retransmssion. drop 8
Ret r ansni ssi on Packet dropped.

84.109.3.6 | srael 147.237.77. 170 |maar achot . i of . i |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8

46. 19. 86. 30 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7

77.126.229.192 |l srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 7

79.180.48.131 |l srael 147.237. 72. 156 |anan.idf .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreaming Engine: TGP Invalid i i sSi

157.55.39. 194 |wited Sates  [147.237.72. 166 |aka idf il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

41. 33.232. 66 Egypt 147.237.77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6

37.26.148.246 |Israel 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

46. 19. 85. 236 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert 6

87.69. 2. 183 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreanmng Engine: TCP Invalid i i ssi

84.228.109. 250 |Israel 147.237.72. 166 |aka. i f .11 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 236 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TP Invalid i i ssi

40.77.167.39  |wited Sates  |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssi on. dr op 6
Ret r ansni ssi on Packet dropped.

Russi an e Sreaming Engine: TGP Invalid Invalid segnent retransnission.

141.8.132.112  [C 2o 147.237.72. 166 |aka. i df . i Ret 1 ansmi ssi on Packet dr opped. drop 6

87.69. 2. 183 I srael 147.237.72. 166 |aka i df .i 1 Bad TCP sequence I'nval i d ACK nunber alert 5

176.13.10. 158 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 5

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5

149.78.201.60 |l srael 147.237.77. 233 |atal idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5

212.179.21.194 |israel 147.237.77. 216 |dover.idf. il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

85. 65.114. 243 |l srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreanming Engine: TCP Invalid i i ssi

5.29. 242. 77 I'srael 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =9 Invalid segnent retransmssi on. dr op 4
Ret r ansni ssi on Packet dropped.

195.34.150.18 |Austria 147.237.77. 216 [dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4

79.181.29.102 |[Israel 147. 237. 72. 156 |anan. i df .i | drop First packet isn't SN drop 4

37.46. 39. 130 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber noni t or 4

84.228.175.185 |Israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4

46. 19. 86. 30 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreanmng Engine: TCP Invalid i i ssi

66.249.66. 145 |Lnited Sates  |147.237. 76. 200 |ei tan. aka i of il 9 =9 nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.

81.218.179. 155 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi

79.178.183. 134 | srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. dr op 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.177.134.67 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

149.78.46.11  |Israel 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =9 Inval i d segnent retransmssi on. dr op 3
Ret r ansni ssi on Packet dropped.

213.57.135.71 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect

62. 90. 147. 211 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop
Sreanmng Engine: TCP Invalid i i ssi

79.176.104.62 | srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi

79.181.18.196 | srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. dr op 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.177.207. 180 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.

5.102. 254. 154 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 3

Russi an Lo Sreaming Engine: TQP Invalid Invalid segnent retransmssion.

95. 108. 158. 167 e ot on 147.237.72. 166 |aka. i df . i | Ret r ansm ssi on Packet dr opped. drop 3
Sreaming Engine: TP Invalid i i ssi

217.132. 252.53 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

46.19.86.235  |Israel 147.237.72. 166 |aka. i df .| 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi

5.102. 254.230  |Israel 147. 237. 72. 166 |aka. i df . 9 =9 nvalid segnent retransmssi on. drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Count
37.26.148.151 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 126
79.183.114.3 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 89
37.26.148.151 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 45
79. 176. 109. 185 |l srael 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 40
174.64.97.238 |Whited Sates  |147.237.76.200ei tan. aka.idf . il Too My of the Sane Response Cbde (404) in Session from Bl ock 39
174. 64.97. 238
149.78.46.11  |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 4
46.118. 155. 216 |krai ne 147.237.77. 176 |nat pash. i df . i | Mil tipl e Lhaut hori zed URL Access from 46. 118. 155. 216 B ock 3
46.19. 85. 42 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13.3.51 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
66.249.69.26 |Israel 147.237.77.216|dover. i df . i | Mil ti pl e Unauthorized URL Access from 66. 249. 69. 26 B ock 2
89. 138. 114. 254 |I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
) . . Unaut hori zed URL Access to
72.9.148.10  |lited Sates  |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
5.28.134.120 |[lIsrael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock
79.179. 136. 226 |l srael 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None
77.126.229. 192 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
’ - . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |Lhited Sates  [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
109. 253. 213. 78 |l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Qode B ock 2
. . Distributed Lhaut hori zed URL Access on
95.86.105.45 |Israel 147.237.77. 216 |dover . i df . i | v i o i1/t tps: /v df i1/ Bl ock 1
) - . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |Lhited States  |147.237.77. 216 |dover. i df .| v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
37.26.148.151 |israel 147.237.0.19 |nadimatal .idf.il SSL Untraceabl e Connection - Cpen Mde None 1
149.78.46.11 |Israel 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock
79.177.123. 236 |I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
. . Uhknown Paraneter catid in
66. 249. 69. 93 | srael 147.237.72. 166 |aka. i df . i | whw aka. i df . i |/ nai n/ r abanut / gener al . aspx None 1
) - . D stributed Lhaut hori zed URL Access on
107.178.194. 87 [Wited Sates  [147.237.77.216 |dover. i df .i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
66.249. 64. 177 |l srael 147.237. 76. 147 |chi nuch. aka. i df . i | Whaut hori zed URL Access to waw chi nuch. aka. i df .il/404. ht m B ock 1
’ - . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |Lnited Sates  [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
79. 180. 119. 135 |I srael 147.237.77.243|nobi | e. i df . i | Unaut hori zed LRL Access to nobile.idf.il/nekudot/index Bl ock 1
) - . Unhaut hori zed URL Access to
40.77.167.88  |United Sates 147.237.76.86 |navy.idf. | vy navy. i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
5.29.204.203 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 1
. . . Uhaut hori zed URL Access to
113.87.32. 25 China 147.237.77. 176 [nat pash. i df . i | ww cogat . i df . i | / shar ed/ user cont r ol s/ header upper / Bl ock !
. . Unaut hori zed URL Access to
77.127.66. 107 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl e shar ed/ r eset . css B ock 1
95. 108. 158. 167 g{‘;‘::ﬂ on 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary B ock 1
- . Unaut hori zed URL Access to
66.249.69.26 |[Israel 147.237.77. 216 |dover . i df . i | vow i o i 1/ consol e corel doc. myr/i af org, i | B ock 1
46.118. 155. 216 |krai ne 147.237.77. 176 |nat pash. i df . i | PHP Att enpt B ock 1
’ . . - Unaut hori zed URL Access to
207.46.13.165 [lhited Sates [147.237.0.34 |tikshuv.idf.il vawy i kshuv. i of i1/t enpl at es/ gener al / general . aspx Bl ock 1
84.109.81.26 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
37.142.64.2 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S At ack None 1
. . Unknown Paranmeter _ VI EASTATEENCRYPTED i n
149.88.101.0 |[Israel 147.237.72. 166 |aka. i df . i | vow aka. i df .|/ nai v sachar / nar ki veysachar . aspx None 1
79.177.163.96 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
. . Unaut hori zed URL Access to
66.249. 78. 254 [l srael 147.237.72. 166 |aka. i df . i | voww aka, i of i |/ i 1V gi yus/ ww navy. i df i | Bl ock 1
. . Unaut hori zed URL Access to
2.54.173.29 I'srael 147.237.76.42 [refuah.idf.il 147. 237.76. 42/ shared/ cl i ent scri pt s/ ui /i 18n/j query-ui -i 18n. s Bl ock !
109. 64. 180. 84 |l srael 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None
93. 172. 140. 240 |I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
Unhaut hori zed URL Access to
66. 249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt's/j query. pl ugi ns/j query. scrol | fol | |Bl ock 1
oW js
79. 180. 124. 212 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
31.23.213. 234 :Z:::tnl on 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/nmazi'a=0 B ock 1
132. 74. 244. 135 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
m ny- kosher - kravi . id ing - : i
77.127.78.72  |israel 147.237.0.17 my Doubl e URL Encoding - paraneter: Feturnul in B ock 1
flil mny-kosher-kravi.idf.il/tenpl ates/| ogi n. aspx
105. 158. 40. 217 |Mor occo 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to wawidf.il/arr/ B ock 1
- . Unhaut hori zed URL Access to
66. 249. 69. 34 I'srael 147.237.77. 216 [dover . i df . i | wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
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