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|Top Attackers | n DDoS- Def ence |

12-18-2015-14:04:00 to 12-18-2015-15:04:00

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3108

109. 65. 102. 254 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets dr op 3

188. 138. 33. 34 Ger many 147.237.76. 39 nobi | e. nei tav.idf.il B ock Wp Al Nets drop 1

208. 67. 1. 66 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ock Wp Al Nets drop 1

188. 138. 33. 34 Ger nany 147.237.76. 42 refuah.idf.il B ock_Ulp Al Nets drop 1

185. 106. 94. 126 147.237.76. 38 eeneitav.idf.il B ock Wp Al Nets drop 1

208. 67. 1. 66 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock_Wp Al _Nets drop 1

188. 138. 33. 34 Ger many 147.237.76. 38 e.e.neitav.idf.il B ock_UWp Al _Nets dr op 1

208. 67. 1. 66 Lhited Sates 147.237.76. 38 e.eneitav.idf.il B ock Wp Al Nets drop 1




12-18-2015-14:04:00 to 12-18-2015-15:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
24.220.5. 234 Lhited Sates 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
162. 244. 15. 156 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1




12-18-2015-14:04:00 to 12-18-2015-15:04:00

|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

Feder at i on

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
31.180. 251. 102 |147. 237. 0. 200 |RSSI &N Ui of i | ET SCAN Potential SSH Scan 2
Federati on
31. 180. 251. 102 [147. 237. 76. 42 ?;Z:::{‘ion refuah.idf.il ET SCAN Potential SSH Scan 2
183.60.48.25 [147.237.76. 202 |Chi na e.halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
31.180. 251. 102 [147. 237. 0. 15 E;j::;”ion kosher -kravi .i df . il ET SCAN Potential SSH Scan 1
. - ET DC5 Large anmount of TCP ZeroWndow - Possible Nciller2
176.13.3.207 |147.237.76.30 |lsrael hi nush. i df .i | 1
DDos attack
5.141.196.155 |147.237.77.74 |RSSIan lawidf.il ET SCAN Potential SSH Scan 1
Feder at i on
94.102. 48.195 [147.237.0.200 |Netherlands . i df il ET SCAN NVAP -sS w ndow 1024 1
5.141.196. 155 |147.237.76. 42 gzz;;”ion refuah.idf.il ET SCAN Potential SSH Scan 1
58.253.96. 122 |147.237.8.46 |China e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.141.196.155 |147.237.0.200 |RSSIan Ui of i | ET SCAN Potential SSH Scan 1
Federati on
37.143.82.50 |147.237.76.86 |Netherlands navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
211. 215. 19. 235 [147. 237. 72. 166 Okfrea' Republ i C | o i i ET SCAN Potential SSH Scan 1
Russi an . . . .
31.180. 251. 102 |147.237.77. 235 | ° ~ o svivaidf.il ET SCAN Potential SSH Scan 1
211. 215. 19. 235 [147. 237. 72. 14 Okfrea' RepUbITC | yver i i1 (ol d) ET SCAN Potential SSH Scan 1
Russi an . . . .
31.180. 251. 102 |147. 237.76. 200 | __° ~ o eitan. aka.idf.il ET SCAN Potential SSH Scan 1
189 76.1. 156 1147 237 0.35 |mrasil akavs. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. Al . . 0. azl aAWns. | N .
Potential Scan or Brute Force
31.180. 251. 102 [147. 237. 76. 31 E;j::;”ion nakchal .i df . i | ET SCAN Potential SSH Scan 1
183.60.48.25 |147.237.77.216|hi na dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183.60.48.25 |147.237.76. 200 |Chi na eitan. aka idf.il ET SCAN Potential WNC Scan 5900- 5920 1
5.141.196. 155 |147.237.77. 227 ?;Z:::{‘ion e hanez. i df il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.8.45 |Netherlands e.eitanidf.il ET SCAN NVAP -sS w ndow 1024 1
5.141.196. 155 |147.237.76. 202 E;j::;”ion e halag.idf.il ET SCAN Potential SSH Scan 1
58.253.96. 122 [147.237.8.46 |China e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 4096 1
5.141.196. 155 |147.237.76.38 gzz;;”ion eemeitav.idf.il ET SCAN Potential SSH Scan 1
37.143.82.50 |147.237.76.86 |Netherlands navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
5.141.196. 155 [147.237.0.17 :3;3}0n mny- kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
37.143.82.50 |147.237.76.86 |Netherlands navy.idf.il ET SCAN NVAP -f -sS 1
211. 215. 19. 235 [147. 237. 72. 156 Okfrea' Republ i | o i i1 ET SCAN Potential SSH Scan 1
Russi an . . .
31.180. 251. 102 |147.237.77. 179 | __” ~ 0 e.nazi.idf.il ET SCAN Potential SSH Scan 1
. S ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
187.194. 99. 125 |147. 237. 76. 199 |Mexi co e.nakchal .idf.il i 1
Potential Scan or Brute Force
31.180. 251. 102 |147. 237.8. 28 |SSIan e.nobi | e-ks. i df il ET SCAN Potential SSH Scan 1




12-18-2015-14:04:00 to 12-18-2015-15:04:00

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
79.183.13.212 [ srael 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence SNretransmt with different moni tor |30
w ndow scal e

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30

46. 19. 86. 196 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 19
Sreamng Engine: TCP Invalid i i ssi

109. 253. 213.78 |l srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. 16
Ret r ansni ssi on Packet dropped.

87.68. 85. 10 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 15

87.68. 85. 10 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 15

46. 19. 86. 16 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 13
Sreaming Engine: TGP Invalid i i ssi

85.64.120.65  |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.

46.19. 85. 224 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
Sreaming Engine: TGP Invalid i i sSi

85. 65. 168. 227  |Israel 147.237.0.19 |madimatal .idf.il 9 =g nvalid segnent retransmssi on. drop 10
Ret r ansni ssi on Packet dropped.

213.57.128. 150 |lsrael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10

37.46. 39. 253 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 9

85.65.219. 188 [l srael 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 8

46. 19. 86. 77 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 7

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
Sreaming Engine: TGP Invalid i i ssi

79.179. 202. 232 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

93.172.140.71 | srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.177.102.23  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.

2.54.38.90 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i sSi

5.22.129.171  |Israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

reamn ine: TCP Invali i i ssi

79.180. 106. 116 |l srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

80. 246. 137. 211 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 66. 165. 189 | srael 147. 237.72. 166 |aka i df . i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

109. 67. 209. 233 | srael 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

reanmn ine: TCP Invali i i ssi

185.3.146. 140 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6

62.0.104. 162 I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5

77.125.7.48 I srael 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

41.66.172.8 South Africa 147.237. 77. 176 |nat pash. i df .i | dr op SAMrul e drop 4

62.90.147.211 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4

94.166.107. 181 [Italy 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop 4

37.46.39. 210 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor |4

46. 19. 85. 249 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d AGK nunber monitor |4

195. 34. 150. 18  |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data  |nonitor 4
Sreaming Engine: TGP Invalid i i sSi

176.13.20.251 |israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.

176. 13. 3. 207 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreamng Engine: TCP Invalid i i ssi

66.249.78.146 |United Qates  |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.

46. 19. 85. 224 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or

217. 132. 249. 181 |l srael 147.237.72. 166 |aka i df .i | drop First packet isn't SN drop

185.3.144.148 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi

46.19. 86. 55 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.

Russi an . .. |Streaming Engine: TCP Invalid Invalid segnent retransmssion.

130.193.51. 15 ration 147.237.76.200 |eitan. aka.idf.il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi

79.182.117.49 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

37.26.148.130 |l srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.19.86.196  |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

77.127.60.112  |israel 147. 237. 77. 243 |nubi l e.i df . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

149.78.41.203 | srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.

. . SYNVACK retransmt wth different .

213.57.129.15 |[Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence wi ndow scal e noni t or 3
Sreanming Engine: TCP Invalid i i ssi

79.177.112.28  |israel 147.237.72. 166 |aka i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.




12-18-2015-14:04:00 to 12-18-2015-15:04:00

A tacker

Attacker Address count ry Target Address |[Ste Signature

Streaming Engine: TCP Invalid |invalid segnent retransnission.

84.228.60.124 |lIsrael 147.237.72. 166 |aka. i df .i | ..
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

country Target Address |Site Sgnature Acti on ‘Count
2.54.61.178 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 302
2.54.61.178 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 256
2.54.61.178  |Israel 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Cbde (404) in Session from B ock 209
2.54.61.178
46.19. 85. 80 I srael 147.237.0.19 |madimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 133
46. 19. 85. 80 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 129
2.54.61.178 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 84
85. 65. 168. 227 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 29
46. 19. 85. 80 I srael 147.237.0.19 |[nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 27
46.19.86.253 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode Bl ock 23
46.19. 85. 80 | srael 147.237.0.19 |madimatal .idf.il Too Many of the Same Response Code (403) in Session from 8 ock 4
46.19. 85. 80
109. 253. 213. 78 |I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock
176.13.23.74 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
109. 253. 213. 78 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock
. . . D stributed Lhaut hori zed URL Access on
107.178.194. 87 |Lhited Sates |147.237.77.216|dover.idf.i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
85.250.59.80 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
. . . D stributed Lhaut hori zed URL Access on
204.13. 200. 200 |Uhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
109. 66.3.228 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . Unaut hori zed Met hod PCST for
185. 3. 146. 140 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ nai n/ r abanut / cont act us. aspx B ock 2
87. 68. 85. 10 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
207.46.13.145 |Whited Sates |147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock
. - Unaut hori zed URL Access to
66. 249. 69. 2 I 'srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
87.69. 127. 167 |Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
46. 19. 85. 95 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
207.46.13.180 |lhited Sates |147.237.77.216|dover.idf.il Dstributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
84.109.81.26 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
79.180. 187. 47 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
2.54.188.132 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
m ny- kosher - kravi . i j '
2.54.41.11 I srael 147. 237.0.17 ny-kosher-kravi.id|iilegal Paraneter Encoding rnd in . None 1
f.il mny-kosher-kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
66.249.78.97 |Israel 147.237.72. 166 [aka. i df . i | D stributed Waut hori zed URL Access on 147.237. 72. 166/ B ock 1
. . . Unaut hori zed URL Access to
66.249.66.21 |[Israel 147.237.77. 243 |nobi l e. i df . i | nobi l e, i df . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1761 B ock 1
213.8.204.12 |[Israel 147.237.76.31 |nakchal .idf.il PHP At t enpt B ock 1
80. 246. 136. 93 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
176.12. 136. 104 |l srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
77.126.14.113 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Unaut hori zed URL Access to
66.249.69.32  |Israel 147.237.77. 216 [dover. i df . i | 147, 237.77. 216/ 1133- 19550- he/ dover . aspx Bl ock 1
03 172 33.52 | srael 147.237. 72. 166 |aka. i df . i | Unhknown .Par anet er ctl00%ct | OO$9ph|Vh| n$cphSachar $ct | 60. x in None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
84.111.12. 77  |israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
46.19.86.208 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
] - - Unaut hori zed URL Access to
207.46.13.180 [lhited Sates |147.237.77.216|dover.idf .il vowei i1/ p storagel i1 es/ 9f si e220x0/ 16949 | pg B ock 1
. . Unaut hori zed URL Access to
79. 180. 233. 47 |l srael 147.237.72. 166 |aka. i df . i | vawn aka. | df i |/ i 1/ gi yus/ cont rol s/ at udal A B ock 1
. - Unaut hori zed URL Access to
5.29.167.206 |Israel 147.237.72. 156 |arman. i df . i | - i1/ bt tps: /v il B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover.i df . il waw, i df . i1/t enpl at es/ sendt of ri end/ kkkkkkk=3b95da62kkkkkkk_3b [B ock 1
95da62
m ny- kosher-kravi . id _ _
2.54.41.11 | srael 147.237.0. 17 £l Mitiple Illegal Paraneter Encoding from2.54.41. 11 None 1
66.249. 78. 153 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
85. 250. 234. 165 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock
. . . Unaut hori zed URL Access to
66. 249. 66. 84 |Israel 147.237.76.30 |hinush.idf.il chi mush. atal i df i1/ consol e/ core/ doc.ngr /nul | Bl ock 1
213.8.204.12 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to waw nakhal .idf.il/xmrpc. php B ock 1
207.46.13.131 |Whited Sates [147.237.77.216|dover.idf.il Mil tipl e Unhaut horized URL Access from 207.46. 13. 131 B ock 1
80. 246. 137. 211 [l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response CQode B ock 1
77.126.15. 123 |Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
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