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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3321

66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il TCP handshake viol ation, first packet not syn drop 1778

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn drop 430
2.54.142. 33 | srael 147.237.77. 216 dover.idf.il |SYNH ood unverified cookie drop 3

39. 116. 31. 53 Korea, Republic of 147.237. 8. 45 e.eitan.idf.i|lnvalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1




12-18-2015-13:04:09 to 12-18-2015-14:04:09

|Top Attackers In |D|

A tacker

‘Target Addr ess ount ry Signature
66.249. 64. 159 |147.237.77.74 [lhited Sates  [lawidf.il ET SCAN NVAP -sA (2) 2597
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent
L ET DO5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
213.151. 32. 163 |147. 237. 72. 166 |l srael aka.idf.il 2
attack
175.143.53. 17 |147.237. 72. 156 [l aysi a anan.idf.il ET SCAN NVAP -sS w ndow 2048 1
146.185.250. 2 [147.237.0.35 gzz:;”ion akave. i df. i ET SCAN NVAP -sS wi ndow 1024 1
46.19.86.116  |147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
175.143.53. 17 [147.237. 72. 156 |Mil aysi a aman. i df.il ET SCAN NMAP -sS wi ndow 4096 1
175. 143.53. 17 |147. 237. 72. 156 |\l aysi a aman. i df .l ET SCAN NVAP -f -sS 1
78.193.2.8 147.237.76.39 |Fance nobi l e.nei tav.idf.i [ET SCAN NVAP -sS w ndow 1024 1
- ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
60.246.93. 212 [147.237.76.31 |Macau nakchal .idf.il ) 1
Potential Scan or Brute Force
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|Top Attackers In FW |

At acker

Target Address ‘ Ste

‘Signature

Count ry

SYNretransmt wth different w ndow

84.229. 161. 201 |l srael 147.237.76.31 |nakchal .idf.i|Bad TCP sequence Al e noni t or 51
Sreamng Engine: TCP Invalid i i ssi

199.30.25.65 |Uhited Sates |147.237.77.234|hal ag.idf.il 9 =9 Invalid segnent retransmssion. drop 36
Ret r ansni ssi on Packet dropped.

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36

84. 229. 161. 201 |I srael 147.237.77. 216 |dover.idf .11 [Bad TOP sequence S retransmt with different wndow |oovor |18

46.117. 108. 108 |I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence ig;e”ansm” withdifferent wndow |ooiior |17

87.69. 108. 186 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 16

46. 19. 86. 16 I srael 147.237.72. 166 |aka idf.il |Bad TCP sequence Invalid ACK nunber noni t or 15

46.117. 108. 108 |I srael 147.237.76.42 |refuah.idf.il|Bad TOP sequence ig;e”ansm't with different wndow | ey 13
Sreamng Engine: TCP Invalid i i ssi

66.249.78.37 |Wited Sates |147.237.77.234|halag.idf.il 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i sSi

5.22.129.171 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

77.127.217.36 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.

79. 177. 153. 200 |l srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
Sreaning Engine: TP Invalid i i ssi

46.19.86.16  |Israel 147. 237.72. 166 |aka. i of . | 9 =9 Invalid segnent retransmission. drop 9
Ret r ansni ssi on Packet dropped.

46.19.85.107  [Israel 147.237.76.30 |hinush.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 9

212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8

212.235.28.71 |Israel 147.237.76.86 [navy.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 8

46.19.86.141 [Israel 147.237.72. 156 |laman.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7

79.179. 207.53 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6

213.57. 141. 124 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6

79.179. 207. 53 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 6

87.68. 85. 10 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber aert 6

41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6

87.68. 85. 10 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6

46.19.85.107 |israel 147.237.76.30 |hinush.idf.il|SYN Attack SYN - > SYN-ACK -> RST rej ect 5

94. 230. 86. 183 |l srael 147.237.77.233|atal .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4

212.235.28.71 |[lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 4

89. 204. 155. 105 |Ger nany 147.237.77. 216 |dover.idf.il [SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 4

213.57. 128. 210 (I srael 147.237.77.234|halag.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4

195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
Sreaning Engine: TCP Invalid i i ssi

66.249.60.93 |United Sates |147.237.72. 166 |akaicf. il 9 =g Invalid segnent retransmssion. dr op 4
Ret r ansni ssi on Packet dropped.

2.54.155.156 |Israel 147.237.72. 166 |aka.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i SSi

176.13.3.235 |Israel 147. 237. 77. 243 |nobi | e. i of . i | 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.181.10.56 |l srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.

185.3.144.47  |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TP Invalid i i ssi

84.228.9.167 |Israel 147. 237.72. 166 |aka. i of . | 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

46.19.85.107 | srael 147.237.76.30 |himush.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

82.81.4.127  |israel 147. 237.72. 166 |aka. i of . | 9 =9 Invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.

46.19.86.109 [Israel 147.237.76.31 |nakchal .idf.i|Bad TCP sequence Invalid ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi

79.176.172.61 |l srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dropped.

185. 3. 144. 148 |l srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TCP Invalid i i SSi

2.52.142.91  [Israel 147.237.77. 243 |nobi l e i i | 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79. 177. 153. 200 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

5.22.129.161 |[Israel 147.237.76.42 [refuah.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or

2.54.19. 150 I st ael 147.237.72.166 |aka.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect

213.57.137.33 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout alert
Sreamng Engine: TCP Invalid i i SSi

37.26.147.252 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.180. 27. 202 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.

109. 67. 13. 142 | srael 147.237.72. 166 |aka.icf.il |Bad TCP sequence Invalid ACK nunber noni t or

94. 230. 86. 183 [l srael 147.237.76.31 |nakchal.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or

185. 3. 144. 47  |Israel 147.237.76.42 [refuah.idf.il|Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
2.54.61.178 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 86
176. 13. 16. 69 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 28
37. 46. 45. 181 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 8
176.13.2.5 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
77.127.66.9 I srael 147.237.72. 166 |aka. i df . i | Ml ti pl e Wnaut horized Method for Known URL from 77.127.66.9 B ock 5
176. 13. 3. 235 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 168 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.142.131.107 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/nain/ haredi i undefi ned B ock 3
176.13. 0. 181 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
54.186.248.49 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/1294-he/ v idf . il Bl ock 2
2.54.133.94 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
95. 86. 84. 50 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to ww i df.il/894-he B ock 2
176.12.148.32 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
212.34.12.118 |Jordan 147.237.77. 216 |dover.i df . i | Miltiple Illegal HITP Version from212. 34. 12. 118 B ock 2
85. 65. 168. 227 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
212.34.12.118 |Jordan 147.237.77.216|dover.i df .i | Mil tiple Malformed URL from212.34. 12,118 Bl ock 2
80. 246. 136. 198 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
212.34.12.118 [Jordan 147.237.77. 216 |dover.idf .i | Mil tipl e Unknown HTTP Request Method from 212. 34. 12, 118 B ock 2
79.183.123.29 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
157.55.39. 194 |lhited Sates [147.237.72.166|aka.idf.il PHP Attenpt B ock 1
66.249. 78.104 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
94.107.195. 114 [Bel gi um 147.237.77. 176 |nat pash. i df . i | mué:gzti.??. m‘sips;?i?a;;ﬂ | sl & 4616, 00 Bl ock 1
37.26.148.204 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
212.34.12.118 |Jordan 147.237.77. 216 |dover . i df . i | Ilegal HITP \ersion B ock
84.228.61.204 |lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock
79.178.10.14  |israel 147.237.72. 166 |aka. i df . i | mnaifi ';fa_ri""lr}er:a?rn/ qumeEmeDaslpl None 1
66. 249. 78. 20 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. txt B ock 1
109. 65. 119. 222 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
87. 68. 85. 10 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
212.34.12.118 |Jordan 147.237.77.216|dover. i df .i | Uhknown HTTP Request Method .aspx in URL waw idf.ilhttp/1.1 B ock 1
188. 120. 148. 202|1 sr ael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/ undef i ned B ock 1
79.183.196. 206 |[lIsrael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
157.55.39.194 |lhited Sates |147.237.72. 166 |aka.idf .i | LAJBit/;f :('YZES AL;:(; fc\f::;/; )‘('“.’Y.W/{dagz Ldf. 1T/ mai n/ giyus/ > xYARAC XY g o 1
68.180.228.175 |lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8919- he/ r ef uah. aspx  |Bl ock 1
66.249.66.131 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
212.34.12.118 |Jordan 147.237.77.216|dover.i df .i | Mal formed URL http/1.1 Bl ock 1
84.229. 38. 83 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.178.193. 167 |Israel 147.237.72. 166 |aka. i df . i | mnai‘g‘_“i dea.riallr/Ten;ie;/ S;C\rfwﬁ?f;ma;? on. asp None 1
2.52.181.184 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None

176. 13. 3. 235 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
149. 88. 91. 96 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
66.249.78.27  |israel 147.237.76.31 |nakchal .idf.il ﬂ?ugggr;éegﬂﬁagggfsﬁa:g /e 1 hi sl 056, png Bl ock 1
87. 69. 190. 81 | srael 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw anan. idf.il/https:/ww arman.idf.il/ B ock 1
46.117.18.3 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
5.22.129.161  [Israel 147.237.76.42 |refuah.idf.il ﬂ?f’tzgﬂr_';;dllﬁpsfffiuﬁ_i con- pr econposed. png Bl ock 1
192. 115. 85. 252 |l srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
80. 246. 130. 136 I srael 147.237.72. 166 |aka. i df . i | m“;griidzf‘ijl /Uj; f:rffrf;ntlzel ect usert ype. asp Bl ock 1
74.82.47.2 Lhited Sates |147.237.72.166|aka.idf .il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.66.191  [lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1627- he/ r ef uah. aspx B ock 1
107.178.194.79 Wited Sates [147.237.77.216|dover . idf .| D stri buted ff;;_fg;gfﬂeﬁvﬁc_fspﬁ” Bl ock 1
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