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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3606
204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ock Np Al Net drop 2
207. 46. 13. 180 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 198 e. yohal an.idf.il B ock Np All Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ock Np Al Net drop 2
208. 67. 1. 66 Lhited Sates 147.237. 76. 197 e hinush.idf.il B ock Np Al Net drop 1
203. 170. 107. 73 Korea, Republic of 147.237.76. 42 refuah.idf.il ock Wp Al _Nets drop 1
41. 33. 231. 90 Egypt 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
208. 67. 1. 66 Lhited Sates 147. 237. 76. 202 e halag.idf.il B ock Np All Net drop 1
203.170. 107. 73 Korea, Republic of 147.237.76. 148 gocenter.aka.idf.il Bl ock Udp Al Nets drop 1
94.102. 56. 238 Net her | ands 147. 237. 76. 147 chi nuch. aka.idf.il Bl ock_Udp Al _Nets drop 1
208. 67. 1. 66 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al Net drop 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

93. 114. 64. 76 147. 237. 77. 216 |Romani a dover.idf.il Tehila - Perl LW with fake user agent 22
213.57.57.152 |147.237.76.86 |Israel navy. i df.il SERVER VRAPP apache directory discl osure attenpt 18
213.57.57.152  |147.237.76.86 |lIsrael navy. i df il GPL WB SERVER apache directory di scl osure attenpt 17
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.78.146 |147.237.72.166|Wited Sates |[aka idf.il ET SCAN NVAP -sA (2) 2
80. 82. 64. 141 147.237.77. 61 |Nether| ands e.cogat.idf.il |ET SCAN Potential SSH Scan 1
, L SERVER APACHE Apache nod_ssl non-SSL connection to SSL port deni al
66.249.78.158 |147.237.72.166 |Lhited Sates |aka idf.il ) - 1
of service attenpt
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
61.224.113.73 |[147.237.0.33 |Taiwan idf.il ) 1
Potential Scan or Brute Force
183. 82. 106. 200 |147.237.77.216|India dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
103. 254. 207. 66 |147.237.0.35 |india akaws. i df . il . 1
Potential Scan or Brute Force
91. 201. 236. 113 |147. 237.76.86 |lkrai ne navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 64. 141 147.237.72. 14 |Netherl ands dover.idf.il (ol dET SCAN Potential SSH Scan 1
, _ .. |ET SCAN Behavi oral Uusual Iy fast inbound Tel net Gonnecti ons,
189. 219. 239. 208(147. 237. 0. 34 Mexi co tikshuv.idf.il . 1
Potential Scan or Brute Force
183. 82. 106. 200 |147.237.77.216|India dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address
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Signature

Devi ce

Country

SYNretransmt wth different w ndow

Action
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46.120. 115. 114 [israel 147.237.72.167 |ishurimaka.i of .i|Bad TCP sequence cal e nonitor  |104
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
95.199. 1. 62 Sweden 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 32
46.19. 85. 23 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber moni tor |31
46. 19. 86. 16 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |17
79.176.112.48 |israel 147.237.77. 234 |hal ag.i of .1 Bad TCP sequence i;;e”a"s”“ withdifferent wndow pivor |14
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 13
Sreaning Engine: TCP Invalid i i ssi
37.26.149.212 |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segment retransmssion. Packet | 12
Ret r ansni ssi on dr opped.
Sreaning Engine: TGP Invalid ' i ssi
46.19. 85. 45 I'srael 147. 237.77. 243 |mwbi le. i f . i 9 =9 Invalid segnent retransmssion. Packet |, . 12
Ret r ansni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
37.142.132. 165 |Israel 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segment retransmssion. Packet | 12
Ret r ansni ssi on dr opped.
213.57.57.152  |israel 147.237.76.86 |navy.idf.il Command | nj ecti on ,C‘S’ha'dmo\?v Injection detected in R oo 10
s " URL | ength exceeded al | oned .
213.57.57.152 |lsrael 147.237.76.86 |navy.idf.il HITP Fornat S zes maxi mum | ength of 2048 byt es noni t or 9
Sreaning Engine: TGP Invalid ' i ssi
46.120. 240. 101 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. Packet |, . 9
Ret r ansni ssi on dr opped.
213.57.57.152 |lIsrael 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or
46. 19. 85. 139 | srael 147.237.72. 167 |ishurimaka.idf.i[SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54.42.29 I srael 147.237.0.19 |nadi matal.idf.il[SYN Attack SYN -> SYN-ACK -> RST rej ect
79.176.112.48 |israel 147.237.77. 233 |atal i df i Bad TCP sequence i;';e”ansmt wth different wndow | oior s
62. 0. 200. 166 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop 8
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
212.179. 218. 166|l srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 7
46. 19. 86. 140 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber moni tor |7
46.120.115.114 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence ig;e“ansm't wth different window |.ovor |7
46.117.244.101 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |6
Sreaning Engine: TQP Invalid i i ssi
79.180. 251. 186 || srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Packet |, ., 6
Ret r ansni ssi on dr opped.
46. 19. 85. 14 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TGP Invalid ' i ssi
77.125.114. 163 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.
46. 19. 85. 232 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
Sreaning Engine: TCP Invalid i i SSi
109. 65.17. 147 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. Packet |, . 6
Ret r ansni ssi on dr opped.
46. 19. 85. 186 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 211 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
' Sreaning Engine: TGP Invalid ' i ssi
5.255. 253, 188 |Ussian 147. 237. 72. 166 |aka i df . i | 9 =9 Invalid segnent retransmssion. Packet |, . 6
Federati on Ret r ansni ssi on dr opped.
46. 19. 85. 186 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
41. 33.232. 66 Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
Sreaning Engine: TGP Invalid i i ssi
109. 66.30. 151 |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. Packet |, ., 6
Ret r ansmi ssi on dr opped.
46. 19. 85. 232 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid ' i ssi
149.78.31.181 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. Packet |, . 6
Ret r ansni ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
185.3.146.252 |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segment retransmssion. Packet | 6
Ret r ansni ssi on dr opped.
46.117.244.101 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber alert
46.19. 85. 14 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
46.19.85.232  |israel 147. 237.72. 166 |aka. i df . Bad TCP sequence SINACK retransmt with different monitor |5
w ndow scal e
85. 250. 110. 221 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different window | onivor s
46. 19. 85. 201 I srael 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 232 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 85. 186 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |4
176.13. 1. 82 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |4
195.34.150.18  |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |4
84.229.161. 201 |Israel 147.237.76.31 |nakchal .idf.il |Bad TCP sequence ig;e“ansm't wth different window |ooior |4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df .il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TGP Invalid i i ssi
207.46.13.65  |United Qates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. Packet |, ., 4
Ret r ansni ssi on dr opped.
54.244.22.103 |lhited Sates |147.237.77.176 |natpash.idf.il drop Frst packet isn't SYN drop 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
213.57.57.152 |l srael 147.237.76.86 |navy.idf.il Mil tipl e Unauthorized URL Access from 213.57.57. 152 Block [1012
213.57.57.152 |[Israel 147.237.76.86 |navy.idf.il Too Many of the Same Response Code (404) in Session from213.57.57.152 |Bock  |581
217.132.29.98 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 144
217.132.29.98 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Too Many of the Sane Response Code (404) in Session from217.132.29.98 |H ock 33
2.54.186. 47 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bock |28
2.54.42.29 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
213.57.57.152 |Israel 147.237.76.86 |navy.idf.il Mil tiple Abnormal |y Long Request from 213.57.57. 152 B ock 25
93.114. 64. 76 Romani a [147.237.77.216|dover.idf . il Mul ti pl e Unaut hori zed URL Access from 93.114. 64. 76 B ock 15
93. 114. 64. 76 Rormani a [147.237.77.216|dover.idf .il Ostributed PHP At tenpt B ock 14
109. 253. 220. 93 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
213.57.57.152 [Israel 147.237.76.86 |navy.idf.il Mil ti pl e WEB-M SC apache DCS attenpt (+) from213.57.57. 152 Bl ock 8
84.108. 138. 120 |[lsrael 147.237.77.243|mobi l e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/sachar/index B ock 8
46.120. 115. 114 [l srael 147.237.72.167|i shuri maka. i df . i|Mil tipl e M forned HTTP Header Line from 46.120. 115. 114 Bl ock 6
46.120.115. 114 |Israel 147.237.72.167|i shuri maka. i df . i[Mil tiple Ml formed URL from46.120. 115. 114 Bock [6
46.120. 115. 114 |Israel 147.237.72.167i shurimaka. i df . i|Mi tiple Il1egal Byte Gode Character in Header Val ue froma46. 120. 115, 114 B ock 6
46.120. 115. 114 [l srael 147.237.72.167i shuri maka. i df . i|Mil tiple NLLL Character in Header Nane from 46.120. 115. 114 Bl ock 6
46.120.115. 114 |Israel 147.237.72.167|i shurimaka. i df . i|[Miltiple Il egal Byte Qode Character in Method from46. 120. 115. 114 Bock [6
46.120. 115. 114 [l srael 147.237.72.167|i shuri maka. i df . i|Mil ti pl e Unknown HTTP Request Met hod from 46. 120. 115. 114 B ock 6
46.120. 115. 114 [l srael 147.237.72.167|i shuri maka. i df . i|Mil tipl e Abnormal Iy Long Header Line from46.120.115. 114 Bl ock 6
46.120.115. 114 |Israel 147.237.72.167|i shurimaka. i df . i|[MiItiple IIlegal Byte Code Character in Header Name from46. 120. 115. 114 Bock |[5
46.120. 115. 114 |Israel 147.237.72. 167 i shuri maka. i df . i|Mil ti pl e Abnormal |y Long Request from 46. 120. 115. 114 B ock 5
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover.idf .il Mil tiple Uauthorized URL Access from 46. 118. 155. 216 B ock 3
46.120.115. 114 |Israel 147.237.72.167|i shuri maka. i df . i|Ostributed 111egal Byte Qode Character in LR Bock |[3
54.244.22.103 g];::: 147.237. 76. 147 |chi nuch. aka. i df . i|Di stri buted Suspi ci ous Response Code_Qust om Tenpor ary B ock 3
79.179.33.180 |[lIsrael 147.237.77. 170 [naar achot . i df . i | |Waut hori zed HTTP Met hod Bl ock 3
204.13.200.200 "1 1147, 237. 77. 216 |dover . i df . D stri buted lT;;f;g;;?ﬂe/u:;Vi‘;‘ffsp;” Bock |2
2.54.191. 237 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 45 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bock |2
79.180.251. 186 |[lIsrael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 2
79.179.33.180 |Israel 147.237.77. 170 |maarachot . i df . i | |Mil tipl e Unaut hori zed URL Access from 79. 179. 33. 180 B ock 2
149. 88. 149. 209 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
79.181.168.78 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 79. 181. 168. 78 B ock 2
109. 66. 153.52 |l srael 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to wwwu | aw idf.il/resourcel userfol | ow esource/ create/ |B ock 2
79.176.112.48 |Israel  [147.237.77.234|hal ag. i df . i o ;gg“;?dzﬁffﬁggsﬁiaﬁlﬁffsef 1‘_’% . Bock |1
217.132.29.98 |[lIsrael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 1
46.120.115. 114 [l srael 147.237.72.167]|i shurimaka. i df . i|l11egal Byte Gode Character in Header Val ue B ock 1
46.19. 86. 139 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
93.173.170.88 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
66.249. 66. 149 [l srael 147.237.76.200|ei tan. aka. i df . i | |Uknown Paraneter searchText in ww eitan. aka.idf.il/1085-en/ eitan. aspx None 1
80. 246. 137. 202 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1

Illegal URL Path Encoding Ata€?a€éx§§za€;j8xu2{A?x-xaATMS[[#16]]{AE

xENAYAYRE™; Ax &+ Oa-Aq [ [#21] ] A>x? Ecenbx2a€ i

°=zx@BhOVi t * O sdf xtxce[ [ #2] ] a€° %" A20-: x"ASOY/x| 6A»a€"AYs &€

¢7/[[#27]]" oA A8x2A«AZAce8A«a 2 O Avy Asa,~AcaE”
46.120. 115. 114 |l srael 147.237.72. 167 i shuri maka. i df . i |AN[[#1] ] rvx?xex3 o4 [ #24] ] 02 [ #16] | A- x¢a,-A2r 0€T [#23]] O ASC7a, B ock 1

a[[#22]] $Ecexj sxfAC[ [ #19] ] nAAZASQUALxEx® (} O \ AxxoAZ] [ #23] | A A a€

?A°A, . Acea€Znag€tAced~@VA x?[[#20]] A ATGO Etft Aox™) x:

q[j #25] | A A><i£é€° n><ij qxoe[l[ #f18] ] &€°[ [ #25] ] ng* ccvET) r Efi [ [ #23] ] Acej 42

‘PA nu, 4E7AZ) A€71 Ax4l O A-[[#31]]
122. 160. 165. 209|I ndi a 147.237.77.216|dover.idf . il Dstributed PHP At enpt B ock 1
79.179.33.180 |[Israel 147.237.77. 170 |maar achot . i df . i | |Waut hori zed URL Access to maarachot.idf.il/sip storagel/files/ 4 B ock 1
213.57.169. 195 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ | ayout . css B ock 1
46.120. 115. 114 |[Israel 147.237.72.167|i shuri maka. i df . i]Abnornal |y Long Header Line request header nane B ock 1
107.178.104. 87 |11 |147.237. 7. 216 |dover . i df . D stri utec ll‘f;;_t;gégg?ﬂeﬁvi‘;ffspzn Bock |1
66.249.78.234 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1

NULL Character in Method é\"(Aiéll A h7>pD AQAE[ [ #17]1 A qJAS

A2R2[ [ #16] ] AR2AALA_Act A¥aEA'A, o o i
46.120. 115. 114 |Israel 147.237.72.167|i shuri maka. i df . i [G[éfﬂ,] z@?ﬁfﬁéﬁ%ﬁ&ﬁ[iﬁ ][ ,[ fﬁﬁ %%@Agg[gizegég;émm[#& IA Bl ock 1

VAC AYE [ #23] | YA AceAZ[ [ #0] ] AZ{ [ [#21] ] A...@™ A5z[ [ #26] | DA?pA

-A A @[ #4] ] ALA.. #A- A-BecA- [ [ #18] ] f A [#15]]) A A¥s
208.184.112.74 |11 1147, 237. 77. 216 |dover . i df . D stri utec ll‘f;;_t;gégg?ﬂeﬁvi‘;ffspzn Bock |1
37.26.148.210 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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