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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3502
37.26. 146. 154 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ation-d i f orward 122
216.177.129. 165 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 58
66. 249. 69. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 6
178.57. 216. 17 Russi an Federation 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 2
216.177.129. 165 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
185. 106. 94. 126 147. 237. 76. 200 eitan.aka.idf.il |Bock Wdp Al Nets drop 1
123.151. 42. 61 Chi na 147.237.76. 197 e.hinush.idf.il |Bock Udp AIll _Nets Con Limt drop 1
194.177.16.3 | srael 147.237. 76. 86 navy.idf.il Bl ock Udp All Nets drop 1
213.57.139. 98 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry  [Target Address |Site |Sgnature Devi ce Action |Oount |
123.126.113.80 |China 147.237.72.166 |aka.idf.il |ClL03: HTTP. User Agent Sogou+web+spi der B ock 1
61. 160. 207. 52 Chi na 147.237.77.216 |dover.idf.il [9221: HTTP. PUT Method Execution over HTTP/ \bDAV B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
176.12.138. 145 (147.237.0.19 |Israel madi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 3
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
108. 61. 96. 127  |147.237.8.27 |Australia e.nadimatal .idf.il ET SCAN Potential SSH Scan 2
66. 249. 69. 34 147.237.72.166|Wited Sates  |aka.idf.il ET SCAN NVAP -sA (2) 2
66.249.78.172 |147.237.72.166 |Lhited Sates  |aka idf.il SERVER APAO_E Apac'he mod_ss| non-SSL connection to SS 1
port denial of service attenpt
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TGP D stributed Portscan 1
113. 106. 129. 219|147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
113. 106. 129. 219|147. 237. 76. 39 |Chi na nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
78.193.2.8 147.237.8.45 |Rance eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
37.26.149.204 |147.237.0.19 |[lIsrael madi matal .idf.il ET SCAN Possible SS. Brute Force attack or Ste Gaw 1
201. 166. 248. 135|147. 237. 72. 156 |Mexi co aman.idf.il ET SOAN Behavi oral Uhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
113.109. 112. 72 |147.237.76.38 |China eeneitav.idf.il ET SCAN Behavi oral Uhusual | y fast inbound Tel et 1
Gonnections, Potential Scan or Brute Force
113. 106. 129. 219|147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
113.106. 129. 219|147.237.0. 17 |Chi na mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
85.143.220. 201 [147.237.0.35 |SSIan akave. i df .i ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
reanmn ine: TCP Invali i i ssi
37.26.149.212 |Israel 147. 237.76. 200 |ei tan aka i o i1 || S2M NG Engine: TP Invalid invalid segnent retransmissi on. drop 312
Ret r ansm ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 131
216.177.129. 165|lhited Sates [147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 60
Sreanmng Engine: TCP Invalid i i ssi
2.54.129. 21 I'srael 147.237.0.19  |madimatal.idf.il 9 =9 Invalid segnent retransmssion. drop 48
Ret r ansm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
37.26.149.212 |lIsrael 147.237.8.45 |e.eitan.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 24
62. 0. 200. 166 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 20
Sreaming Engine: TGP Invalid i i ssi
109. 67.52.129 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmission. drop 12
Ret r ansni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
46.19.85.169  |israel 147. 237. 76. 200 |ei tan. aka. i of .| 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dropped.
37.26.149.212 |lsrael 147.237.8.45 |eeitan.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 11
62.0.197. 217 | srael 147.237.76.30 |[hinush.idf.il drop First packet isn't SN drop 11
94.226.170.12  |Bel gi um 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber aert 10
94.226.170.12  |Bel gi um 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
reanmn ine: TCP Invali i i ssi
46.19.85.195  |israel 147237, 72. 167 |i shurimaka i i | ' SAM NG Engine: TCP Invalid invalid segrent retransnissi on. dr op 9
Ret r ansm ssi on Packet dropped.
93.173.189. 150 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
94.230.86.183 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
77.125.144. 145 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.179. 136. 148 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.229.152.27 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
2.54.156. 11 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 168 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber aert 6
41. 33. 232. 66 Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
46. 19. 85. 168 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 6
reanmn ine: TCP Invali i i ssi
84.228.2.226  |Israel 147.237.77. 243 |mobi L e i 11 | €M NG Engi ne: TP alid invalid segnent retransnission, drop 6
Ret r ansm ssi on Packet dropped.
76.190. 244. 248 |lhited Sates |[147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 6
reaming BEngi ne: TCP Invali i i ssi
2.52.3.119 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 154 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or
94.230.86.183 |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 195 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Inval i d ACK nunber noni t or
Sreamng BEngine: TCP Invalid
66. 249. 78. 201 Lhited Sates |147.237.76.31 |nakchal .idf.il 9 9 Invalid checksum Packet dropped. |[drop 5
Checksum
46. 19. 85. 140 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 141 I srael 147.237.77. 170 [mmarachot . i df .i1 |[Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 128 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
216.177.129. 165|lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
188. 120. 148. 165! srael 147. 237.77. 216 |dover.i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
79.176. 60. 113  |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46.19. 85. 140 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber aert 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 4
Sreaming Engine: TGP Invalid i i Ssi
37.26.146.240 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid
66.249.78.201 |lsrael 147.237.76.31 |nakchal .idf.il 9 =g Invalid checksum Packet dropped. |[drop 3
Checksum
80.246.139.25 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop
2.54.156. 11 | srael 147.237.72. 166 |aka. i df il Bad TCP sequence I'nval i d sequence nunier noni t or
Sreaming Engine: TGP Invalid i i ssi
46.19.86.253  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dropped.
2.52.57.232 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
31.168.206.91 |Israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
80.246.139.25 |[lIsrael 147.237.72. 156 |anan. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreanmng Engine: TCP Invalid i i ssi
37.26.147.174  |israel 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19. 86. 18 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
5.29.218.34 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber noni t or 3
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |[Site Sgnature Action ‘Count
37.26.149.212 |[Israel 147.237.76.200(ei tan. aka. i df . i | D stributed Too Many of the Sane Response Code (404) B ock 1928
46.19.85.131 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 295
46.19.85.131 |Israel 147.237.0.19 [madi matal .idf.il Dstributed Suspicious Response Code B ock 258
176. 12. 138. 145 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 124
176. 12. 138. 145 |I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 104
2.54.129. 21 I srael 147.237.0.19 [madi matal .idf.il Dstributed Suspicious Response Code B ock 89
176. 12. 138. 145 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 56
46.19.85.201 |[lIsrael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 56
46.19.85.131 |Israel 147.237.0.19 [madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 54
37.26.149. 204 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 50
176.12.142. 25 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 30
46.19.85.201 |lsrael 147.237.0.19 [madi matal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 16
46.19.85.201 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
58. 248. 103. 201 |Chi na 147.237.77. 170 |n@ar achot . i df . i | PHP At t enpt B ock 5
46.118. 155. 216 |krai ne 147.237.77.74 [lawidf.il Ml ti pl e Unaut horized URL Access from 46. 118. 155. 216 B ock 3
176.13.8.166 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.11. 139 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
58. 248. 103. 201 |thi na 147.237.77. 170 [maar achot . i df . i | Ml ti pl e Unhaut horized URL Access from 58.248. 103. 201 B ock 3
2.52.58.91 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.121.65.51 |[lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 3
176.13.17.83 |[Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 3
204. 13. 200. 200 |Ui ted Qates [147. 237. 77. 216 |dover . i df . i | D stri bt oc 1?;;2;&;;?&%&??:&” Bock |2
176. 12. 150. 60 [l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 2
107. 178.194. 79 |Uhited States [147. 237. 77. 216 [dover . i df . i | w111 1155, 25461 nel dover. s Bock |2
79.182.15.84 |lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
107. 178. 194. 83 |Uhited Sates [147. 237. 77. 216 [dover . i df . i | Dstri buted 1Li‘g‘;t;§gggeﬂe%viﬁcf:pf” Bock |2
84.229.63.59 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DS Atack None 2
85. 65. 185. 168 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL B ock 2
77.126. 215. 103 || st ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
58. 248. 103. 201 |Chi na 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed URL Access to maarachot.idf.il/plus/downl oad. php B ock 2
95. 86. 68. 5 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/https: /v idf.il/ B ock 1
46.117. 212. 144 [ srael 147.237.0.17 (rjnfr?ll kosher-kravi i . i pied touble R Encod ng B ock 1
81.218. 162. 173 |I srael 147.237.72. 166 |aka. i df . i | m”:kmglﬁr?ﬁtng mczgfﬁiit;angfgg‘fis;‘chhsachar$Ct' 09in None 1
66.249.78.20 |[Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
31. 168. 239. 231 |I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw aran. idf.il/https:/ww aman.idf.il/ |B ock 1
176.13.7.8 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46. 210. 188. 201 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
109. 67. 121. 131 |l srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77. 233/ 1134-he/ at al . aspx B ock 1
87. 68. 65. 64 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19.85.201 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:‘:ﬂfsz . t’;eggfﬁsem‘;tesu <t ohi 1 ddocunent s/ 1071 Bl ock 1
79. 180. 8. 65 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1
37.26.149. 212 |Israel 147.237.76.200(ei tan. aka. i df . i | Uhaut hori zed URL Access to waw ei tan. aka. i df.il/404. aspx B ock 1
185. 27. 105. 168 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
2.54.97. 231 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
66.249. 66. 84 |Israel 147.237.76.30 |hi nush.idf.il Uhaut hori zed LRL Access to chinush.atal.idf.il/tenpl ates/news/null  [B ock 1
Paraneter Type Mol ation
95. 86. 96. 19 I srael 147.237.77. 216 |dover . i df . i | ct | 00$Qont ent P aceHol der 1$ucNewsH ashCont r ol $t xt Search in B ock 1
waw i df . i | /1153- he/ dover . aspx
208.184. 112. 74 |Ui ted Qates [147. 237. 77. 216 |dover. i df . i | D stri bt oc lfggfggzgfﬁeﬁvﬁff;ﬁn Bock |1
84.108.12.181 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.78.172 |Israel 147. 237.72. 166 |aka. i df . i | %ﬁgﬁﬂf&?ﬂﬂfg Protocol violation None 1
37.26.146. 173 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1275-he/ at al . aspx B ock 1
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