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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 69. 34 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 17926
66. 249. 69. 93 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 5560
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3170

40. 77. 167. 45 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2

93. 158. 203. 169 Net her | ands 147.237. 76. 30 hi nush. i df.il B ock Np Al _Net drop 1

66. 249. 69. 34 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

208. 73. 206. 243 147.237. 76. 147 chinuch. aka.idf.il |B ock Ulp Al _Nets drop 1

208. 73. 206. 243 147.237. 76. 148 ggcenter.aka. idf.il|B ock Wdp All _Nets dr op 1

66. 87. 3. 122 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 10
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 69. 93 147.237.72.166|Wited Sates  [aka idf.il ET SCAN NVAP -sA (2) 2
201 173.66.49 147 237 72. 14 |vexi co dover. i df i1 (ol d) ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . X N N .
Potential Scan or Brute Force
192. 162. 100. 148|147. 237. 0. 35 gzzg}m akavs. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
_ L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
177.229. 138. 238|147. 237. 77. 74 |Mexi co lawidf.il . 1
Potential Scan or Brute Force
177. 158. 245. 251(147.237.8.50 |Brazil etikshuv.idf.il |ET SCAN NMAP -sS w ndow 2048 1
108.61. 96. 127  |147.237.0.200 |Australia mdu. i df.il ET SCAN Potential SSH Scan 1
40.115.58.160 |[147.237.8.27 |Uited Sates e.madimatal .idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
177. 229. 138. 238|147. 237. 77. 233 |Mexi co atal.idf.il ) 1
Potential Scan or Brute Force
177.158. 245. 251(147.237.8.50 |Brazil etikshuv.idf.il |ET SCAN NMAP -sS w ndow 3072 1
177. 158. 245. 251|147.237.8.50 |Razil e.tikshuv.idf.il |ET SCAN NMAP -f -sS 1
, o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
86. 82. 145. 196 147. 237. 76. 30 |Net herl ands hi nush.idf.il 1
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|Top Attackers In FW |

‘Attacker Country‘Target Address [Ste Signature z\t/:(c:)i
5.22.9.50 'F;a”’ tstame {147 537 77. 216 |dover. i df .i 1 Bad TCP sequence Inval i d ACK nurber monitor (33
publ i ¢ of
37.26.149.212 |israel 147, 237, 76. 200 |ei tan. aka i of i1 || €M NG Engine: TCP Invalid Jinvalid segnent retransmssion drop 33
Ret r ansni ssi on Packet dr opped.
5.22.9.50 'F;a”’ tstame {147 537 77. 216 |dover. i df .i 1 Bad TCP sequence Inval i d ACK nurber aert 31
publ i ¢ of
2.54.159.123 |Israel 147.237.76.31 |nakehal ir.i1 | €M NG Engine: TCP Invalid  Jinvalid segnent retransmssion drop 24
Ret r ansni ssi on Packet dr opped.
80. 246. 139. 46 I srael 147. 23777, 243 |t e i1 | €A ng Engl ne: TGP Invalid invalid segnent retransnissi on drop 21
Ret r ansni ssi on Packet dr opped.
213.57.139. 173 [l srael 147.237.72. 167 |i shurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 20
213.57.139. 173 |I srael 147. 237.72.167 |ishurimaka.idf .i|Bad TCP sequence mﬁ;:f”m‘ wthdifferent | onitor |20
213.57.139. 173 |l srael 147.237.72. 167 |ishurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> Ti neout aert 20
95. 199. 1. 62 Sweden 147. 237. 77. 216 [dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 17
62. 0. 200. 166 I srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 17
2.52.151.203 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
80. 246. 136. 203 |I srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 11
213.57.129.54 |israel 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 11
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df . i1 drop Frst packet isn't SYN drop 10
95.199. 1. 62 Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 10
62.0.228.129 |lsrael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 9
80. 246. 136. 203 |I srael 147. 237. 72. 166 |aka.i f .i | SYN Att ack SYN - > SYN-ACK -> Ti neout alert 9
80. 246. 138. 100 |l srael 147. 237. 72. 166 |aka.i of . i | SYN At t ack SYN - > SYN-ACK -> Ti neout alert 9
82.80.102. 194 |lsrael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 9
80. 246. 138. 100 |l srael 147. 237. 72. 166 |aka.i f .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 9
2.54.7.17 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
82.166.57. 226 |l srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Invalid sequence nunber noni t or 9
80. 246. 136. 203 |l sr ael 147. 237.72. 166 |aka. i f . Bad TCP sequence m’;ﬁ(sg;a”sm wthdifferent | onitor  |o
80. 246. 138. 100 |l srael 147.237.72. 166 |aka.i df i Bad TCP sequence Sweoe e reansm wehdifferent | onitor  |o
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
46. 19. 85. 240 | srael 147.237.72. 156 |anan.i df . il Bad TCP sequence Invalid ACK nunber noni t or 7
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
80.179. 188.98 |Israel 147.237. 72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6
185. 32. 179. 192 |1 srael 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid - invalid segnent retramsmssion. | 6
Ret r ansni ssi on Packet dropped.
109. 66. 159. 60 |l srael 147, 237.77. 243 |nbi e i 11 | €M NG Engi ne: TCP Ivalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
79.181.38. 213 |Israel 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid - invalid segnent retramsmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 203 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or
5.102. 254. 96 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or
185. 32. 179. 114 |1 srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁ(sg;ansmt wthdifferent | onitor |5
5.102.254.67 |lIsrael 147. 237. 72. 156 |anan. i dof . | Bad TCP sequence I'nval i d ACK nunber nonitor |5
208. 115. 113. 89 |Lhited S ates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
79.181. 188. 108 |l srael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df . i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  [monitor |4
84.109. 125. 229 || srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 4
46.19.85.173 |lIsrael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 4
84.229.174.73 |lsrael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 4
80. 246. 137. 205 |I srael 147.237.72. 166 |aka. i df . Bad TCP sequence mﬁ?\fsg reansm wthdifferent | oitor |3
2.54.7.17 I srael 147.237. 72. 166 |aka.i df . | Bad TCP sequence I'nval i d ACK nunber monitor |3
37.26.149.191 |Israel 147. 237. 72. 166 |aka. i of . i Streaning Bngine: TCP Invalid  Jinvalid segnent retransmission. |, 3
Ret r ansni ssi on Packet dropped.
85.130.130. 16 |Israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
109. 66. 114. 220 |1 srael 147. 237. 72. 166 |aka. i of . i Streaning Bngine: TCP Invalid Jinvalid segnent retransmission. |, 3
Ret r ansni ssi on Packet dr opped.
84.109. 125. 229 I srael 147. 237. 77. 216 [dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert
46.121.233.58 |Israel 147.237.77. 233 |atal .idf. il SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
37.26.149.212 |Israel 147.237.76.200|ei tan. aka. i df . i | Dstributed Too Many of the Sane Response Code (404) B ock 295
46. 19. 85. 201 I srael 147.237.0.19 |nadimatal .idf.il DO stribut ed Suspici ous Response Qode B ock 107
87.68.147.146 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 104
46. 19. 85. 201 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 96
87.68.147.146 |israel 147.237.0.19 |madimatal .idf.il Too My of the Sane Response Code (404) in Session fromy 63
87. 68. 147. 146
2.54.61.78 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock 36
87.68.147.146  |[Israel 147.237.0.19 |madimatal .idf.il Too Many of the Same Response Qode (403) Tn Session froMp o |22
87. 68. 147. 146
46.19.85. 17 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 46. 19. 85. 17 B ock 18
109. 160. 140. 198l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 18
46. 19. 85. 201 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (403) B ock 13
46.19. 86. 104 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 7
109. 64. 221. 109 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
80.246.139.46 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 3
2.52.4.110 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46. 120. 190. 200 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.17.83 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response CQode B ock 3
80.179.188.98 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 3
176.13. 19. 29 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.128.121  [israel 147.237.76.86 |navy.idf.il thaut hori zed LRL Access to Bl ock 2
waw navy. i df . i1/ consol e/ core/ doc_ngr/ doc_ngr. asp
176.12.142.56 |lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock
176.13.17.83 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
66.249.60.26 I srael 147.237.77. 216 |dover . i df . i | Distributed thaut horized URL Access on Bl ock 2
wwidf.il/error.htm
] . . DO stributed Unaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
176. 13. 13. 82 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
68.180.230.29 |hited Sates 147.237. 77. 176 |nat pash. i df . i | Faraneter Type M ol ati on Pageflmi n Bock |1
waw cogat . i df . i |/1934- he/ cogat . aspx
62. 90. 35. 105 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df .il/sip_storage/files |B ock
80. 246. 138. 100 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
] . . Unaut hori zed URL Access to
40.77.167.7 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka i df i 1/ gi yus/ aut hent i cat i onservi ce. asmd | S Bl ock 1
183.79.222.73 |Japan 147.237.76.200(ei tan. aka. i df . il Aonormal |y Long Request request version B ock
66. 249. 69. 40 I srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock
; . . Unaut hori zed URL Access to
157.55.39.9 Lhited Sates 147.237.76.42 |refuah.idf.il vow refua. atal i df i1/ bundl es/ s/ basel Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 [dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
46.19. 86. 13 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS Atack None 1
] . . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |nited Sates 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
Pal estinian Territory, . . S Untraceabl e Gonnection - Protocol violation
82. 205. 3. 28 Qecupi ed 147.237.77. 216 |dover . i df .i | (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None 1
. - Uhknown Paraneter catl in
46.19. 85. 17 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai v/ gj yus/ general . aspx None 1
2.54.188.132 | srael 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qustom Tenporary |B ock 1
176.13.13.168 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.177.130.24 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
. . Unaut hori zed URL Access to
66.249. 64. 153 |l srael 147.237.77.74 |lawidf.il vanw g i df . i |/ 602- 2265 hel pat zar . aspx - paragraph 12 |5 0K 1
m ny- kosher - kravi . i i i
109. 66. 7. 87 I sr ael 147.237.0.17 my llegal Paraneter Encoding rnd in . None 1
af.il mny-kosher - kravi .idf.il/aj ax/ creat ecapt chai nage. aspx
183.79.222.73  |Japan 147.237.76.200|ei tan. aka. i df.il Illegal HTTP Version x@—xzxsxY.aspx HTTP/ 1.0 Bl ock 1
] . - Paraneter Type M ol ati on PageNumin
68.180. 228. 112 [lhited Sates 147.237.77. 216 |dover . i df . i v i df i 1/ 1381- he/ dover . aspx B ock 1
’ . . O stributed Unaut hori zed URL Access on
107.178.194.79 [Wited Sates 147.237.77. 216 [dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unknown Paraneter d in
46.19. 85. 17 I srael 147.237.72. 166 |aka. i df . i | voww aka. i o . i |/ nai v i yus/ general . aspx None 1
212.143.85.205 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None
84.109.88.235 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Suspi ci ous Response Code_Custom Tenporary | ock
37.26.147.250 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
. . . Unaut hori zed URL Access to
79.178.214. 229 |l srael 147.237.0.19 |[madimatal .idf.il nadi matal .i df i1/ shar ed! aj ax/ updat enakat gaunt i ty. aspx B ock 1
Unaut hori zed URL Access to
66. 249. 66. 39 I srael 147.237.76.42 |refuah.idf.il ww ref ua. atal . i df.il/tenpl at es/ shared/ user cont rol s/ navnenu Bl ock 1
/
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