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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3517
180. 97. 106. 36 Chi na 147.237.76. 197 e hinush.idf.il Block Np Al _Net dr op 1
180. 97. 106. 162 Chi na 147.237. 76. 38 eengitav.idi.il |Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
185. 130. 5. 207 147.237.76.42 |refuah.idf.il|20086: HITP. Mi ebl ackcat Security Scanner B ock 6
123.126.113.80 |China 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1

185. 130. 5. 207 147.237.76. 42 refuah. i df.il[20085 HITP. Miebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
94.102.48.195 |147.237.77. 226 |Net her | ands waw chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
, _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
218. 56. 37. 47 147. 237. 8. 28 Chi na e.nobile-ks.idf.il . 1
Potential Scan or Brute Force
5.39.222. 253 147.237.8.28 |Netherl ands e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
192. 162. 100. 148|147. 237. 76. 38 ?éj;:ﬂm e.enmeitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185.130. 5. 207  [147.237.76. 42 refuah.idf.il ET WEB SERVER Mui ebl ackcat scanner 1
180. 250. 66. 131 |147.237.0.16 |Indonesia ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
o SERVER- APACHE Apache Tontat Wb Applicati on Manager
123. 220. 251. 190(147. 237. 72. 166 |Japan aka idf.il 1
access
116. 233.79. 200 |147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
116. 233.79. 200 |147.237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
i o ET DOB5 Large anount of TCP ZeroVindow - Possible Nkiller2
116.202.32. 18  |147.237.77.216|India dover.idf.il 1
DDos attack
220. 231. 195. 122|147. 237. 76. 199 |(hi na e.nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 113 |147. 237. 77. 243 |kr ai ne nobi | e. i df . il ET SCAN NVAP -sS wi ndow 1024 1
180.198.25. 48 |147. 237 77. 234 |vexi co hel s i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . X .| N .
% Potential Scan or Brute Force
180. 250. 66. 131 [147.237.0.33  |Indonesi a idf.il ET SCAN Potential SSH Scan 1
SERVER- APACHE Apache Tontat Wb | i cati on Manager
123. 220. 251. 190[147. 237. 76. 31 |Japan nakchal . i df .i | Ap App 9 1
access
L SERVER- APACHE Apache Tontat Wb Application Manager
123. 220. 251. 190|147. 237. 72. 156 |Japan aman. i df il 1
access
116. 233.79. 200 |147.237. 72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential SSH Scan 1
116. 233. 79. 200 |147.237. 72. 156 [Chi na anan. i df il ET SCAN Potential SSH Scan 1
220. 231. 195. 122|147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
95.211.70.193 [Netherlands  |147.237.72.166 |aka idf.il Bad TCP sequence S retransmt with different monitor |39
w ndow scal e
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 36
84.228.54.130 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnit with different monitor (30
w ndow scal e
66.249.93.123 |lhited Sates 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 14
Sreaming Engine: TGP Invalid i i ssi
79.180.52.222 |israel 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
85.64.171.116 | srael 147. 237. 77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
5. 255. 253. 157 R‘F Sf:;”ion 147.237.77. 216 |dover. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10
66. 249. 93. 67 Lhited Sates  [147.237.77.233|atal .idf.il drop drop 8
5.102.254. 162 |l srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACK nunber monitor |8
66. 249. 93. 67 Lhited Sates 147.237.77.233|atal .idf.il dr op First packet isn't SN drop 7
66. 249. 93. 67 Lhited Sates  [147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber aert 6
66. 249. 93. 67 Lhited Sates |147.237.77.233|atal.idf.il Bad TCP sequence Invalid ACK nunber monitor 6
80. 246. 136. 254 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
41.33. 232. 66 Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 6
Sreaming Engine: TGP Invalid i i ssi
109.67.63.44  |israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
66.249.93.123 |Lnited Sates  [147.237.77.233|atal.idf.il drop drop 5
66.249.93.123 |lnited Sates |147.237.77.233|atal.idf.il Bad TCP sequence Invalid ACK nunber alert 4
66.249.93.123 |lhited Sates 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
o SWNretransnmit wth different
95.211.70.193  |Netherl ands 147.237.72. 166 |aka.i df .i Bad TCP sequence wi ndow scal e alert 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .i | B ock HTTP Non Conpli ant Failed to handl e connection data [monitor |4
159. 203.91. 105 |lhited Sates 147.237.77.233|atal .idf.il dr op First packet isn't SN drop
Sreaming Engine: TGP Invalid i i ssi
66.249.69. 163 |Lited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. g 4
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i Ssi
84.95.211.143 |Israel 147.237.72. 166 |aka i df . Streamng Engi ne: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.149.142 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
66.249.93.127 |Whited Sates  [147.237.77.233|atal .idf.il drop drop 3
Sreamng BEngine: TCP Invalid i i ssi
79.183.211.79 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
185. 32. 179. 248 |Israel 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
213.57.131.49 |Israel 147. 237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaming Engine: TGP Invalid i i ssi
66.249. 78. 146 |Lhited Sates  |147.237.72. 166 |aka idf.il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
5.102. 254. 67 I srael 147.237. 72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
66.249.93.127 |lsrael 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop
66.249.93.127 |Whited Sates [147.237.77.233|atal.idf.il drop First packet isn't SWN drop
Sreaming Engine: TP Invalid i i ssi
199.30.25.255 [lhited Sates  |147.237.72. 166 |aka idf. il 9 =g Invalid segment retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
. . . Geo- | ocati on i nbound
68. 65. 120. 48 147.237.76. 44 |e.refuah.idf.il |Geo-1 ocati on enfor cenent enf or cenent drop 2
68. 65. 120. 48 147.237.0.19 |nadimatal.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreanmng Engine: TGP Invalid i i ssi
68.180.229. 121 |lnited Sates  |147.237.76. 200 [ei tan. aka i df .i | 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
66.249. 93.127 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
123. 220. 251. 190|Japan 147.237.76. 44 |e.refush.icf.il  |Geo-1ocation enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
218.22.211.69 |China 147.237.8.27 |e.madimatal.idf.i|Geo- | ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
87.69.132.141 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
192.114.21. 43 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 1
45.35.71. 181 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
77.237.138.202 |Czech Republic [147.237.77.19 |lawforumidf.il |Bl ock HTTP Non Conpl i ant Response out of state moni t or 1
184.105.139.99 |Lhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
68. 65. 120. 48 147.237.0.35 |akaws.idf.il dr op drop 1
149.50.87.164 |Uhited Sates  |147.237.72.166 |aka idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
185. 130. 5. 207 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
211.149.198. 88 [China 147.237.77. 170 |maar achot . i df . i ||PHP At t enpt B ock 5
109. 65. 155. 179 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 109. 65. 155. 179 B ock 3
211.149.198. 88 [China 147.237.77. 170 [maar achot . i df . i [|[Mil ti pl e Unaut hori zed URL Access from 211. 149. 198. 88 B ock 3
211. 149. 198. 88 |Chi na 147.237.77. 170 |maar achot . i df . i ||Unaut hori zed URL Access to maarachot . i df.il/pl us/ downl oad. php Bl ock 2
] . . D stributed Lhauthorized URL Access on
204.13.200.200 |UWited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. B ock 2
109. 253. 134. 48 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 2
: . ] D stributed Uhauthorized URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22461- hel dover . aspx. B ock 1
77.237.138. 202 gg;lhic 147.237.77.19 |l awforumi df . i I|Uhaut hori zed UR. Access to / B ock 1
46. 19. 85. 200 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
195. 154. 227. 118|France 147.237.77. 216 |dover.idf . il Il1egal HITP \ersion HITH B ock 1
109. 65. 155. 179 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/ 9/ Bl ock 1
84.228.54.130 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
66.249. 78.246 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
123. 220. 251. 190|Japan 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76. 31/ manager/ ht m B ock 1
24.184.27.89 Lhited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs oS Attack None 1
] . . Dstributed Lhauthori zed URL Access on
107.178.194.79 |Uited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 1
79. 180. 180. 146 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
62.90. 131. 82 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
] . . D stributed Lhauthori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216(dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. B ock 1
109. 67. 222. 246 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwu aka.idf.il/main/ B ock 1
85.93.91. 84 Ger many 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to v idf.il/igf B ock 1
. . URL is Above Root Directory
66. 249. 93. 67 | srael 147.237.77.233|atal .idf.il wwvatal idf.il/../. /i nages/ shared/ nenustrech. png B ock 1
141.212.122. 112|nited Sates |147.237.72.166 |aka. i df . il Mal formed URL proxytest. zrmap. i 0: 80 B ock 1
37.142.64.119 |Israel 147.237.77.234|hal ag. i df .| PHP At t enpt Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i | / 1133 22461- hel dover . aspx. B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.182.123.178 |[lIsrael 147.237.72. 166 |aka. i df . i | vow aka. i dff i |/ nai v/ sachar/ pi r suneymof et . aspx None 1
66. 249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 9364- he/ ref uah. aspx  |H ock 1
95.211.70.193 [Netherlands  [147.237.72.166 |aka.idf.il MBSQ Dota Retrieval with Inplicit  Qonversion Erors None 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . i |/ 1824- he/ dover . aspx B ock 1
37.142.64.119 |lIsrael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to waw | ogistics.atal.idf.il/xnrpc. php B ock 1
157.55.39.28  |[Wiited Sates |[147.237.77.74 [lawidf.il Wnauthori zed LRL Access to B ock 1
wawn | aw i df . i1/ consol e/ core/ doc_ngr/ doc_ngr. asp
’ . - DO stributed Unaut hori zed URL Access on
107.178.194. 87 |wnited Sates [147.237.77.216|dover.idf.il v i dff i | / 1133- 22638- hel dover . aspx. B ock 1
Uhaut hori zed URL Access to
81.209.177.95 |Europe 147.237.77.74 [lawidf.il waw nag. i df . i1/tenpl at es/ t enpl at econt rol s/ news/ si p_storage/ fil es/ 6/ 1446 |B ock 1
. pdf/
66.249.66.191 [Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9057- he/ r ef uah. aspx  [Bl ock 1
’ . - DO stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216(dover.idf.il v i dff i | / 1133- 22461- hel dover . aspx. Bl ock 1
123. 220. 251. 190|Japan 147.237.72. 156 |anman. i df . i | Unaut hori zed URL Access to 147.237.72. 156/ manager / ht m B ock 1
95.211.70.193 [Netherlands |147.237.72.166|aka.idf.il Mil tipl e signatures from95.211. 70. 193 B ock 1
Uhaut hori zed URL Access to
68.180.231.40 |[lhited Sates [147.237.77.74 [lawidf.il wan | aw i df . i |/ tenpl at es/ t enpl at econtrol s/ news/ si p_st orage/ fi | es/ 6/ 1446. |Bl ock 1
pdf /
45.35.71. 181 147.237.77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw i df .il/shared/ usercontrol s/ header upper/ |B ock 1
157.55.39. 226 |lited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
- . Uhaut hori zed URL Access to
81.209.177. 189 [Europe 147.237.77.74 |lawidf.il v nag. i df . i |/ tenpl at es/ cont act f or i cont act f or m aspx Bl ock !
. . Uhaut hori zed URL Access to
66. 249. 69. 48 I srael 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1133- 18562- he/ dover . aspx B ock 1
123. 220. 251. 190|Japan 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ manager / ht m B ock 1
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