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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3230

66. 249. 69. 93 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 451

66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn drop 218

204. 42. 253. 2 Lhited Sates 147. 237.76. 86 navy.idf.il [Block Np Al Net drop 2

190. 236. 194. 53 Peru 147.237.76. 30 hinush.idf.il |Block Udp All _Nets drop 1

190. 236. 194. 53 Peru 147.237.76. 31 nakchal .idf.il|B ock_Udp All _Nets drop 1

115. 182. 21. 40 Chi na 147.237.76. 30 hinush.idf.il |L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Oount

123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

189. 212. 68. 24 147.237.72. 156 Mexi co aman.idf.il ET SCAN Potential SSH Scan 3
189. 212. 68. 24 147.237.0.33 Mexi co idf.il ET SCAN Potential SSH Scan 2
66. 249. 75. 201 147. 237.76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
189. 212. 68. 24 147. 237.76. 196 Mexi co e.svivaidf.il ET SCAN Potential SSH Scan 2
79.182. 124. 60 147.237. 72. 156 I 'srael anan. i of .i | ET SCAN NVAP -sA (2) 2
189. 212. 68. 24 147.237.8. 24 Mexi co elifestyleidf.il ET SCAN Potential SSH Scan 1
189. 212. 68. 24 147.237.0. 16 Mexi co ny- kosher -kravi .i df .i | ET SCAN Potential SSH Scan 1
112. 196. 49. 101 147. 237.76. 30 Indi a hi nush. i of . i | ET SCAN NVAP -sS wi ndow 4096 1
94.102. 48. 195 147. 237. 77. 205 Net her | ands prisha.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
189. 212. 68. 24 147. 237. 8. 50 Mexi co e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
189. 212. 68. 24 147.237.0. 34 Mexi co tikshuv.idf.il ET SCAN Potential SSH Scan 1
189. 212. 68. 24 147.237.0. 17 Mexi co mny-kosher -kravi . i df. il ET SCAN Potential SSH Scan 1
116. 233. 79. 200 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
112. 196. 49. 101 147. 237.76. 30 Indi a hi nush. i of . i | ET SCAN NVAP -sS wi ndow 3072 1
37.143.82.50 147.237.77. 235 Net her | ands svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
189. 212. 68. 24 147. 237.76. 201 Mexi co e.atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Action

‘Count

46. 19. 85. 183 I srael 147. 237. 76. 200 |ei tan. aka. i df .i | > dro 429
Ret r ansmi ssi on Packet dr opped. P
104. 234. 242. 208 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 36
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
104. 236. 211. 136 147.237.0.34 |tikshuv.idf.il drop First packet isn't SWN drop 12
46. 19. 85. 198 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
205. 252.110.19 |United K ngdom|147.237.77.216 |dover.idf.il dr op First packet isn't SN drop
46. 19. 85. 163 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
130.207.203.56 |Wiited Sates |147.237.77.61 |e.cogat.idf.il  |Geo-1ocation enfor cenent Sﬁfo'rggihfn I nbound drop 6
Sreaning Bngine: TQP Invalid i i SSi
84.110.83.244 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 163 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber alert 6
41.33.232. 66 Egypt 147. 237. 77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46.19. 85. 111 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Inval i d ACK nunber alert 4
46.19. 85. 111 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
91.200.12.106 |Ukraine 147.237.77. 216 |dover.idf .i | drop SAMrule drop 4
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 22 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
84.228.22.193 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor 3
46.19. 86. 56 I srael 147.237.76.31 |nekchal .icf.il  |Bad TCP sequence SINWAK retransmt with different | oovor 2
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
66.249.78.146 |lnited Sates  |147. 237.72. 166 |aka i of il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
5. 2565. 253. 157 RJSIS::t”ion 147. 237. 77. 216 |dover . i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
Sreamng Engine: TCP Invalid i i ssi
101. 226. 166. 244|chi na 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
157.565.30.194 |[Wiited Sates |147.237. 76. 200 [eitan. aka. i df . g =g Invalid segnent retransmssion. |y o 2
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
40.77.167.7  |Wited Sates  |147.237.72. 166 |aka i df .i| 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
68. 65. 120. 48 147.237.76.44 |erefuah.icf.il  |[Geo-1ocation enf or cement Geo-I ocati on i nbound drop 1
enf or cenent
180. 97. 106. 162 |Chi na 147.237.76. 176 [test.ncore.idf.il |drop SAMrule drop
141.212.122. 127 |Wited Sates  [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
125. 206. 236. 61 |Japan 147. 237. 77. 216 |dover.idf i1 Bad TCP sequence I'nval i d ACK nunber noni t or 1
82.221.105.6  |iceland 147.237.8.27 |e.madimatal .idf.i{Geo-1 ocati on enf or cement Geo-locati on inbound drop 1
enf or cenent
185. 89. 217. 225 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor 1
180. 97.106.37 |China 147.237.0.19 |medimatal.idf.il |drop SAMrule drop 1
141.212.122. 116|Wited Sates  |147.237.76.199 |e. nakchal .idf.il |Geo-1 ocation enf or cenent Sﬁf;‘rggixn I nbound drop 1
185. 89. 217. 234 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
74.82. 47. 34 Wited Sates |147.237.0.33 |idf.il drop drop
184.105.139.82 |Wited Sates [147.237.8.45 |eeitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46.19.86.56 |Israel 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SINHAK retransmit with different Jooyior |1
w ndow scal e
46.19. 85. 24 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
185. 89. 217. 227 147.237.77. 216 |dover. i df. i1 Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor 1
68. 65. 120. 48 147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
180. 97.106. 37  |Chi na 147.237.76.31 |[nakchal .idf.il drop SAMrul e drop 1
141.212.122. 117|wited Sates [147.237.8.24 |e.lifestyleicf.il [Geo-1ocation enf or cenent Si?o'rggi'nf” I nbound drop 1
185. 89. 217. 235 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor
74.82.47. 38 Lhited Sates 147.237. 76. 148 |gocent er. aka. i df . i |dr op drop
184. 105. 139. 103|Wnited Sates  [147.237.76.198|e.yohal an.icf.il |Geo-1 ocati on enf or cenent f;?olrggi'nfn I nbound drop 1
R SYNHAK retransmit with different .
46.19. 86. 192 I srael 147.237.77. 216 |dover.idf i1 Bad TCP sequence wi ndow scal 6 noni t or 1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 181|Wited Sates  |147.237.77. 205 |prisha.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.17.111. 245 |tited Sates |147.237.76.197 e himsh.idf.il  |Geo-1 ocati on enf or cerent if;)'rggi'n?n I nbound drop 1
185. 89. 217. 231 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpli ant Failed to hand e connection data |nonitor |1
68. 65. 120. 48 147.237.0.19 |nadimatal.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Target Address |Site

Sgnature

Devi ce

‘Count

Country Action
46.10.85.183  |israel 147.237.76. 200 |ei tan. aka. i df .| |/°0 MY of the Same Response Qode (404) in Session from B ock 38
46. 19. 85. 183
] - . DO stributed Whaut horized URL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
66. 249. 69. 26 I srael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on waw idf.il/error. htm Bl ock 2
77.237.138.51 g;%ri . 147.237.77. 234 |hal ag. i df i | Unaut hori zed LRL Access to / Bl ock 1
. . Unaut hori zed URL Access to
66.249.69.32  [Israel 147.237.77. 216 [dover. i df . il 147.237.77. 216/ 1133- 19372- he/ i df gdover . aspx Bl ock 1
40.77. 167. 39 Lhited Sates |147.237.72.166|aka.idf .il Uhknown Parangter docid in aka idf.il/tiznoret/klali/default.asp None 1
] . . O stributed Whaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216(dover.idf.il v i dff . i |/ 1133- 22638- hel dover . aspx. Bl ock 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wawidf.il/international -training Bl ock 1
] - . DO stributed Whaut hori zed URL Access on
208.184.112.74 |wnited Sates |[147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
66.249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 8718- he/ r ef uah. aspx Bl ock 1
141.212.122. 112|United Sates |[147.237.0.34 |ti kshuv.idf.il Mal formed URL proxyt est . znap. i 0: 80 B ock
91.145. 144. 112 |Pol and 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx B ock
. . Unaut hori zed URL Access to
66.249.69.40  |Israel 147.237.77. 216 |dover. i df . il 147.237.77. 216/ 1133- 19396- he/ i df gdover . aspx Bl ock 1
40.77.167.45 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/anan B ock 1
] . . Unaut hori zed URL Access to
207.46.13.169 |lhited Sates [147.237.72.166|aka.idf.il v aka. i i /£ eeds/ post s/ def aul t/-/ arti kel kesehat an Bl ock 1
] - . DO stributed Whaut horized URL Access on
107.178.194.83 |[Lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . . |Unaut hori zed URL Access to
68.180.229.31  |Uhited Sates |147.237.76. 147 chi nuch. aka. i df . i | wawe chi nuch. aka. i df . i|/tenpl at es/ shar ed/ user cont r ol s/ header upper/ B ock !
] - . DO stributed Whaut horized URL Access on
208.184.112.74 |wnited Sates |[147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
157.55.39. 194 |lhited Sates [147.237.72.166|aka.idf.il Mil tiple Uhauthorized URL Access from 157. 55, 39. 194 B ock 1
] P -|Whaut hori zed URL Access to
96.250.109.35 [Lhited States |147.237.0.15  [kosher-kravi.idf.if =\ o " o e b storagelfi| es/ 3/ 1773, pg Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 77 I srael 147.237.77. 176 [nat pash_ idf.il WA cogat . i df . i |/t enpl at es/ news/ news. aspx B ock 1
207.46.13.169 |lLnited Sates [147.237.72.166|aka.idf.il Unhknown Paraneter catid in aka.idf.il/main/snalinifag. aspx None 1
46. 19. 85. 183 | srael 147.237.76.200|ei tan. aka. i df .i| [Too Many 404: Response Code per Session Bl ock 1
] - - DO stributed Whaut hori zed URL Access on
107.178.194. 87 |lhited Sates [147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
68.180.229.239 |lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to wan aka.idf.il/gyuis B ock 1
173.252.90. 110 |[Uhited Sates [147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
101. 226. 166. 244|Chi na 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary B ock 1
. . D stributed Uhauthorized URL Access on
66.249.78.111 |l srael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
] - - Uhknown Paraneter catid in
207.46.13.169 |[Wited Sates |[147.237.72.166|aka.idf.il v aka. i df . i | / charat / mi kt zoa/ def aul t . asp None 1
109. 64. 1. 183 I srael 147.237.76.86 [navy.idf.il PHP At t enpt B ock
68. 180. 230. 244 |lnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to www i df . i|/newsite/ novi es/ strike_heb2. asf |B ock 1
’ . . D stributed Uhauthorized URL Access on
204.13.200.200 [Wited Sates |147.237.77.216(dover.idf.il v i dff . i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
Unaut hori zed URL Access to
104. 236. 211. 136 147.237.0.34 |tikshuv.idf.il w ti kshuv. i df . i |/ 894-hel ti kshuv. aspxshar ed/ user cont r ol s/ header upp |B ock 1
er/
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
207.46.13.180 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed LRL Access to wawidf.il/jonR 5 materialy-2.feed Bl ock 1
. . Unaut hori zed URL Access to
66.249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il 147.237. 76, 42/ si p. st or age/ fi | es/ 8/ 3208, pf Bl ock 1
109. 64. 1. 183 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
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