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I 173.236. 152. 114
93. 179. 68. 209
Il 195. 34. 150. 18
M 87.68. 153. 186
[ 180. 97. 106. 36
M 45.79.173. 89
212. 143. 142. 56
M 41.33.232.66




12-18-2015-05:04:03 to 12-18-2015-06:04:03

|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 3162
66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 428
185. 35. 62. 97 Sitzerl and 147.237.76. 86 navy.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
46. 4. 89. 35 Ger many 147.237.77. 216 dover.idf.il |[Cl000106: HITP. majestic bot B ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 dover.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1

66.176. 172. 168 Lhited Sates 147.237.77. 216 dover.idf.il |Q008: HTTP: Xenu User Agent Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 5
173.236. 152. 114|147, 237. 77. 170 |Lhited Sates |maarachot.idf.il |SERVER- WEBAPP backup access 5
66. 249. 78. 2 147.237.72. 166 |Lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
_ L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
201.172.121. 42 |147.237.76.34 |Mexico yohal an. i df .| ) 1
Potential Scan or Brute Force
196. 203. 149. 99 [147.237.0.19 |Tunisia madi matal.idf.il |ET SCAN NVAP -sS w ndow 1024 1
218.108. 132. 58 |147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196. 203. 149. 99 [147.237.0.19 |[Tunisia nedi matal .idf.il [ET SCAN NVAP -sS w ndow 2048 1
196. 203. 149. 99 |147.237.0.19 |Tunisia nadi matal .idf.il [ET SCAN NVAP -f -sS 1
186. 182, 101, 198|147 237 8. 28 |Arcentina o nobi | e ks.i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
T T g ' © " |Potential Scan or Brute Force
. L SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
66.249. 78.158  [147.237.72.166 |lLhited Sates |akaidf.il ) . - 1
deni al of service attenpt
218.108. 132. 58 |147.237.77. 243|Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrule drop 36
Sreaning Engine: TGP Invalid i i ssi
87.68.153.186 |l srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
41.33.232.66 Egypt 147.237.77. 216 [dover.i df . il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 5
45.79.173. 89 147.237.0.15 |kosher-kravi.idf.il Bad TCP sequence Inval i d ACK nunber aert 4
216.145.17. 190 |Wited Sates |147.237.77.176 |nat pash.idf. il Header Rejection :'eqeadueser tre‘ ection pattern found inj oo |4
Sreaning Engine: TQP Invalid i i sSi
66.249.69. 163 |lited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. . 4
Ret r ansmi ssi on Packet dropped.
84.109.3.6 | srael 147.237.77. 170 |naar achot . i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 3
5. 255. 253. 157 RJSf::I”ion 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 3
Sreanming Engine: TCP Invalid i i SSi
40.77.167.7 lLhited Sates |147.237.72.166 [aka.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249.78.146 |lhited Sates |147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
40.77.167.39  |Wited Sates [147.237.72. 166 |aka.idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
68. 65. 120. 48 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
61. 135. 190. 200 |Chi na 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 2
enf or cenent
Sreaning Engine: TGP Invalid i i ssi
66.249.78.153 |lnited Sates |147. 237.72. 166 |aka i f il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
Sreaning Engine: TGP Invalid ' i ssi
46.163.68.111 |cer many 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
46. 19. 86. 167 I srael 147.237.77. 243 |nobil e.i df . i1 Bad TCP sequence I'nval i d ACK nunber nonitor |2
87.69. 87. 39 I srael 147.237.0.16 |ny-kosher-kravi.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 2
45.79.173. 89 147.237.0.15 |kosher-kravi.idf.il drop First packet isn't SN drop 2
54.80.6.9 Lhited Sates [147.237.77. 216 [dover.idf.il B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |1
141.212.122. 117|Wwited Sates  [147.237.0.200 |mau.idf.il Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
184.105. 139. 111|Uited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
139. 196. 104. 39 |cni na 147.237.72. 217 |e.idf .| Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
184.105.139. 75 |[Uhited Sates |147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 97. 106. 37  |Chi na 147.237.77.19 [lawforumidf.il drop SAMrul e drop 1
141.212.122. 212|Uhited Sates |147.237.76.200 |eitan. aka. idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
195. 154. 146. 225|France 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
46. 19. 86. 201 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
141.212.122.96 |Uhited Sates |147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 107 |Wited Sates [147.237.0.35 |akavs.idf.il drop drop 1
109. 186. 31. 223 |l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 1
180. 97. 106. 162 |Chi na 147. 237. 76. 147 |chi nuch. aka. i df . i | drop SAMrule drop 1
180.97.106.36 |Chi na 147.237.76.30 |hinush.idf.il dr op SAMrul e drop 1
216.218. 206. 114|tited Sates |147.237.0.17 ]["I"Iy kosher-kravi. 1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 118|thited Sates |147.237.0.200 [mdu.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 247. 200|Wited Sates [147.237.72. 167 |i shuri maka. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.68 |Uhited Sates |147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 96 |Uhited Sates [147.237.0.16 |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.19. 86. 72 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
180.97.106.37  [China 147.237.77. 216 |dover.idf .il drop SAMrule drop 1
141.212.122.99 |Uhited Sates |147.237. 76. 198 |e. yohal an.i df .l Geo-1 ocati on enf or cenent ﬁ?olr EZi'mon I nbound drop 1
184. 105. 139. 107|wnited Sates  [147.237.0.200 |mau.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on i nbound drop 1
enf or cenent
109. 186. 31. 223 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |1
180. 97. 106. 162 |Chi na 147.237. 77. 176 |nat pash. i df . i | dr op SAMrule drop 1
69. 122.148.186 |lhited Sates [147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180.97.106.36 |Chi na 147.237.76.39 |nobile. neitav.idf.il dr op SAMrul e drop 1
216.218.206. 122|lhited Sates [147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
63.229.211.34 |lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count

173. 236. 152. 114|Uhited Sates [147.237.77. 170 |n@arachot . i df . i | Mil ti pl e Uhaut hori zed URL Access from 173.236. 152. 114 B ock 14

173. 236. 152. 114|lnited Sates [147.237.77. 170 |naar achot . i df . i | Dstributed PHP Attenpt B ock 10
Lhi ted . .

93.179.68.209 | . ngdom 147.237.72. 166 |aka. i df . i | PHP At enpt B ock 6

93.179. 68. 209 E?';gegom 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 93.179. 68. 209 B ock 5

84.228.35.208 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2

} . . D stributed Unaut hori zed URL Access on

204.13.200.200 |thited Sates |147.237.77.216|dover.idf il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2

207.46.13.131 |lnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/error.htm B ock

46. 19. 85. 219 I srael 147.237.77.243|nobi l e. i df . i | Suspi ci ous Response Code B ock

72.9.148.10  |lnited Qates [147.237.76.86 |navy.idf.il thaut hori zed URL Access to Bl ock 2

waw. navy. i df . i |/994-8613- he/ havy. aspx. aspx

] . . D stributed Unhaut hori zed LR Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2

Unknown Paranet er anp; docld in

66.249.78.146 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i f i 1/ pat zar/ Kl al |/ def aul t . asp None 1
46. 19. 85. 219 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
203.215.121. 213|Pilippines |147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php Bl ock 1
173.180. 255. 19 [Canada 147.237.77. 176 [mat pash. i df . i | Unaut hori zed URL Access to ww cogat . i df.il/xnmrpc. php B ock 1
66.249.69.32  |Israel 147.237.77. 216 |dover . i df . i | thaut hori zed LR Access to Bl ock 1

147.237.77. 216/ 1133- 19412- he/ i df gdover . aspx

. . . Unaut hori zed URL Access to
182. 96.106. 195 |Chi na 147.237.77. 176 |nat pash. idf.il vww cogat . i df . i |/ shar ed/ user cont r ol s/ header upper / B ock !

] . . D stributed Unhaut hori zed LR Access on
107.178.194.87 |Wnited Sates [147.237.77.216|dover. i df .i| v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1

S3. Wnhtraceabl e Gnnection - Protocol violation

66.249.78.158 |[Israel 147.237.72. 166 |aka. i df . i | (SSL OONN LI ENT FELLO) None 1
m ny- kosher - kravi . i i i
46.117.164.60 |Israel 147.237.0. 17 ny llegal Paraneter Bncoding rnd in . None 1
df.il mny- kosher -kravi . i df . i1/aj ax/ creat ecapt chai nage. aspx
. . Uhaut hori zed URL Access to
66.249.69.40  |Israel 147.237.77. 216 (dover.idf .il 147.237.77. 216/ 1133- 19916- he/ i df gdover . aspx Bl ock 1
184.105. 139. 67 |Uhited Sates [147.237.0.19 |madi matal .idf.il Uhaut hori zed URL Access to 147.237.0.19/ B ock 1
40.77. 167. 39 Lhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/kanhar/contact/ None 1
131.253. 25. 154 |lhited Sates [147.237.77.216|dover.idf.i | Uhaut hori zed URL Access to wawidf.il/i/jot B ock 1
. . Unknown Paraneter hc_|location in
66.249. 78. 254  |Israel 147.237.72. 166 |aka. i df . i | voww aka. i o . i 1/ nai /g yus/ general . aspx None 1
m ny- kosher - kravi . i _ .
46. 117. 164. 60 | srael 147.237.0. 17 df il Miltiple Illegal Parangeter Encodi ng from46. 117. 164. 60 None 1
173. 236. 152. 114|thited Sates [147.237.77. 170 |mmar achot . i df . i | Ml tipl e Admin Bl ocking from 173.236. 152. 114 B ock 1
66. 249. 69. 93 | srael 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/main/rabanut/62312 B ock 1
40. 77. 167. 45 Lhited Sates |147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock 1
_ ny- kosher-kravi . i df . i ,
184.105. 139. 68 |lhited Sates |147.237.0. 16 | Uhaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
] ; ; Unaut hori zed URL Access to waw aka. i df.il/main/giyus/ x3xY
157.55.39.194 |thited Sates (147.237.72.166|aka.idf.il Ag Avixs x Ay Ayixs x Ay Avixd xVAg Avacs VA Abs Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 [Wited Sates |147.237.77.176|nat pash. i df .i | v cogat . i df . i 1/ 1927- hel cogat . aspx Bl ock 1
46.163.68. 111  [Ger many 147.237.77.216|dover . i df . i | D stributed Unaut hori zed URL Access on v i df.il/anan B ock 1
207.46.13.145 |Wited Sates [147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on v i df.il/error. htm B ock
93. 179. 68. 209 zlnt:gom 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/main/giyus/index. php |B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
203.215.121. 213|Pilippines |147.237.77.74 [lawidf.il PHP Att enpt B ock 1
173. 180. 255. 19 |Canada 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
61.135.190. 197 [China 147.237.0.19 |madi matal .idf.il D stributed Unaut hori zed URL Access on 147.237.0. 19/ B ock 1
176.12. 139. 113 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - sigal gs DoS Attack None 1
107.178.194.79 |Uhited Sates [147.237.77. 216 |dover.idf.il Distributed hauthorized URL Access on B ock 1

wawy, i df . i |/ 1133- 22638- he/ dover . aspx.
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