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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3409
113. 10. 136. 95 Hong Kong 147.237. 76. 148 ggcenter.aka.idf.il JLM Under At tack_Con_Tcp drop 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 44 e.refuah.idf.il Block Np All Net drop 2
115. 231. 222. 40 Chi na 147.237.0. 16 ny- kosher-kravi .i df .il Frk Under Attack Con Htp drop 2
71. 6. 165. 200 Lhited Sates 147.237.76. 196 e.sviva.idf.il Bl ock Udp All Nets drop 1
115. 231. 222. 40 Chi na 147.237.0. 16 ny- kosher-kravi . i df .il Frk Purple Gon_ Limt Htp drop 1
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|Top Attackers In IPS|

| Attacker Qountry

Attacker Address
185. 130. 5. 207

Target Address
147. 237. 76. 200

|Site
eitan. aka.idf.il

|Sgnalure

Devi ce Action

|Count

20086: HITP: Mii ebl ackcat Security Scanner B ock 4
78.46.174. 197 Ger many 147.237.76. 86 navy.idf.il C1000106: HTTP:. naj estic bot B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C103: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

At acker

Potential Scan or Brute Force
98.119. 105. 221 |147.237.0.17 |lhited Sates [mny-kosher-kravi.idf.il [ET SCAN NMAP -sS w ndow 4096

Target Address country Signature
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 64. 181 [147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
59. 46. 193. 114 |147.237.77. 235|Chi na svivaidf.il GPL SCAN nmap TCP 2
218. 24.171. 223 |147. 237. 77. 235 |Chi na sviva.idf.il GPL SCAN nmap TCP 2
182. 43. 182. 201 [147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 2
182. 43. 182. 201 |147. 237. 77. 179 |Chi na e mazi.idf.il ET SCAN Potential SSH Scan 2
182. 43.182. 201 [147.237.0.16 |China ny- kosher-kravi . i df i ET SCAN Potential SSH Scan 1
182. 43, 182. 201 |147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
124.119. 78. 119 |147. 237 8.28  |ni na o robil eks. i df | ET SSAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
182. 43. 182. 201 |147. 237. 77. 121 |Chi na e.navy.idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |147.237.0.17 [lhited Sates [mny-kosher-kravi.idf.il [ET SCAN NMAP -sS w ndow 2048 1
182. 43. 182. 201 |147. 237.77. 19 |Chi na lawforumidf.il ET SCAN Potential SSH Scan 1
182. 43. 182. 201 |147. 237. 76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
222.186. 21. 181 [147. 237. 76. 30 |Chi na hi nush. i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
182. 43. 182. 201 |147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
58.253. 96. 122 |147.237.77. 212 |Chi na e. dover.idf.il ET SCAN NVAP -f -sS 1
199. 191. 56. 188 |147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN NMAP -sS wi ndow 3072 1
182. 43. 182. 201 |147. 237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 188 [147.237.0.35 |Whited Sates |akavs.idf.il ET SCAN NVAP -f -sS 1
182. 43. 182. 201 |147.237.0.33 |Chi na idf.il ET SCAN Potential SSH Scan 1
182. 43. 182. 201 [147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
194219 49.98 |147. 237 8. 27 |Tai wan o nadimatal idf ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
1
182. 43. 182. 201 [147. 237. 77. 74 |Chi na lawidf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |147.237.0.17 [thited Sates |mny-kosher-kravi.idf.il [ET SCAN NVAP -f -sS 1
182. 43. 182. 201 |147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN Potential SSH Scan 1
222.186. 21. 181 [147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1

ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

61. 70. 45. 51 147.237.8.28 |Taiwan e.nobi | e-ks.idf.il Potential Scan or Brute Force 1
182. 43. 182. 201 [147. 237. 76. 197 |Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
218.77.79.38 [147.237.8.50 |China e.tikshuv.idf.il ET SCAN Rapi d PGP3 onnections - Possible Brute Force Attack |1
58.253.96. 122 |[147.237. 77. 212|Chi na e. dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
182. 43. 182. 201 [147. 237. 76. 148 |Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
212.7.211.7 147.237.8.45 |Netherlands e eitan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
45.79.173.89 [147.237.0.15 kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
182. 43. 182. 201 [147. 237. 76. 34 |Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 188 [147.237.0.35 |Whited Sates |akavs.idf.il ET SCAN NVAP -sS wi ndow 2048 1
182. 43. 182. 201 |147. 237. 72. 156 |Chi na anan. i df.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address ([Ste Signature Zi\tni Zi
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
207.241.229. 104|lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrule drop 13
45.79. 173. 89 147.237.0.15  |kosher-kravi.idf.il|dr op drop 12
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
41. 33. 232. 66 Egypt 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
84.109. 3.6 I srael 147.237.77. 170 |mmarachot .idf.il  [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
37.26.148.196 |lsrael 147.237.72. 166 |aka.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engine: TCP Invalid i i ssi
76.104.48.153 |United Sates 147. 237. 77. 216 |dover i of . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
66.249.78.146 |Wnited Sates 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | o 4
Ret ransm ssi on Packet dr opped.
45.79.173.89 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Invalid ACK nunber noni t or
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
2.185. 165. 250 'Féx'bl :z'?c 147. 237. 77. 216 |dover. i of . | Bad TCP sequence Invalid ACK nunber aert 3
Iran, Islamc R . .
2. 185. 165. 250 Republ i ¢ of 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |3
84.228.141. 189 |l srael 147.237.72. 166 |aka.idf il SYN At ack SYN -> SYN-ACK -> RST rej ect
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect
76.16.133.174 |Wnited Sates 147.237.77. 216 |dover.idf i SYN At tack SYN -> SYN-ACK -> Ti meout rej ect
76.16.133.174 [Uited Sates 147. 237. 77. 216 |dover. i of . | Bad TCP sequence SINFACK retransmit wth moni tor  [2
different w ndow scal e
45.79. 173. 89 147.237.0.15  |kosher-kravi.idf.il|dr op First packet isn't SYN drop 2
Sreaning Engine: TQP Invalid i i ssi
5.175. 26. 46 Ger many 147.237.76.86 |navy.idf.il g =g Invalid segnent retransmssion. | o 2
Ret ransm ssi on Packet dr opped.
Iran, Islamc . . .
77.77.76.3 X 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 2
Republ i ¢ of
89. 207. 130. 134 |[Nether| ands 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
5.255.253. 157 |Russi an Federation|147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
77.77.76.3 IFL.ZEBI :i'?’f"'c 147. 237.77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nunber monitor |2
8.37.227.69 Anonyrous Proxy |147. 237. 77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
92.222.242. 103 |France 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 223|lnited Sates 147.237.77. 179 |e. nazi . i of .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
68. 65. 120. 48 147.237.0.34 |tikshuv.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 119|Wnited Sates 147.237.77. 170 |marachot.idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
45.79. 168. 168 147.237.77. 176 |nat pash.i df . i | Bl ock HTTP Non Conpli ant Failed to hand e connection data |nonitor |1
141.212.121. 191 |Wited Sates 147.237.76.198 |e.yohalan.idf.il  |Geo-1 ocati on enf or cement S‘;?O'rggﬁé'nfn I nbound drop 1
184. 105. 139. 94 |lnited Sates 147.237.72. 167 |ishurimaka.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.14 Lhited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
141. 212. 122. 127|nited Sates 147.237.76.34 |yohal an.idf.il drop drop 1
58.97.36. 46 Thai | and 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.96 |Wited Sates 147.237.77. 178 |e.matpash.idf.il  |Geo-1 ocati on enf or cement S’r;]f’o'rgZi'nf” I nbound drop 1
92.222.242.103 |France 147.237.76.39 [nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239. 102|Russi an Federation|147. 237. 76. 147 |chinuch. aka.i df .il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
68. 65. 120. 48 147.237.0.35 |akavs.idf.il drop drop 1
141.212.122. 119|Uhited Sates 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 65 |lLnited Sates 147.237.77. 243 |nobi l e.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 116|lhited Sates 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
: s . Geo- | ocati on i nbound
74.82.47. 26 Lhited Sates 147.237.72. 217 |e.idf i Geo- | ocati on enf or cenent onf or cenent drop 1
141. 212. 122. 221|Wnited Sates 147.237.76.34 |yohal an.idf.il drop drop
61.135.190.72 |[China 147.237.0.35 |akavs.idf.il drop drop
141.212. 122. 111|Wited Sates 147.237.77. 178 |e.matpash.idf.il  |Geo-1 ocati on enf or cenent gﬁ?;'rggihfn I nbound drop 1
37.26.149.188 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
95. 38. 61. 199 IF;.$B| i'i'g;"'c 147. 237. 77. 216 |dover. i f . i Bad TCP sequence Invalid ACK nunber aert 1
216.218. 206. 122|Wnited Sates 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
68. 65. 120. 48 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141. 212. 122. 120|Wnited Sates 147.237.77. 170 |marachot .idf.il  [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
95.175.35.73 | srael 147.237.77.74 |lawidf.il Mil tiple Unaut hori zed URL Access from 95, 175. 35. 73 B ock 86
41.97.109.122 |Ageria 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut horized URL Access from41.97.109. 122 B ock 46
149. 78. 245. 118 |l srael 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code Bl ock 12
31.131.16.162 |Wkraine 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 31.131. 16. 162 B ock
85. 64. 92. 63 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
41.97.109.122 |Ageria 147.237.77. 216 |dover.idf .i | Paraneter Type Miol ation PageNumin waw i df . il/1414-ar/ dover. aspx Bl ock
} . . DO stributed Whaut hori zed URL Access on
107.178.194.87 |[lhited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133 22638- hel dover . aspx. B ock 1
2.54.35. 35 I srael 147.237.72. 166 [aka. i df . i | Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin v i df . il/1361-he/ dover. aspx  |B ock 1
. nobi | e. nei tav.idf.i )
216.218.206.66 |Lhited Sates |147.237.76.39 | Uhaut hori zed URL Access to 147.237.76. 39/ B ock 1
66.249. 75.107  |Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
66.249.78.146 |lsrael 147.237.72. 166 [aka. i df . i | Uhknown Par anet er anp; docld in waw aka.idf.il/rights/asp/info.asp None 1
66. 249. 66. 27 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 1097- he/ nakhal . aspx B ock 1
: . . O stributed Uhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216(dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
131.253.25. 154 |[Uhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed LR Access to wawidf.il/i/jot Bl ock 1
5.175. 26. 46 Ger many 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/anan Bl ock
. - . Uhaut hori zed URL Access to
68.180.228.112 |Lhited Sates [147.237.77.216|dover.idf.il v i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper/ B ock 1
66.249.75.123  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
184.105.139. 70 |United Sates [147.237.72.167|i shuri maka.idf.il| [Unauthorized URL Access to 147.237.72. 167/ Bl ock 1
88.231.222.38 |Turkey 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to waww idf.il/arr/ B ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in vww aka.idf.il/main/giyus/general.aspx [None 1
: . . O stributed Uhaut hori zed URL Access on
204.13.200.200 |[hited Sates [147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to www i df.il/894-he B ock
141.212.122. 112|thited Sates [147.237.77. 170 |n@mar achot . i df . i | Ml tiple Mal formed URL from 141.212. 122, 112 Bl ock
68.180.230.29 |[lhited Sates |147.237.77. 176 |nat pash. i df . i | Paraneter Type M ol ati on PageNimi n Bock |1
waw cogat . i df . i |/1043- he/ cogat . aspx
66. 249. 78. 20 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 1070- he/ nakhal . aspx B ock 1
45.79.173. 89 147.237.0.15 |kosher-kravi .idf.il|Unhaut horized URL Access to / Bl ock 1
197.162.98.99 |Egypt 147.237.77.216|dover. i df . i | Dstributed PHP At enpt B ock 1
66.249.78.234 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
] - . Unhaut hori zed URL Access to waw i df.il/english/x
207.46.13.128 |Wnited Sates [147.237.77.216|dover.idf.il 8 ACR AR AVES A C AsCP At B ock 1
66. 249. 69. 40 I srael 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ B ock
141.212.122. 112|thited Sates [147.237.77.233|atal .idf.il Ml tiple Mal formed URL from 141.212. 122, 112 Bl ock 1
31.131.16.162 |lkraine 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230.29 |lhited Sates (147.237.77.176 |nat pash. i df . il vaww cogat . i df . i 1/ 1966- he/ cogat . asp B ock 1
66. 249. 78. 34 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 1085- he/ nakhal . aspx Bl ock 1
66. 249. 66. 21 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 1071- he/ nakhal . aspx B ock 1
197.162.98.99 |Egypt 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
: . . O stributed Uhaut hori zed URL Access on
107.178.194.83 [lhited Sates |[147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
68.180.228.112 |Wited Sates [147.237.77.216|dover.idf.il Mil tipl e Unhaut hori zed URL Access from 68.180. 228. 112 Bl ock 1
207.46.13.131 |lnited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed LRL Access to v idf.il/i/js_inst B ock 1
- . Uhaut hori zed URL Access to
66.249.69.42  [Israel 147.237.77. 216 (dover. i df . il v i df . i 1/ 1283- 17900- en/ dover . aspxyou Bl ock 1
146. 185. 234. 48 RJS|S;$ o 147.237.77.74 |lawidf.il Unaut hori zed URL Access to wan | aw idf .il/656-en/ Bock |1
Uhaut hori zed URL Access to
] . . wawv i df . i |/ &a=u&ved=0calqf j aaahukew j 6_kykpf gahwj xhgkhvt gdnué&si
40.77. 167. 45 Uited Sates [147.237.77.216|dover.idf.il g2=ndaz6msozbmif t pnczr ghadusg=af qj cnhcdshsr yhkeugapx! dsq7f ow Bl ock 1
j wnw
74.82.47. 4 Uited Sates [147.237.77.216|dover.idf.il Distributed Unauthori zed URL Access on 147.237.77. 216/ Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ i znoret / gal | ery/ showpi ct ur e. asp B ock 1
66. 249. 66. 24 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ 1122- he/ nakhal . aspx Bl ock
203.116.59.35 |9 ngapore 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wwwi i df .il/894-en/i df gdover. aspx Bl ock
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