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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - reset 3567

204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock Np All _Net dr op 2

204. 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an.i df . il Bock Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147. 237.76. 38 eeneitav.idf.il Block Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147. 237. 76. 30 hi nush. i df . i | Block Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il B ock Np Al _Net drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site |Sgnature Devi ce Action |Oount |
61.156. 3. 181 Chi na 147.237.0. 15 kosher -kravi . i df . i1]20085 HITP. Mi ebl ackcat Security Scanner Initia Request B ock 3
123.126.113.80 |thina 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1

151. 80. 31. 147 |[italy 147.237.77.216 |dover.idf.il 28: HITP.  AwrefBot craw er Bl ock 1




12-18-2015-03:04:09 to 12-18-2015-04:04:09

|Top Attackers In |D|

Attacker Address

Target Address ‘

At acker

Signature

Scan or Infection

Gountry
61.156. 3. 181 147.237.0.15 |China kosher-kravi .idf.i [ET WEB SERVER Mii ebl ackcat scanner 3
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66.249. 78. 9 147.237.72.166|Wited Sates  [akaidf.il ET SCAN NVAP -sA (2) 2
146.185.250.2 |147.237.77. 212 gj::;”ion e. dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
40.115.58.160 [147.237.76. 200 |Lhited Sates eitan.aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
i ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons,
221.160. 245. 49 |147.237.8.45 KO8 RepUDliC | o iar i1 ) y 1
of Potential Scan or Brute Force
i ET SCAN Behavi oral Uhusual |y fast i nbound Tel net Gonnecti ons,
182. 231. 249. 175147, 237.8. 27  |FOVe® Republic | i matal . idf il ) y 1
of Potential Scan or Brute Force
146.185.250.2  |147.237.77. 216 g{j;:;‘im dover.idf il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 114 [147.237.76.86 |Uraine navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
62. 75. 236. 76 147. 237. 76. 202 |Ger many e halag idf.il ET SCAN NVAP -sS wi ndow 1024 1
40.115.58.160 [147.237.77.74 |Lhited Sates lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
. L ET SCAN Behavi oral Uusual |y fast inbound Tel net Connecti ons,
221.231.35.209 |147.237.76.31 |China nakchal .idf.il . 1
Potential Scan or Brute Force
_ _ . |ET SCAN Behavi oral Wusual |y fast Terminal Server Traffic, Potenti
177.207.116.36 |[147.237.0.19 |Brazil madi matal .idf.il 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
207.241.229. 104|lhited Sates 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 19
66.87.19. 6 Lited Sates 147.237.77. 216 |dover. i df . i SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 12
54.244.22.103 |whited Sates 147.237.77. 233 |atal .idf.il dr op First packet isn't SN drop
109. 64. 148. 240 |Israel 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TGP Invalid i i sSi
66.249.78. 5 Uhited Sates 147.237.0.19 |nadimatal .idf.il 9 =9 Invalid segnent retransmssion. o 6
Ret r ansm ssi on Packet dropped.
212.143.142.56 |Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SN drop
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
46. 19. 86. 54 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid ' i ssi
5.22.129.171  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
54.244.22.103 |lhited Sates 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop
46. 19. 86. 54 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanmng Engine: TCP Invalid i i ssi
66.249.78.146 |United Qates 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. 4
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |[monitor |4
Sreaning Engine: TGP Invalid ' i ssi
62.219.63.77  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
5. 255.253. 157 |Russi an Federation |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
2.54.9.103 I srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i sSi
5.255.253. 188  |Russi an Federation |147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
5.175.13.138  |Germany 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. 2
Ret r ansni ssi on Packet dropped.
46. 19. 86. 231 I srael 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect
213.57.194.37 |lIsrael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
5.175.0.137  |Ger many 147.237.76.86 |navy.idf. il 9 =9 Invalid segnent retransmssion. g 2
Ret r ansni ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i Ssi
66.249.69.93  |nited Sates 147.237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dr opped.
69.12.70.34 Lhited Sates 147.237.77.234 |hal ag.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
184. 105. 247. 244|United Sates 147.237.76. 177 |ncore. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
61. 156. 3. 181 Chi na 147.237.0.15 |kosher-kravi.idf.i|[SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 120|Uhited Sates 147.237.77.234 |hal ag.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 181 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d ACK nunber nonitor |1
141.212.122.69 |Wited Sates 147.237.76.199 |e.nakehal .idf.il  [Geo-1 ocation enf or cement ﬁ?olr (C’Zz;'nfn | nbound drop 1
95.163.107. 14  |Russi an Federation |147. 237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
146. 185. 239. 102 |Russi an Federation |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
49.151.51.56 Phi | i ppi nes 147.237.77.74 |lawidf.il drop First packet isn't SN drop 1
141. 212. 122. 103|wited Sates 147.237.76. 201 |e.atal .idf . il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.121. 187|United Sates 147.237. 76. 147 |chinuch. aka. i df . i1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
77.77.76.3 Iran, Islanic 147. 237.77. 216 |dover. i df . i Bad TCP sequence Inval i d AGK nunber alert 1
Republ i ¢ of
185. 3. 144. 25 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141. 212. 122, 123|wited Sates 147.237.8.14 |e.orchot.idf.il  |Geo-l ocation enf or cement Ceo-| ocati on i nbound drop 1
enf or cenent
46.19. 86. 181 I srael 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.70 |wited Sates 147.237.76.199 |e.nakehal .idf.il  [Geo-1 ocation enf or cement ﬁ?olr (C’Zz;'nfn | nbound drop 1
104.130.78.65 |Uhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 1
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
141.212.122. 117|tnited Sates 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 188|United Sates 147. 237. 76. 147 [chi nuch. aka.i df . i | |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
77.77.76.3 'F;;E'bl 1S 1147, 237. 77. 216 |dover. i of i1 Bad TCP sequence Inval i d AGK nunber moni tor |1
193.90. 12. 86 Nor way 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
66. 44. 22. 149 Lited Sates 147.237.77. 216 |dover. i df . i SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
141. 212. 122. 124|wnited Sates 147.237.8.14 |e.orchot.icf.il  |[Geo-1ocation enfor cement Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122.96 |Uited Sates 147.237.77. 179 |e. nazi .i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
5.255. 253. 157  |Russi an Federation [147. 237. 7. 216 |dover. i df il Bad TCP sequence SINWACC retransm ¢ with moni tor |1

different wndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 11 | srael 147.237.0.19 |nadimatal .idf.i||Suspicious Response Code B ock
66.249.78.128 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Suspi ci ous Response Code_Qust om Tenpor ary B ock
2.54. 60. 139 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
. . Unhaut hori zed Met hod CPTIONS for
84.94.38. 200 I srael 147.237.72. 166 [aka. i df . i | ww aka. i df . i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser Bl ock 2
] . . D stributed Uhaut hori zed LRL Access on
204.13.200.200 |thited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
} . . D stributed Uhaut hori zed URL Access on
107.178.194. 79 |Wited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
176. 13. 19. 32 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
141.212.121. 176|nited Sates [147.237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237. 76. 147/ B ock
66.249.78. 2 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/ndmai n/giyus/ general . aspx |B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77.216|dover. i df .i | www. i df . i1/1133-16839-ar/ mmmmmm=d507c¢f 09mmmmmm d507c¢f |B ock 1
09
107.170.39. 242 |Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawidf.il/error.htm B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 34 I srael 147.237.72. 166 |aka. i df . i | v aka. i dff i |/ nai 1/ smal i nd showbi g. aspx B ock 1
] . . Unaut hori zed URL Access to
207.46.13.169 |[Wited Sates [147.237.72.166|aka.idf.il vaww aka, i o . i | / sachar/ f or s/ downl oadf or m asp B ock 1
37.142.68. 96 | srael 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 1
141.212.122. 112|nited Sates [147.237.77.216|dover.idf .il Mal formed URL proxytest. zmap. i o: 80 B ock 1
49.151. 51. 56 Fhi | i ppi nes 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 1
185. 32.179. 231 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.79 |Uited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 34 I srael 147.237.77. 216 [dover . i df . i | wa i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
37.142.68. 96 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/xmrpc. php B ock 1
] . . D stributed Unhaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
141.212.122. 112|thited Sates [147.237.77.234|hal ag.idf.il Mal formed URL proxyt est. zmap. i o: 80 B ock 1
49.151. 51. 56 Fhi | i ppi nes 147.237.77.74 [lawidf.il D stributed Uhaut horized URL Access on ww | aw i df.il/xmrpc. php B ock 1
5.175.0. 137 Ger many 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df.il/anan B ock
. . Unaut hori zed URL Access to
66.249.69.48  |Israel 147.237.77. 216 |dover . i df . il 147. 237.77. 216/ 1361- 10624- he/ dover . aspx B ock 1
41. 44. 202. 46 Egypt 147.237.77. 176 |nat pash. i df . i | PHP At t enpt Bl ock 1
209.190. 18. 226 |Wited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed LRL Access to tikshuv.idf.il/wp/wp-adm n/ B ock 1
174.136.50. 3 Lhited Sates |147.237.0.34 |tikshuv.idf.il Unhaut hori zed LRL Access to tikshuv.idf.il/wp-adnmin/ B ock 1
89.139. 184. 138 [Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Gonnection - sigal gs DoS Attack None 1
50. 62. 57. 239 Lhited Sates |147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/wordpress/ wp-adnin/ B ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
5.175.13. 138 Ger many 147.237.77.216|dover. i df . i | D stributed Wnaut hori zed LRL Access on waw i df.i|/anman B ock 1
; ] ] D stributed Uhaut hori zed URL Access on
107.178.194.83 |lhited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. B ock 1
66. 249. 69. 97 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1133-he/ at al . aspx B ock 1
41. 44. 202. 46 Egypt 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to v cogat . idf.il/xmrpc. php B ock 1
. . Unaut hori zed URL Access to
95.175.35.73 | sr ael 147.237.77.74 [lawidf.il WA nag. | df . i |/ shar ed/ user control s/ | obbyi nf ocent eritem Bl ock !
54.244.22.103 |[hited Sates |[147.237.76. 147 |chi nuch. aka. i df.i[D stributed Suspicious Response Code_Qust om Tenporary Bl ock 1
207.46.13.11 Lhited Sates |147.237.72.156|anan.idf.il Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
31. 210. 24. 204 Ei"";gegom 147.237.0.34 |tikshuv.idf.il |Wauthorized LRL Access to tikshuv.idf.il/ol d/wp-admn/ B ock 1
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