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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 3284
66. 249. 69. 34 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 331
66. 249. 64. 181 | srael 147.237.77. 74 lawidf.il |TCP handshake violation, first packet not syn drop 12
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry ’Target Address |Site Sgnature

188.165.15.21 [France 147.237.77. 176 [mat pash. i df . i [|28: HITP.  AnrefBot craw er Bl ock 1
188. 165. 15. 37  |France 147.237.77.74 |lawidf.il 28: HITP.  AhrefBot craw er B ock 1
105. 106. 104. 245|A geria 147.237.77. 216 |dover . i df . i | SE?_O;\%%DEEFID@LG T Possi bl e OV 2014-3704 Drupal SQUi- attenpt Bl ock 1
151.80.31.145 |[italy 147.237.76.86 |[navy.idf.il |28 HITP. AnrefBot craw er Bl ock 1
151.80.31. 154 |[italy 147.237.76.42 |refuah.idf.il [228: HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

Potential Scan or Brute Force

Target Address étotua:]ctkre; Signature
91.121.46.23 |147.237.72. 166 |France aka idf.il SERVER- WEBAPP backup access 5
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
146.185.250.2 |147.237.72.167 E;ZZ:Z‘I”I o i shuri maka. i df . il ET SCAN NVAP -sS wi ndow 1024 1
40.115.58.160 |147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN NVAP -sS wi ndow 1024 1
40.115.58.160 [147.237.0.15 |[Wnited Sates  |kosher-kravi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
112. 196. 49. 101 |147. 237.77. 212|Indi a e.dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
40.115.58. 160 |147.237.76.197 |lhited Sates  |e himush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.115.58. 160 [147.237.0.17 |thited Sates mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
198.57.60. 166 |[147.237.8.14 |Lnited Sates  |e.orchot.idf.il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Cbnnecti ons, 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231.90  |Egypt 147. 237. 77. 216 |dover.i df .| drop SAMrule drop 35
207.241.229. 104|lhited Sates |147.237.77.216|dover.idf.il dr op SAMrul e drop 18
Sreaming Engine: TGP Invalid i i ssi
5.22.129.171  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
79. 180. 223. 137 [Israel 147. 237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
173.58.198.145 |thited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |[monitor (4
5. 255. 253. 157 RJSf;:I”ion 147. 237. 77. 216 |dover.i df . i | SYN At tack SYN -> SYN-ACK -> Tineout [reject 3
54.244.22.103 |Whited Sates 147.237.77. 176 |nat pash. i df . i | dr op Frst packet isn't SN drop
46. 19. 85. 197 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
79.179.170.90 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46. 19. 85. 197 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 3
91.200. 12. 106  |lkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop 2
176.13.14.48  |Israel 147. 237.72. 166 |aka i of .i | Bad TCP sequence Invali d ACK nunber aert 2
91.200. 12. 106  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
176.13. 14. 48 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2
46. 19. 86. 101 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
91.227.71.250 |lsrael 147.237.76.31 |nakchal .idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 2
62. 210. 206. 219 |France 147. 237.76. 196 |e. sviva i df . Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 2
enf or cenent
197. 34.174. 142 |Egypt 147.237.77. 170 |n@ar achot . i df . i | drop First packet isn't SYN drop
5.102.254. 154 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
80.246.136.94 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence SYNRACK retransmt with moni tor |2
di fferent w ndow scal e
67.212.175.138 |Lhited Sates |147.237.72.166 |aka.idf.il B ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
141.212.122. 111|Whited Sates |147.237.0.33  [idf.il drop drop
. . SYNtAXK retransmit with .
46. 19. 86. 101 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent v ndow scal noni t or 1
141.212.122.65 |Wited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent (effolrg‘e:ﬁ;'mon i nbound drop 1
139. 196. 104. 39 |chi na 147.237.8.45 |e.eitanidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
207.46.13.169 |lWiited Sates |147.237.72.166|aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
82. 46. 218. 220 z";ggom 147. 237. 77. 216 |dover. i df .i Bad TCP sequence Inval i d ACK nuniber alert 1
141.212.122. 215|Wnited Sates |147.237.8.27 |e.madimatal.idf.il  |Geo-1ocation enf or cerment gﬁ?;):ggﬁ;}fn I nbound drop 1
141.212.122.72 |wited Sates [147.237.72.217|e.idf il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
141.212.121.191|lhited Sates |147.237.72. 167 |i shurimaka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
218.22.211.69 [China 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject
77.237.138.51 |Czech Republic |147.237.77.235|sviva. idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or
141.212. 122. 208|Wnited Sates  |147. 237. 77. 212 |e. dover. i df . i1 Geo- | ocati on enf or cenment gﬁ?;)'rggﬁ:nfn I nbound drop 1
46.19.86.200  [Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [reject 1
141.212.122.66 |Uhited Sates |147.237.0.35 |akaws.idf.il drop drop 1
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
139. 196. 104. 39 |Chi na 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
82. 46. 218. 220 E?';gegom 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |1
141.212. 122. 223|Wited Sates  |147.237.77. 212 e dover.idf. il Geo- | ocati on enf or cenent (effolrg‘e:ﬁ;'mon i nbound drop 1
61.135.190. 72 |China 147.237.0.33  [idf.il drop drop 1
141.212.122.76 |Uited Sates |147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 191|Wwited Sates  |147. 237. 76. 199 |e. nakchal .i df . i | Geo- | ocati on enf or cenment Sﬁ?olzgi:ﬂo” t nbound drop 1
218. 65. 149. 155 |Chi na 147. 237.77. 226 "‘;"‘I"“Cha"atz'aka"df drop Frst packet isn't SN drop 1
141.212. 122. 209|Wnited Sates  |147. 237. 76. 198 |e. yohal an.i df . i | Geo- | ocati on enf or cenment Sﬁ?o'r;ﬁ?;no” t nbound drop 1
54.176.128. 153 |Uhited Sates |147.237.77.216 |dover.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
141.212.122.70 |Wited Sates |147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
139. 196. 104. 39 |Chi na 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
91.121. 46. 23 France 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from91. 121. 46. 23 Bl ock 11
91.121. 46. 23 France 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 6
183. 79. 223. 207 |Japan 147.237.76.200(ei tan. aka. i df.il Ml tiple Abnormal Iy Long Request from 183.79. 223. 207 B ock 4
66. 249. 78. 52 | srael 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to wwu chi nuch. aka.idf.il/404. htm B ock 3
183. 79. 223. 207 |Japan 147.237.76.200|ei tan. aka. i df . i | Miltiple Illegal HITP Version from 183. 79. 223. 207 B ock 3
195. 154. 227. 118|France 147.237.72. 166 [aka. i df . i | Dstributed I11egal HITP \ersion B ock 2
} . . DO stributed Whaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 2
182.73.194.106 |[India 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
. . . Lhknown Parangeter | in
183.79.223. 207 |Japan 147.237.76.200|ei tan. aka. i df . i | vwy ei tan. aka. i df .i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx None !
} . . O stributed Uhaut hori zed URL Access on
107.178.194. 87 |Uited Sates [147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
76.77.184.101 |thited Sates |[147.237.77.176|nat pash. i df . il Uhaut hori zed URL Access to www cogat . idf.il/894-en B ock 1
Uhaut hori zed URL Access to
66.249.66.191 |[Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed/ cl i ent scri pt s/ i nagevi deogal | eryl obby/ i nagevi |Bl ock 1
deogal | eryl obby. j s
218. 65. 149. 155 [Chi na 147.237.77.216|dover.i df . il Mil ti pl e Unaut hori zed URL Access from 218. 65. 149. 155 B ock 1
182.73.194.106 |[India 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
91.121. 46. 23 France 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/dunp/bi gdunp. php B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.19. 85. 175 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
} . . DO stributed Whaut hori zed URL Access on
107.178.194.87 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. Bl ock 1
77.237.138.51 gg}‘;ﬂc 147.237.77.235|sviva. i df . i | Unaut hori zed Method HEAD for / B ock 1
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . il Mil tiple Unaut hori zed URL Access from 66. 249. 69. 26 B ock 1
218. 65. 149. 155 |Chi na 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to ww i df.il/tenpl at es/ honepage/ u+ B ock 1
183. 79. 223. 207 |Japan 147.237.76.200(ei tan. aka. i df.il Dstributed I11egal HITP \ersion B ock 1
. . DO stributed Whaut hori zed URL Access on
95.175.97.229  |Finland 147.237.77. 216|dover . i df . i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
. . Lhknown Paraneter catid in
66.249.78.146 |[lIsrael 147.237.72. 166 [aka. i df . i | vown aka. i df . |/ mai n/ r abanut / gener al . asp None 1
61.135.190.69 [China 147.237.0.15 |kosher-kravi.idf.il |Wauthorized URL Access to 147.237.0. 15/ B ock 1
} . . O stributed Uhaut hori zed URL Access on
204.13.200. 200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . . S Uhtraceabl e Gonnection - Protocol violation
139. 196. 104. 39 [Chi na 147.237.72. 166 |aka. i df . i | (SSL_CONN OLI ENT FI N SH) None 1
91.121. 46. 23 France 147.237.72. 166 |aka. i df . i | Mil tipl e Admin B ocking from91l. 121. 46. 23 B ock 1
. . Uhaut hori zed URL Access to
66.249.69.32  [Israel 147.237.77. 216 [dover. i df . il 147. 237. 77. 216/ 1133- 20493- he/ dover . aspx Bl ock 1
: . ; O stributed Uhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- hel dover . aspx. Bl ock 1
: . . Unaut hori zed Met hod HEAD f or
67.212.175.138 |Lhited Sates |147.237.72.166[aka.idf.il ww aka. i o1/ el tan prati i pi rteykat aval Bl ock 1
m ny- kosher - kr avi . i
61. 135.190. 200 [Chi na 147.237.0. 17 of niyl Uhaut hori zed URL Access to 147.237.0.17/ B ock 1
141.212. 121. 176|nited Sates [147.237.72.167|i shuri maka.idf.il Unhaut hori zed URL Access to 147.237.72. 167/ B ock 1
. . DO stributed Whaut hori zed URL Access on
66.249.69.81  |Israel 147.237.77.233|atal . i df .il 147. 237, 77. 233/ 1136- he/ at al . aspx Bl ock 1
: . . O stributed Uhaut hori zed URL Access on
107.178.194.83 |[Lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
68.180.229. 173 |Wited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
. . Uhaut hori zed URL Access to
66.249. 66. 136 | sr ael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scripts/clientscripts.js B ock !
208.184.112. 74 |United Sates |147.237.77. 216 |dover. i df .i | Distributed Lhauthori zed URL Access on Bl ock 1

wawv i df . i | /1133-22461- he/ dover . aspx.
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