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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3242
115. 21.179. 242 Korea, Republic of 147.237.77. 227 e hanaz.idf.il Frk_Under Attack _Con_Tcp dr op 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount

82.81.22.221 I srael 147.237.77. 216 dover.idf.il |[Q017: HTTP. Malicous User Agent FQCA B ock 2
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|Top Attackers In |D|

Attacker Address |Target Address ‘A(;tuiikre; Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
94.102.48.195 |[147.237.0.35 |[Netherlands akavs. i df . il ET SCAN NMAP -sS wi ndow 1024 1
220. 231. 195. 122[147. 237. 76. 39 |Chi na nobi le.neitav.idf.il |ET SCAN NMAP -sS w ndow 2048 1
212.7.211. 7 147. 237. 77. 212 [Net her | ands e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
177 83220 48 |147. 237.8. 14 |mrasil o orchot i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
131.109. 15. 15  [147.237.76. 176 |Lhited Sates  |test.ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
131.109. 15. 15 |147.237.76. 176 [Wited Sates test.ncore.idf.il ET SCAN NVAP -f -sS 1
84.228.141.84 |147.237.77.170 I srael raar achot . i df . i | ET D5 Large amount of TCP ZeroWndow - Possible N ller2 1
DDos attack
40.115.58.160 |147.237.0.16 |[Lhited Sates  |ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
220.231. 195. 122|147. 237. 76. 39 |Chi na nobi | e.neitav.idf.il |ET SCAN NVAP -sS w ndow 4096 1
220. 231. 195. 122[147. 237. 76. 39 |Chi na nobi | e.nei tav.idf.il |ET SCAN NVAP -f -sS 1
146.185.250.2  |147. 237. 76. 201 ?ézz;;”im eatal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
131.109. 15. 15 |147.237.76.176 |Lhited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36

213.57.143.74 |Israel 147.237.0.34 |[tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 27

80. 187.110.80 |Ger many 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 24

207.241.229. 104|thited Sates  [147.237.77. 216 |dover. i df.il drop SAMrule drop 18

80.187.110.80 |Ger many 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12

37.142.136. 161 [l srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SYN drop 11

80.187.110.80 |Ger many 147.237.77. 216 |dover.idf il [Bad TCP sequence SINHAK retransmt with different oo fgq

w ndow scal e
213.57.143.74 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
213.57.143.74 |Israel 147.237.77. 216 |dover.idf.il  |[Bad TCP sequence SINFAXK retransmt wth different | o0 g
w ndow scal e

213.57.143.74 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 9

37.142.136. 161 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7

2.52.181.123 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7

80.187.110.80  |Ger many 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6

213.57.143.74 |lIsrael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout aert 6

41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6

2.52.179. 32 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6

173.58.198. 145 |Wited Sates |147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6

73.205.30.212 |Wited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6

195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |4

212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4

188. 120. 148. 191l srael 147.237.76.31 |nakchal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreanmng Engine: TCP Invalid i i ssi

65.55.210. 114 |lnited Sates  |147.237. 72. 166 |aka i df il 9 =9 Invalid segnent retransnission. drop 4
Ret r ansn ssi on Packet dropped.

192.114.23.18 |Israel 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
Sreanmng Engine: TCP Invalid i i ssi

79.180.128.93 | srael 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.

149.78.154.69 |l srael 147.237. 77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3

reamn ine: TCP Invali i i ssi

2.54. 24. 222 I srael 147.237.72. 166 |aka.i df . Strean g Engine @ Invalid  finvalid segnent retransnissi on drop 3
Ret r ansn ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.180.238.86 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansn ssi on Packet dropped.

167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop

73.171.56.142 |Wited Sates |147.237.77.216|dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect
Sreaming Engine: TGP Invalid i i ssi

79.183.57.62  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 3
Ret ransm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi

46.19. 85. 43 I'srael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.

80. 246. 136. 114 |l srael 147.237. 72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3

reamn ine: TCP Invali i i ssi

149.78.26.28  |Israel 147. 237, 77. 243 |roti 1 e i o1t | €AM NG Engi ne: TCP alid invalid segnent retransnission drop 3
Ret r ansnm ssi on Packet dropped.

80. 187.110. 80  |Ger many 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 3

5. 2565. 253. 157 RJSIS::t”ion 147.237.77.216 |dover.idf.il  [SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 2

91.200.12.106 |kraine 147.237.77.74 |lawidf.il drop SAMrul e drop 2

185. 120. 126. 85 147.237.77. 216 |dover.idf.i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |2

197.34.174. 142 |Egypt 147.237.77. 170 |mmar achot . i of . i [|dr op Frst packet isn't SN drop 2

91.200.12.106 |kraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2

5.102.254.218 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i sSi

40.77.167. 1 Lhited Sates |147.237.72. 166 [aka. idf. il 9 =g Invalid segnent retransmssion. drop 2
Ret r ansnm ssi on Packet dropped.

85. 96. 137. 38 Tur key 147.237.76.86 |navy.idf.il drop SAMrul e drop 2
Sreanming Engine: TCP Invalid i i ssi

5.175.25.171  |Germany 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 2
Ret ransnm ssi on Packet dropped.

82.81.22.221 [Israel 147.237.77. 216 |dover.idf.il  [Bad TOP sequence S retransmt with different wndow| ovor |2
Sreanming Engine: TCP Invalid i i ssi

40.77.167.7 Lhited Sates  |147.237.72. 166 |aka i df i 9 =g Invalid segnent retransmssion. drop 2
Ret ransnm ssi on Packet dropped.

185. 27.105. 105 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2

141.212.122.99 |uhited Sates [147.237.76.197|e.himush.idf.il [Geo- 1| ocati on enf or cenent Geo-| ocati on i nbound enforcenent  [drop 1

46.19. 86. 190 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 1

141.212.121. 178|Wited Sates  |147.237. 77. 170 |nmarachot. i df .i [|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

82.81.22.221  |Israel 147.237.77. 216 [dover.idf.il  [drop thexpect ed post SYN packet - RST |y op 1

or SYN expect ed
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
183.79. 223. 207 |[Japan 147.237.76.200|ei tan. aka. i df .i | [Mitiple I11egal HITP Version from 183. 79. 223. 207 Bl ock 4
183. 79. 223. 207 |Japan 147.237.76.200|ei tan. aka. i df.i | |Mil tipl e Abnormal Iy Long Request from 183.79. 223. 207 Bl ock 4
46.19. 86. 194 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 3
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawidf.il/error.htm Bl ock 2
] - . D stributed Lhaut hori zed URL Access on
107.178.194.83 |[lhited Sates [147.237.77.216|dover.idf . il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
37.26.148.216 |[Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL Bl ock 2
46. 19. 86. 198 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.228.166.112 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storage/files/5 Bl ock 1
68.51.224.251 |lhited Sates |147.237.72.166|aka.idf.il Uhaut hor i zed Met hod HEAD for aka.idf.il/mai n/rabanut/fag. aspx Bl ock 1
; . ] Unaut hori zed URL Access to
207.46.13.144  |Uhited Sates  147.237.76.42 [refuah.idf. il refua. atal.idf.il/pl/hone/ student/bi ura karier/ki el ce. aspx Bl ock !
40.77.167.7 Lhited Sates |147.237.72.166|aka.idf.il D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
149.78.215.28  |Israel 147.237.72. 166 |aka. i df . i | lllegal Byte Qe Craracter in URL /nain/kapat2//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
. . Paraneter Type Molation FleNange in
84. 94. 59. 248 I srael 147.237.77.74 |lawidf.il v | aw i o i1/t enpl at es/ et f i | ef getfil e. aspx B ock 1
54.186.248.49 |lWnited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-he/ v i df . il B ock 1
2.54.42. 146 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 [Wnited Sates |147.237.77.216(dover.idf . il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ation PageNumin v i df . il/1115-ar/ dover . aspx B ock 1
] . . D stributed Lhaut hori zed URL Access on
207.173.252. 132|Wnited Sates |147.237.77.216|dover.idf.il Vo i i 1/ 894- en/ i dff gdover . aspx B ock 1
46. 19. 85. 175 | srael 147.237.72. 166 |aka. i df . i | Lnt raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
149.78.215.28 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Paraneter Type Mol ation InfoCenterltemin
84. 94. 59. 248 I srael 147.237.77.74 |lawidf.il vw | aw i i1/t enpl at es/ getfi | ef getfi | e. aspx B ock 1
2.54.128. 251 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
] . . Unaut hori zed URL Access to
199. 16. 156. 126 [lhited Sates |147.237.77.216|dover.idf.i | v i i1/ p storagel i1 es/ 7/ si ze220x0/ 10937, | pg B ock 1
68.180.229. 173 |lhited Sates |147.237.72.166|aka.idf.il Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
] - . D stributed Lhaut horized URL Access on
208.184.112.74 |Wited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
46.19. 86. 169 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
157.150. 62.37 |Uited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
84.108.17. 16 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66. 249. 78. 27 I srael 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ B ock 1
5.175.25.171 Ger many 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to waw i df.il/aman Bl ock 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216 [dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
] . . D stributed Unaut hori zed URL Access on
107.178.194. 87 |lWited Sates |147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
79.180.96.162 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
’ . . DO stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates |147.237.77.216(dover.idf.il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . D stributed Lhaut hori zed URL Access on
2.54.6.75 | srael 147.237.77.233(atal .idf . il 147. 237.77. 233/ 1134- hel at al . aspx Bl ock 1
176.13. 1. 214 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
84.228.166. 112 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 84. 228. 166. 112 B ock 1
. . Unaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ si p st or agel fi | es/ 5/ 68515. g f B ock 1
] . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216 [dover.idf.il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
141.212.122. 112|United Sates |147.237.76.200|ei tan. aka. i df .i| |Mal forned URL proxytest.znmap. i o: 80 Bl ock 1
79.183.57. 62 I srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary Bl ock
2.54.22.166 I srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock

12-18-2015-01:06:48 to 12-18-2015-02:06:48




