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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3331

93. 186. 16. 155 South Africa 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

93. 186. 16. 157 South Arica 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3

66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 2

115. 239. 228. 99 Chi na 147.237.76. 198 e.yohal an.idf.il|JLM Under Attack Con Htp drop 2

185. 130. 5. 201 147.237. 76. 44 e.refuah.idf.il |Block Udp All Nets drop 1

105. 198. 240. 110 Egypt 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1
213.57.139. 98 | srael 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature
ET DG5S Large anount of TCP Zer oWndow - Possible Nkiller2

80.246.130.25 |147.237.77. 233l srael atal.idf.il Doos at t ack 7
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
66.249.64. 186 |147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 2
183. 31.128. 128 |147.237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 2
183.31.128. 128 [147.237.77.61 |China e.cogat.idf.il ET SCAN Potential SSH Scan 2
183. 31. 128. 128 |147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 2
66.249.78.153 |147.237.72.166 |Uhited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
183. 31. 128. 128 |147.237. 77. 226 |Chi na wwwv chanat z. aka. idf . il [ET SCAN Potential SSH Scan 2
189. 218. 109. 225(147. 237. 0. 34  |Mexi co tikshuv. idf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
183.31.128. 128 [147.237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
64.203.214.49 |147.237.77.74 |Wited Sates |lawidf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
183. 82. 106. 200 |147.237.77.227|Iindia e hamaz.idf.il ET SCAN NMAP -sS wi ndow 3072 1
183.31.128. 128 [147.237.72.14 |China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
183. 82. 106. 200 |147.237.77. 227 |Indi a e. hanaz. i df .il ET SCAN NVAP -f -sS 1
27.213. 60. 48 147.237.8.28 |China e.nobil e-ks.idf.il ET SCAN Behavi oral Lhusual | y fast inbound Tel et 1
Gonnections, Potential Scan or Brute Force
183.31.128. 128 |147.237.8.24 [China elifestyleidf.il ET SCAN Potential SSH Scan 1
183. 31. 128. 128 |147.237.0.200 [China rdu, i df il ET SCAN Potential SSH Scan 1
183.31.128.128 [147.237.0.19 |China madi matal .idf.il ET SCAN Potential SSH Scan 1
183. 31. 128. 128 |147. 237. 76. 197 |Chi na e. hinush. i df . il ET SCAN Potential SSH Scan 1
146.185.250.2  |147.237.76.44 |RSSI e.refuah.idf.il ET SCAN Behavi or al Lhusugl ly fast Terminal Server Traffic, 1
Federation Potential Scan or Infection
183. 31. 128. 128 |147. 237. 76. 147 |Chi na chi nuch. aka. i df il ET SCAN Potential SSH Scan 1
91.201. 236. 114 [147.237.77. 235 |Ukrai ne svivaidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
183.31.128. 128 |147.237.76.31 |China nakchal . i df il ET SCAN Potential SSH Scan 1
64.203.214.49 |147.237.77.234|lhited Sates  |halag.idf.il ET SOAN Behavi oral _uﬂusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
189. 218. 109. 225(147. 237.0. 15  |Mexi co kosher - kravi .i df .i | ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
183. 31. 128. 128 |147.237. 72. 156 |Chi na aman. i df.il ET SCAN Potential SSH Scan 1
183. 82. 106. 200 |147.237.77.227|Iindia e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
41.33.231.90 147. 237.77. 216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 1
183. 31.128. 128 |147.237.8.28 |China e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
183. 31. 128. 128 |147. 237. 77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1
183.31.128.128 |147.237.8.14 |China e.orchot.idf.il ET SCAN Potential SSH Scan 1
183.31.128. 128 |147.237.0.35 |China akavs. i df . il ET SCAN Potential SSH Scan 1
183. 31. 128. 128 |147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
183.31.128.128 [147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
183. 31. 128. 128 |147.237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 114 |147.237. 77. 235 |krai ne svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 31.128. 128 |147.237.76.42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
183. 31. 128. 128 |147.237.76.38 |Chi na e.eneitav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
41.33.231.90 Egypt 147.237. 77. 216 |dover.idf il drop SAMrul e drop 34
207.241.229. 104|lhited Sates |147.237.77. 216 |dover.idf.il dr op SAMrul e drop 18
80. 246. 130. 25 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
82.80.143.207 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46.19. 85. 115 I srael 147. 237.72. 156 |anan. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or 8
80.246.130.25 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 8
84.228.252. 246 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
105. 198. 240. 110|Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 7
105. 198. 240. 110|EHgypt 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6
46.120.86.16  |Israel 147. 237, 77. 243 |nobi l €. f . Streamng Engine: TCP Invalid  invalid segnent retransnission. |y 6
Ret r ansni ssi on Packet dropped.
66.249.75.231 |United Sares [147. 237. 72, 167 [ shurimaka iar. i1 || €M N9 Engine: TP Invalid finvalid segnent retransnission. |, 6
Ret r ansni ssi on Packet dropped.
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
93.186.16. 157 |South Africa |147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
93.186.16.155 |South Africa [147.237.77.216|dover.idf.il drop First packet isn't SN drop 4
5.22.131.102 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
195. 34.150. 18  |Austria 147. 237.77. 216 |dover.idf. il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [monitor |4
212.235.22. 117 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
185.24.76.139 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber alert 3
105. 198. 240. 110|Egypt 147. 237. 77. 216 |dover. i df . Bad TCP sequence mdzitvrsac'znlt wth different nonitor |3
5.102. 254.130 |l srael 147.237. 77. 243 |nobi l e.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |3
79.180.152.38 | srael 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid  invalid segnent retransnission. |y 3
Ret r ansni ssi on Packet dropped.
185.24.76. 139 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 3
2.52.52. 213 I'srael 147. 237. 72. 166 |aka. i f . i1 Streaning Bngine: TCP Invalid  invalid segrent retramsmission. |, 3
Ret r ansni ssi on Packet dropped.
109.66.80.57  |israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid  invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
79.183. 222. 235 | srael 147. 237. 72. 166 |aka. i f . i1 Streaning Bngine: TCP Invalid invalid segrent retramsmission. |, 3
Ret r ansni ssi on Packet dropped.
87.68.246.21  |israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
109. 67. 146.76 |l srael 147. 237. 72. 166 |aka. i f . i1 Streaning Engine: TCP Invalid finvalid segrent retramsmission. |, 3
Ret r ansni ssi on Packet dropped.
62.90. 147.211  |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 3
46.19.85.102  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP | nvalid Jimvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
5.102.254.130 [Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
79.180.96. 162 I srael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
5.22.134.138 I srael 147.237.72. 166 |aka i df .i 1 Bad TCP sequence I'nval i d AGK nunber noni t or
66.249.66.153  |United Sares [147. 237.76. 200 [ei tan akaich. i || @M NG Engine: TP Invalid finvalid segnent retransnissi on. drop 2
Ret r ansni ssi on Packet dr opped.
165. 215. 209. 15 |Whited Sates [147.237.77. 216 |dover.idf.i | drop SAMrul e drop 2
149.78.136.60 |Israel 147. 237. 77. 216 |dover . i of . i Bad TCP sequence \m‘;ﬁsrc:;ansm wthdifferent Joonitor |2
46. 19. 85. 54 I srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
213.57.130. 185 |[Israel 147.237.77. 216 |dover.idf il SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 2
5.29.211. 80 I sr ael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
213.57.138.182 |Israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
5.22.134.120 I srael 147.237.72. 166 |aka i df .i 1 Bad TCP sequence I'nval i d AGK nunber monitor |2
87.69. 235. 78 I 'srael 147.237. 72. 156 |aman. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122. 102|Whited Sates |147.237.72. 217 |e.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop 1
2.54.189. 156 I srael 147.237.72. 166 |aka i df .i 1 Bad TCP sequence I'nval i d AGK nunber alert 1
141.212.121. 191 |thited Sates [147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 246 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
115. 239. 228.99 |China 147.237.77. 216 |dover.idf il drop SAMrule drop 1
141.212.122. 222|thited Sates [147.237.0.34 |tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.120. 86. 16 I srael 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code B ock 11
. . Unaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 |mat pash. i df . i | vaww cogat i df i 1/si p storagelfil es/ O/ si 2e220x0/ 3410. | pg. St C Bl ock 3
141. 0. 14. 155 Eur ope 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to v i df.il/english. com B ock 2
; . . D stributed Lhaut hori zed URL Access on
208.184.112. 74 |lhited Sates(147.237.77. 216 |dover . i df .| v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |Wnited Sates|147.237.77.216|dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
89.138.160. 20 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspici ous Response Code_Qust om Tenpor ary B ock 2
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw idf.il/error. htm B ock 2
185. 120. 126. 4 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
46. 19. 86. 169 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
84.109. 226. 165 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
’ . . O stributed Unaut hori zed URL Access on
208.184.112.74 [Wited Sates|147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. - Unaut hori zed URL Access to
66. 249. 69. 40 I sr ael 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133. 18562- hel dover . aspx Bl ock 1
37.237.168.170 |iraqg 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/arr/ B ock 1
. i i i et x| - 2 e T™M xIxTMx" xe T
183.79. 223. 207 |Japan 147.237.76. 200 |ei tan. aka, i df i [ || €98 HITP Version xmxtxixc - x?xaexzxex xT xZxThxex@@xy o |1
x? HITP/ 1.0
] . . D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates|147.237.77.216|dover. i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
79.176.177.23 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs DoS Attack None 1
] . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |lhited Sates(147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. nobi | e.neitav.idf.i _
141.212. 121. 176|Whited Sates|147. 237. 76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
2.54.128. 251 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
84.111.160.81 |l srael 147. 237.77. 216 |dover . i df . i | thaut hori zed URL Access to Bock |1
vy i df . i1/ resourcel userfol | ow esour ce/ creat e/
66. 249. 69. 89 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
40.77.167.1 Uhited Sates|147.237.72. 166 |aka. i df . i | Uhknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
183.79. 223. 207 |[Japan 147.237.76.200|ei tan. aka. i df . i | Mil tiple Abnormal |y Long Request from 183.79. 223. 207 B ock 1
79.178. 220. 107 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . D stributed Lhaut hori zed URL Access on
206.75.72.91  [Canada 147.237.77. 216 |dover. i df . il vaw i i |/ 894- en/ i dff gdover . aspx B ock 1
. . . Unhknown Paranet er searchText in
66.249. 66. 153 |l srael 147.237.76. 200 ei tan. aka. i df . i1 0 T i1/ 1002-en ei tan. aspx None 1
141.212.121. 176|wnited Sates|147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock
5.102. 254. 154 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
66. 249. 78. 20 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76.31/robots. t xt B ock 1
Unaut hori zed URL Access to
. . www. i df . i 1/1133-21570- he/ i df gdover . aspx&a=u&ed=0ahukew ynuép_
213.151.57.59 |[Israel 147.237.77. 216 (dover . i df . i | epj ahwf vhakhymebmoaf ggl mae&si g2=1dcz1oknkl ydqgg, | ur dvg&usg=af g B ock 1
j cngkxkpt obpol 8pgxzxft d95sstiiw
46. 19. 85. 210 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS Attack None 1
183. 79. 223. 207 |Japan 147.237.76.200|ei tan. aka. i df .i | Mitiple Illegal HTTP Version from 183.79. 223. 207 B ock 1
109. 67.160.19 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
80.246.136.78 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
207. 46. 13. 59 Lhited States|147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/main/giyus/ general . aspx B ock 1
; . . Unhaut hori zed URL Access to
8.37.70.37 Uited Sates|147.237.77. 216 [dover. i df . i | wan i df . i |/ engl i sh/ &isg=al kj r hi 4 kt 7kukcxhyssgghl nhsv_of ea Bl ock !
157. 55. 39. 28 Uited Sates|147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal.idf.il/tenpl ates/ general / B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to v i df.il/newsitelenglish Bl ock 1
66. 249. 78. 34 I srael 147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 1120- he/ nakhal . aspx B ock 1
46.19. 85. 214 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
185.24.76.139  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
109. 67. 164. 140 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
84.108. 185. 187 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
207.46.13.128 |Wnited Sates|147. 237. 77. 216 |dover . i df . i | Wnauthori zed URL Access to Bock |1
wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper /
66. 249. 69. 32 I srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover . aspx B ock
31.154.168.32 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None
183. 79. 223. 207 |Japan 147.237.76.200|ei tan. aka. i df . i | Abnornal |y Long Request request version B ock 1
] . . D stributed Lhaut hori zed URL Access on
107.178.194. 79 |lnited Sates|147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
77.237.138.51 g‘i%ri c 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to / B ock 1
217.132.30.146 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
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