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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3620
173.195. 0. 22 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 1
213.57.139. 98 | srael 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 1
173.195.0. 21 Lhited Sates 147.237.77. 216 dover.idf.il |Invalid TGP Hags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
51. 255. 207. 26 Lhited Ki ngdom 147.237.77. 216 dover.idf.il |ClL000106: HITP. najestic bot B ock 1
123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1

123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qount ry |9te |Signature |Count ‘
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
59. 46. 193. 114 147.237.77.176 Chi na nat pash. i df . i | GPL SCAN nmap TCP 2
66. 249. 78. 254 147. 237. 72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 2
218. 24.171. 223 147.237.77.176 Chi na nat pash. i df . i | GPL SCAN nmap TCP 2
94.102. 48. 195 147.237.0.34 Net her | ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
78.193.2.8 147. 237. 76. 202 France e halag idf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 204. 188. 142 147.237.77.19 Lhited Sates | awforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
218.108. 132. 58 147.237.76. 31 Chi na nakchal .i df.il ET SCAN NMAP -sS wi ndow 1024 1
212.7.211.7 147. 237.76. 30 Net her | ands hi nush. i of . i | ET SCAN NMAP -sS wi ndow 1024 1
166. 63. 125. 149 147.237.0.33 Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 2048 1
166. 63. 125. 149 147.237.0. 33 Lhited Sates idf.il ET SCAN NVAP -f -sS 1
91. 201. 236. 114 147.237.8. 14 Wkrai ne e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 147.237.77.19 Lhited Sates | awforumidf.il ET SCAN NMAP -sS wi ndow 3072 1
218.108. 132. 58 147.237.76. 42 Chi na refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
166. 63. 125. 149 147.237.0. 33 Lhited Sates idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
Sreaming Engine: TGP Invalid i i ssi
87.68.45.207  |israel 147.237.77. 243 |nobi l e. i of . i 9 =g Invalid segnent retransmssion. drop 33
Ret r ansm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.i df . il [dr op SAMrul e drop 30
207.241.229. 104|Uhited Sates |147.237.77.216 |dover.idf.il|dr op SAMrule drop 19
Sreaning Engine: TCP Invalid i i ssi
77.125.125. 254 |israel 147. 237.77. 243 |robi l e. i f . i 9 =9 Invalid segnent retransmssion. drop 15
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
2.54.17. 169 I srael 147. 237.77. 243 |nobi l e. i f . i 9 =9 Invalid segnent retransmission. drop 15
Ret r ansm ssi on Packet dropped.
213.57.143.78 |Israel 147.237.72. 166 |aka.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
213.57.131.49 |Israel 147.237.77.216 |dover.idf.il [SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 10
2.54.35.10 I srael 147.237.72. 166 |aka.idf.il |[SYN At tack SYN -> SYN-ACK -> RST rej ect
62.219.137.5 I srael 147.237.72. 166 |aka.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
. . SYNPAXK retransmt with different .
62.219.137.5 I srael 147.237.72. 166 [aka.idf.il [Bad TCP sequence i ndow scal noni t or 8
2.54.18. 248 I srael 147. 237.77. 216 |dover.idf .i 1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 203 I srael 147.237.72. 156 |anan.idf.i| |Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 85. 248 I srael 147.237.77. 216 |dover.idf .il[Bad TCP sequence Inval i d ACK nunber alert
r in ine: TCP Invali i i ssi
31.168. 201. 247 |Israel 147. 237,77, 243 |noti 1 e, o [ €A™ NG ENgi ne: TCP alid Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
46. 19. 85. 248 I srael 147.237.77. 216 |dover.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or
5.102. 254.125 |l srael 147.237.77. 216 |dover.idf .il[Bad TCP sequence Inval id ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
70.209.54.112 |Wited Sates |147.237. 7. 216 |dover.idf il 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185.3.144.77  |Israel 147. 237.77. 243 |nobi l e. i f . i 9 =9 Invalid segnent retransnission. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.125.1.104  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il|[Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
85. 64. 69. 242 | srael 147.237.77. 216 |dover.i df il [dr op Frst packet isn't SN drop
Sreaning BEngine: TP Invalid i i ssi
79.181.120. 214 | srael 147. 237.77. 243 |nubi | e.i df i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
68.51.224.251 |Lhited Sates [147.237.72.166|aka.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
46.116.242. 180 |Israel 147.237.72. 166 |aka.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
2.54.35. 10 I srael 147.237.72. 166 |aka.idf.il [Bad TCP sequence Inval i d ACK nunber alert 4
185.32.179.67 |Israel 147.237.77. 216 |dover.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 4
2.54.35. 10 I srael 147.237.72. 166 |aka.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
5.102. 254. 67 I srael 147.237.72.166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.132. 180 I srael 147.237.72. 166 |aka.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.170. 249 I srael 147.237.72. 156 |anan.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.54.35.10 I srael 147.237.72. 166 |aka.idf.il [Bad TCP sequence Inval i d sequence nunier noni t or 4
109. 64. 25. 67 I srael 147.237.72. 166 [aka.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 253. 129. 153l srael 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 4
2.54.35.10 I srael 147.237.72. 166 |aka.idf.il |[SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaning Engine: TCP Invalid i i ssi
66.249.78.146 |Uited Sates |147.237.72. 166 |aka. i of .l 9 =9 Invalid segnent retransmssion. drop 4
Ret r ansm ssi on Packet dropped.
5.102.254.157  |israel 147.237.77. 233 |atal .idf.i1 [Bad TOP sequence i;';e”ansmt with different wndow | oivor |3
Sreaning Engine: TCP Invalid i i ssi
2.54.162. 93 I'srael 147. 237. 77. 243 |mubi l e. i of . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i ssi
109. 64.59. 177 |Israel 147. 237.72. 166 |aka i of . i | 9 =9 Invalid segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.182.13.32  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
77.126.211. 182 |Israel 147. 237.72. 166 |aka i of . i | 9 =9 Invalid segment retransnission. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 67. 166. 179 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i ssi
149.78.235.7  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransnission. drop 3
Ret r ansm ssi on Packet dropped.
2.52.180. 212 I srael 147.237.72. 166 |aka.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
84.229.35.43  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
79.176. 219. 107 |Israel 147.237. 72. 166 |aka. i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
213.57.131.49 |Israel 147.237.76.86 |navy.idf.il [SYN A tack SYN -> SYN-ACK -> Ti meout rej ect
46.19. 86. 116 | srael 147.237.77. 216 |dover.idf .il[Bad TCP sequence Inval id ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
81.218.144.9  |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
5.22.134. 146 I srael 147.237.72. 166 |aka.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker .
Attacker Address Qount ry Target Address |Site Sgnature

Devi ce
Action

‘Count

. . . Uhaut hori zed URL Access to
31.168. 201. 247 |lsrael 147.237.77.243|nobi l e. i df . i | mobi l e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 8

m ny- kosher - kr avi

149. 78. 40. 113 | srael 147.237.0. 17 df il Ostributed |11egal Paraneter Encoding None 6
79.181.148.18 |Israel 147.237.76.86 |navy.idf.il Mil tipl e Unhaut horized URL Access from 79.181. 148. 18 B ock 4
68.51.224. 251 ;“;tteeg 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 68.51.224. 251 B ock 4
31.168. 201. 247 |Israel 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code Bock |3
24.228.42.170 g“;:s 147.237.77. 216 |dover . i df . i | D stributed PH? A tenpt Bock |3
24.228.42.170 g];::: 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wwvidf.il/xnirpc. php Bl ock 3
2.54.185. 125 | srael 147.237.72. 166 |aka. i df . i | Uht raceabl e SSL Sessi ons: Qpen Mde None
85. 250. 152. 149 [l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response CQode Bl ock
m ny- kosher - kr avi , ,
176. 13. 15. 166 | srael 147.237.0. 17 Pdf il Ostributed |11 egal Paraneter Encoding None 2
46.117.100.20 |Israel 147.237.72. 166 |aka. i df . i | Ostributed I11egal Byte Qode Character in LR Bock |2
Lhited - . D stributed Lhaut hori zed URL Access on
204.13.200.200 fo o 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bock |2
. . . Unaut hori zed URL Access to
2.54.162.93 | srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1403 Bl ock 2
Lhited - . D stributed Lhaut hori zed URL Access on
107.178.194.83 |g o 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bock |1
68. 180. 228. 175 g“;:s 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bock |1
62.90.147.211 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
217.132.43. 148 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None

Unknown HTTP Request Met hod WA AaAB»AfTA; A- @/CA—
o[ [#3]1 A A[[#2] ] [[#11]] A LO[ [ #27]] AeA: AteaA [[#26] 1 A
85.130.241.76 |Israel 147.237.77. 216 |dover.i df .i | [[#11]] B[ [#26] ] [ [ #31] ] ATBAT_AS] r 3AUACK [ [ #12] ] QRATQUA?, t [ [#4] ] A, Bock |1
MAEA=[[#O]1fA[[#27]]1 Acin URL A a€'AcxE] [[#21]]
8xj x2 o#t AYxYAS=) |

31.13.113. 88 I'rel and 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
174. 23. 125. 204 g“;:s 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx Bl ock 1
Illegal Byte Code Character in Header Name AULACF[#4]]AJ7A * RAM™M{ Az
85.130.241.76 |[lIsrael 147.237.77.216|dover.i df .i | A BAR[[#6] 1 [[#1] 1 d<[[#8] 1 A...[[#16]] 4V<Aceqn[ [ #27] ][ [ #6] ] wA- A€ B ock 1
qaA?[ [#4]] A-
141.212.122. 112 g‘;tt:: 147.237.0.19 |madimatal .idf.il |[Distributed Malformed LR Bock |1
Unaut hori zed URL Access to
66.249.78.254 |[Israel 147.237.72. 166 [aka. i df . i | wwwy aka. i df . i 1/rights/ asp/ hone. aspht t ps: /waw aka. i df .il/rights/asp/ hone. a [B ock 1
sp
94.230.86.195 |[Israel 147.237.76.200(ei tan. aka. i df.il Uhaut hori zed URL Access to waw eitan. aka.idf.il/xmirpc. php Bl ock 1
. . Mil tiple Untraceabl e SSL Sessions froma85. 130. 241. 76 (Protocol viol ation
85.130.241. 76 |Israel 147.237.77. 216 |dover.i df . i | (SSL._CONN APPLI CATI ON DATA EXCHANGE) ) None 1
41.250.42.222 |Mbrocco [147.237.77.74 |lawidf.il D stributed Uhauthorized LRL Access on wwwy | aw i df.il/xnirpc. php Bock |1
Lhi ted . . D stributed Unaut hori zed LRL Access on
204.13.200.200 fo o 147.237.77. 216 (dover. i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. Bock |1
149. 78. 220. 184 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/894-he/ nil ui maspx Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
84.229. 35. 43 I srael 147.237.72. 166 [aka. i df . i | vow aka. i df .|/ nai v sachar / nar ki veysachar . aspx None 1
Lhi ted . . D stributed Uhaut hori zed URL Access on
107.178.194.87 |g o 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bock |1
69. 171. 230. 120 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66.249. 66. 191 |lsrael 147.237.76.42 |refuah.idf.il D stributed Unaut hori zed URL Access on 147.237. 76. 42/ robot s. t xt B ock 1
85.130.241.76 |Israel 147.237.77. 216 |dover.i df .i | Illegal Byte Gode Character in Header \al ue Bock |1
79.183. 165. 249 |[Israel 147.237.0.15 |kosher-kravi.idf.il|Dstributed PHP Attenpt Bl ock 1
2.52.175.117 | srael 147.237.72. 166 |aka. i df . i | Distributed Suspici ous Response Code_Qust om Tenpor ary B ock 1
141.212.122. 112 ;“;tteeg 147.237.76.86 |navy.idf.il Mal f ormed URL proxyt est. zmap. i o: 80 Bl ock 1
95. 86. 116. 90 I srael 147.237.72. 166 [aka. i df . i | Paraneter Read Qily Molation in wwaka. idf.il/chinuch/general/default.asp [None 1
NULL Character in Header Name at As[[#15]]++A Af[[#11]][[#27]] A2A%o
[[#19]] 9AVA™A?. A#HACA] [ #6] | eAj AS- >0OAt CAVACA AAAL OA
AE[[#3]] A TW [ #27] ], VF[ [ #15] ] <A>AZATFATA \ 2LA3 AsA2 A%d[ [ #22] ] AE
. . U  [#3]][[#27]] KA%o<[ [ #23] ] [ [ #27] ] vAVA? AZAACA ASDA; A
85.130.241. 76 |l srael 147.237.77. 216 |dover . i df . i | Ac] 20WA0 A, AP [ #15] | AVj [ #15] ] #ACAS Raz+AE[ [ #22] | LA AG=8A A»Ad%o Bock |1
BosoA AEASH] Ac] A™A2 bA'Wy} AqqAt] [ #31] ] AeB=cA?[ [ #20] ] x; A2t YAz A° 6A
t AuA" A...f ARc AR SAa[ [ #12] ] sSAFAZ[ [#30] ] [ [#31]] zX[ [ #18] ] A?AZA. A2Ae
AovAS <&i A3 JK[[#23]] &A AR[[#5]][[#4]] « WA At RGA/p"
46.19. 85. 214 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Lhi ted . . D stributed Uhaut hori zed URL Access on
208.184.112.74 o 147.237.77. 216 |dover. i df . il v i dff i 1/ 1133- 22638- he/ dover . aspx. Bock |1
. . D stributed Unaut hori zed LRL Access on
5.102.254. 157 [l srael 147.237.77.233|atal .idf.il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
149.78.240.73 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
85. 64.137.159 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
109. 64. 25. 67 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
77.127.196. 205 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to 147.237.72.166/ robot s. t xt Bl ock 1
87.68. 151. 24 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
m ny- kosher - kr avi ing - . i
176.13.15.166 |l srael 147.237.0.17 |0V Doubl e URL Encoding - parameter: Returnurl in Bock |1
JddfLil mny-kosher-kravi .idf.il/tenpl ates/| ogi n. aspx
N Al ALUA
85.130.241.76 | srael 147.237.77. 216 |dover . i df . i | llegal Byte Code Character in LR AaCASE] [[#21]] Block |1

8xj x2 o#t AYxYAS=) |
79.183. 165. 249 |l srael 147.237.0.15 |kosher-kravi .idf. il [Uhaut hori zed LRL Access to kosher-kravi.idf.il/xmrpc. php B ock 1
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