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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3497
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

176. 13. 16. 96 I srael 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1




12-17-2015-22:04:00 to 12-17-2015-23:04:00

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.78.146 |147.237.72.166|Wited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
66.249.78.254 |147.237.72.166|Wited Sates |akaidf.il ET SCAN NVAP -sA (2) 2
59. 45, 79. 117 147. 237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.8.45 |Netherlands |e.eitan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.46 |China e. chinuch.idf.il ET SCAN Potential SSH Scan 1
84.109. 215. 153 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 132 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
78.193.2.8 147. 237. 76. 177 |France ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 1
60. 217.72. 16 147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.7.211.7 147.237.0.17  |Netherl ands mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237.77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
192 116. 2. 61 147 237 828 |israel o nobi | e ke, i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

59. 45. 79. 117 147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 126 [147.237.0.33 idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
109. 64. 168. 249 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.72.14 |China dover.idf.il(ald) ET SCAN Potential SSH Scan 1
93.173.241. 155 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147.237.0.19 |China nadi matal .idf.il ET SCAN Potential SSH Scan 1
79.182. 109. 129 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 85. 56 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
60.217.72.16 147. 237. 77. 235 |Chi na sviva.idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.7.211.7 147.237.77. 205 |Netherl ands ~ [prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 77. 235 |Chi na sviva idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 176 |Chi na nat pash. i df i | ET SCAN Potential SSH Scan 1
185. 106. 94. 126 |147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
114. 215. 111. 222|147. 237. 77. 121 |Chi na e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
Sreaning BEngine: TQP Invalid i i SSi
46.19.85.209 [Israel 147. 237.76. 200 [ei tan. aka. i df .| 9 =g Inval id segnent retransmssion. |, 429
Ret r ansmi ssi on Packet dr opped.
5.22.134.103 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |51
reaming BEngine: TCP Invali i i sSi
79.183.127.92  |israel 147, 237.76. 200 |ei tan aka. i o, i1 | SN Engine: TP Invalid finvalid segnent retransmission. |, 30
Ret ransm ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 29
213.57.138. 146 |Israel 147.237.77. 170 |nmarachot . i df .i| [SYN At t ack SYN -> SYN-ACK -> Tineout [reject 26
213.57.129.28 |Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 24
. . SYNtFACXK retransmt wth .
213.57.129.28 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal e moni tor |19
207. 241. 229. 104|Lhited Sates 147. 237. 77. 216 |dover.i of .i | drop SAMrul e drop 18
54.244.22.103 |Lhited Sates 147.237.77. 233 |atal .idf il drop First packet isn't SW drop 17
213.57.129.28 [Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout alert 14
5.22.134.103 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 13
46. 19. 85. 139 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
46. 210. 142. 130 |l srael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop
52.5.121. 103 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaming Engine: TCP Invalid i i ssi
212.179.21.194 | srael 147. 237. 76. 200 |ei tan. aka. i f . i 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
54.151.42.39 Lhited Sates 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |[nonitor
37.26.149. 197 | srael 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop
Sreamng Engine: TCP Invalid i i ssi
109. 66.189. 98 |Israel 147. 237.72. 166 |aka. i f .11 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dr opped.
reamng BEngine: TCP Invali i i sSi
80.61. 116.233  [Nether! ands 147. 237.77. 216 |dover . i df . Streaning Engine: TCP Invalid finvalid segnent retransmssion |, 6
Ret ransm ssi on Packet dr opped.
130. 207. 203. 56 [Lhited Sates 147.237.8.50 |e.tikshw.idf.il |Geo-1ocation enf or cement Sﬁfolr Sgﬁg'mo” I nbound drop 6
130.207. 203.56 |Wiited Sates 147.237.77. 178 |e.matpash. i df .i1 |Geo- | ocati on enf or cement ﬁ?o'r gg;‘:n?” I nbound drop 6
41. 33. 232. 66 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data [nonitor
37.26.149.197 |lsrael 147.237.72. 156 |anan.i df .il Bad TCP sequence alert
130.207. 203.56 |Wited Sates 147.237.77. 212 |e.dover.idf.il  |Geo-1 ocati on enf or cenent Geo-1 ocati on i nbound drop 6
enf or cenent
93.172.191.28 [Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber aert
37.26.149.197 |lIsrael 147.237. 72. 156 |anan.i df .il Bad TCP sequence noni t or
195.34.150.18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Feil ed to handl e connection data |monitor
Sreanming Engine: TCP Invalid i i ssi
2.54.55. 191 I srael 147. 237, 77. 243 |nobi | e. i of . i 9 =g Invalid segnent retransmssion. | ., 6
Ret ransmi ssi on Packet dr opped.
46.19. 85. 139 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
54.242.174.229 |Uited Sates 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data |[monitor (6
93.172.191.28 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
207.241.226.40 |Lhited Sates 147. 237. 77. 216 |dover . i df .i | drop SAMrule drop 5
46. 19. 86. 52 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Invalid AGK nunber monitor |5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf .il drop Frst packet isn't SYN drop 5
79.178.3.89 | srael 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 25 | srael 147.237.0.34 |[tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 139 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 86. 86 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 25 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid AGK nunber monitor |4
31.25.73. 111 ga:lcis;i':éa” Territory147. 237. 77. 176 |nat pash. icf. il |dr op First packet isn't SN drop 4
188. 120. 148. 211|l srael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid AGK nunber nonitor |4
185.24.76.139 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber alert 4
46.116. 242. 180 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
185.24.76. 139  |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |4
Sreanming Engine: TCP Invalid i i ssi
79.179.26.70  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransmi ssi on Packet dr opped.
85.130. 205. 62 |l srael 147.237.77. 170 |maarachot . idf .i| |[Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
81. 218. 163. 210 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.54.162. 93 I'sr ael 147.237.77. 243 |robi l e, i of . i1 g =g Invalid segnent retransmssion. |y, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.120.73.182 |israel 147.237.72. 166 |aka. i of . | 9 =9 Inval i d segnent retransmssion. |, ., 3
Ret r ansmi ssi on Packet dr opped.
188. 120. 148. 239|I srael 147.237.72. 167 |ishurimaka. i df .i [Bad TCP sequence Invalid ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
46.19.85.209  |Israel 147.237.76.200|ei tan. aka. i df . i | Zg?l'\:%yslozfoéhe Sane Response (ode (404) in Session from B ock 38
176.12. 147. 64  |Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 176. 12. 147. 64 Bl ock
87.69.158.168 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock
176.12.138.99 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
176.12.138.99  [Israel 147.237.77. 243 |nobi | e. i df . i | nLg;“It :(:r(;fz'ff' , tg‘eggrcﬁim;esll <t ohi 1 ddocunent s/ 1362 Bl ock 3
2.54.162.93 | srael 147.237.77.243|nobi l e. i df . i | D stributed Whaut hori zed URL Access on nobil e.idf.il/sachar/index B ock
46.118. 155. 216 |Ukraine 147.237.77.216|dover.i df . il Ml tiple Unhauthorized URL Access from 46. 118. 155. 216 Bl ock
54.244.22.103 |[hited Sates |147.237.76.147|chi nuch. aka.idf.i| |Distributed Suspicious Response Code_Qust om Tenporary Bl ock
107.178.194.83 |Uited Qates [147.237.77.216|dover . i df . i | b stri bt oc 1?;;2%;;?&%&??:&” Hock |2
31. 154. 25. 14 I srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waww nag. i df.il/14-he Bl ock 2
5. 22. 131. 200 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 2
176.12.145.96 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
66. 249. 78. 52 | srael 147.237.76. 147 |chi nuch. aka. i df . i | |Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm B ock 2
176.13.11.132 |[lIsrael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bl ock 2
176.12. 147.64  |Israel 147.237.72. 166 [aka. i df . i | O stributed Unauthorized URL Access on v aka. i df .il/nai n/ Bl ock 2
84.109. 0. 252 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
49.212.144.52  |Japan 147.237.77. 216 |dover . i df . i | mmm;vult gfo.r; ﬁiiﬁwﬁiﬁfi&f O s/ header upper 4 Bl ock 1
185.24.76.139 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.19. 85. 209 I srael 147.237.76.200(ei tan. aka. i df . il Too Many 404: Response Code per Session Bl ock 1
174.23.125.204 |Uited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
79.182.197.96 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary Bl ock 1
5.29. 89. 93 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL Bl ock 1
109. 67.115.55  |Israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es Bl ock 1
79.177.52. 87 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
54.153.33.233 |[Wnited Sates |147.237.76.39 lrmbl le.neitav. idf. i Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
208.184.112.74 [United Sates |147.237.77. 216 |dover . i df . i | D stri bt ec lfsgfggzgfﬁeﬁvﬁf?;pﬁn Bock |1
87.255.89.245 :;L:l:i\lli of 147.237.72.166 [aka. i df . i | mmmx?\zu;?:riidzfe.?l ’/ﬁ rﬁ;jmirnntloe[t es/ openr equest . asp Bl ock !
46.118. 155. 216 |Wkraine 147.237.77. 216 |dover.idf.i |l Uhaut hori zed URL Access to waidf.il/xnirpc. php B ock 1
80.246. 137. 189 I srael 147. 237.72. 166 |aka. i df . i | mbgﬁaﬁf ﬁ"ffﬂ;?g/ g sirs%ﬁ ‘;; haiz?refg iagm(/ search B ock 1
79.178.173.15 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79.178.173. 15 B ock 1
37.239.166.29 |iraq 147.237.77.216|dover.i df . il Unhaut hori zed URL Access to wwidf.il/arr/ Bl ock
141.212.122. 112|Uhited Sates |147.237.77.19 |lawforumidf.il Mal formed URL proxytest. zmap. i 0: 80 Bl ock
107.178.194.79 |Uited Qates [147.237.77.216|dover . i df . i | b stri bt oc 1?;;_?;;5?&%&??:&” Hock |1
66.249.78.111 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
2.54.165. 129 I srael 147.237.77.74 [lawidf.il PHP Att enpt Bl ock 1
84.109. 1. 219 I srael 147.237.77.216|dover. i df . il Dstributed Uhaut hori zed URL Access on wwwidf.il/https: /v idf.il/ B ock 1
54,153.32.246 |[Wited Sates [147.237.77.170|maarachot.idf.il Unaut hori zed URL Access to 147.237.77.170/ B ock 1
204.13.200.200 |Uited Sates |147.237.77. 216 |dover . i df . i | w111 1155, 25461 nel dover. s Bock |1
79.182.209.30 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
5.162.60. 239 oman 147.237.72.166 [aka. i df . i | mu;?:ri Id?.aidl /,\,:Ta:ajhrs(;i 333 gj\tshefrgri cat i onservi ce. asnx/ get aut huser Bl ock !
122.224.8.111 |China 147.237.77.216|dover.i df . i Unhaut hori zed URL Access to ww i df . il/ckfinder B ock 1
79.177.125.49 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
208.184.112.74 |Uited Sates |147.237.77. 216 |dover . i df . i | w111 1155, 25656 nel dover. ame Bock |1
2.54. 40. 42 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
93.172.191.28 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
83.130.109.62 |[lIsrael 147.237.77. 216 |dover.i df . il D stributed Uhaut hori zed URL Access on vwwidf.il/https:/wanidf.il/ |B ock
Unknown Par anet er
46.120.78.193 |Israel 147.237.72. 166 [aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wan aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
176.12. 147.64  |israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to www aka.idf.il/m B ock
79.181.147.234 |[Israel 147.237.77. 216 |dover.i df . i O stributed Unauthorized LRL Access on waw idf.il/https:/wanidf.il/ [B ock
41.134.50.129 |[South Africa  |147.237.77.216|dover.idf . il Enmail collector robots 14 B ock 1
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