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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
66. 249. 78. 254 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn drop 17280
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS-Tool - Swi t chbl adG dest - r eset 3099
107. 170. 39. 242 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 3

157. 55. 39. 221 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2

89. 165. 4. 91 Iran, Islamc Republic of |147.237.76. 202 e halag.idf.il[JLM Under Attack Con_Tcp drop 2
222.186. 15. 149 Chi na 147.237.76. 177 ncore.idf.il |JLM Under Attack Con Htp drop 2

157. 55. 2. 153 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
173.195. 0. 23 Lhited Sates 147.237.0. 34 tikshuv.idf.illlnvalid TGP H ags drop 1
173.195.0. 21 Lhited Sates 147.237.0. 34 tikshuv.idf.il]lnvalid TGP H ags dr op 1
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
173.195. 0. 22 Lhited Sates 147.237.0. 34 tikshuv.idf.il]lnvalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action |Count
151. 80. 31. 150 Italy 147.237.77. 233 atal .idf.il 228: HITP. AnrefBot craw er B ock 1
188. 165. 15. 193 France 147.237.0.15 kosher-kravi .idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
66.249. 78. 146 [147.237.72.166 |lhited Sates |aka.idf.il ET SCAN NVAP -sA (2) 2
177.152.35. 75 |147.237.72. 156 |Brazil anan. i df.il ET SCAN Potential SSH Scan 2
80. 246. 130. 60 |147.237.77. 233 |lIsrael atal .idf.il ET D5 Large amount of TCP ZeroWndow - Possible Niller2 2
DDos attack
177.152.35. 75 |147.237.76.38 |Bazl eeneitav.idf.il ET SCAN Potential SSH Scan 2
177.152.35. 75 |147.237.72.167 |Brazil i shurimaka.idf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 126 |147. 237. 0. 19 nedi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
177.152.35. 75 |147.237.8.50 |Bazl e tikshuv.idf.il ET SCAN Potential SSH Scan 1
177.152.35. 75 |147.237.77.235|Brazil sviva idf.il ET SCAN Potential SSH Scan 1
177.152.35.75 |147.237.8.27 |Bazil e.madimatal .idf.il ET SCAN Potential SSH Scan 1
177.152.35. 75 |147.237.77. 226 |Brazil waw chanat z. aka. i df . i1 [ET SCAN Potential SSH Scan 1
177.152.35. 75 |147.237.0.35 |Bazil akaws. i df .i | ET SCAN Potential SSH Scan 1
177.152.35. 75 |147.237.77.121|Brazil e.navy.idf.il ET SCAN Potential SSH Scan 1
115.72.228.0 |147.237.8.28 [MVietnam e.mobi | e-ks.idf.il ET SO Behavi oral Lhusual Iy fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force
177.152.35. 75 [147.237.76. 199 |RFrazil e. nakchal .idf.il ET SCAN Potential SSH Scan 1
88. 248, 135, 183 |147. 237, 76.31 |Turkey vekehal i df i1 ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
177.152.35. 75 |147.237.76. 148 |Rrazil ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
212.7.211.7 147.237.8.27 |[Netherlands |e. nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
177.152.35. 75 |147.237.76.44 |Bazl e.refuah.idf.il ET SCAN Potential SSH Scan 1
37.26.148. 218 [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
187 253 96. 134 |147. 237. 76. 176 |Msxi co test. noore.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
177.152.35. 75 |147.237.72. 217 |Brazil eidf.il ET SCAN Potential SSH Scan 1
185. 106. 94. 126 147. 237.0. 19 nadi matal .idf.il ET SCAN Potential SSH Scan 1
177.152.35.75 |147.237.77. 243 |Brazil nobi | e.i df.il ET SCAN Potential SSH Scan 1
177.152.35. 75 |147.237.8.45 |Bazl eeitanidf.il ET SCAN Potential SSH Scan 1
177.152.35. 75 (147.237.77. 227 |Razil e. hanaz. i df .il ET SCAN Potential SSH Scan 1
177.152.35.75 |[147.237.8.14 |Brazil e.orchot.idf.il ET SCAN Potential SSH Scan 1
177.152.35. 75 |147.237.77.216|Brazil dover.idf.il ET SCAN Potential SSH Scan 1
177.152.35. 75 [147.237.0.34 |Razil tikshuv.idf.il ET SCAN Potential SSH Scan 1
177.152.35.75 |147.237.77.19 |Brazil I awforumidf.il ET SCAN Potential SSH Scan 1
113. 230. 61. 135 |147.237.0.17  |Chi na m ny- kosher -kravi . i df.il ET SJAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
177.152.35. 75 |147.237.76.197 |Rrazil e hinush.idf.il ET SCAN Potential SSH Scan 1
213.151.39.54 |147.237.72. 166l srael akaidf.il portscan: TCP D stributed Portscan 1
177.152.35. 75 |147.237.76.86 |Razil navy. i df.il ET SCAN Potential SSH Scan 1
66.249. 66.28 [147.237.77.216|Wited Sates |dover.idf.il portscan: TCP Distributed Portscan 1
185. 106. 94. 126 |147. 237. 8. 24 elifestyle.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41. 33.231. 90 Egypt 147.237.77. 216 |dover. i df il dr op SAMrul e drop 36
213.57.131. 178 |lsrael 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 24
37.26.146.173 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 20
207.241. 229. 104|Uhited Sates |147.237.77. 216 |dover.idf.il dr op SAMrul e drop 19
207.241.226.40 |lhited Sates |147.237.77.216 |dover.idf.il dr op SAMrule drop 16
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
87.69. 41. 178 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
213.57.131.178 [Israel 147.237.72. 166 |aka.i df i1 Bad TCP sequence Smwace e reansm wehdifferent | onitor |14
46.120.212.219 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 12
66.249. 69. 163 |United Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 12
Ret ransni ssi on Packet dr opped.
109. 160. 206. 210|I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
84.228.17.209 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dr opped.
213.57.131. 117 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
46.121.116.18 |Israel 147.237.0.19 |nadimatal iar.i1| > SN NG Engine: TP Invalid —invalid segnent retransmssi on drop 8
Ret r ansni ssi on Packet dr opped.
149. 88. 171. 104 |l srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
185.24.207.16 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 85. 28 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
46.19. 85. 94 I srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
41.33.232.66 Egypt 147. 237. 77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
46. 19. 85. 199 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval id ACK nunber aert 6
2.54.16.23 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 227 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 199 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.86.210  |israel 147.237.77. 243 |mmbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
66.249.78.146 |Wnited Sates |147.237.72. 166 |aka.idf.il Streaming Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 227 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
77.127.202. 181 |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46.19. 85. 72 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
69.126.234.82 |Lhited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
130. 207.203.56 |Lhited Sates |147.237.8.24 |e.lifestyle.idf.i|Geo-| ocati on enfor cenent Geo- | ocati on i nbound enf or cenent  [dr op 6
46.117. 137. 170 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
77.125.116.98 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 66 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 191 I 'srael 147.237. 72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
207.232.21.105 |Israel 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval id ACK nunber aert 5
207.232.21.105 |[lIsrael 147.237.77. 216 |dover. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46.19. 85. 21 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
37.26.149.154 |Israel 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
180.183.77.8 Thai | and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
149. 88. 104. 172 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
212.179.21.194 |lsrael 147.237.77. 121 |e. navy.idf .il SYN At t ack SYN -> SYNACK -> Ti neout rej ect 4
46. 19. 85. 94 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 103 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
185. 24. 76.139 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 86. 62 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval id ACK nunber noni t or 4
80. 246. 130. 60 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 4
89. 138.10. 0 I srael 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 4
Ret r ansni ssi on Packet dr opped.
213.57.128. 150 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.121.116.18 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 62
87.68.156.231 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
46.19. 86. 17 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
82.81.58. 163 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 82.81.58. 163 Bl ock 5
192. 115. 100. 190|1 sr ael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for wawn aka. i df.il/ituriniasp/wars. asp B ock 4
107.170. 39. 242 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-ar B ock 4
5.22.129. 159 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.177.191.11 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
46.19. 85. 175 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
213.57.151. 200 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df . il Uhaut hori zed LRL Access to wawidf.il/error. htm B ock 2
176.13.11.139 |[lsrael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 2
89.253.79.136  |Sweden 147.237.77. 176 [nat pash. i df . i | met:r;(;gtz.?%f% /ptce(:r(:;lsatt gs/ honepage/ wawv. yout ube. cond v/ 3g51ei 5nuhg Bl ock 2
79.179.167.185 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 2
176.13. 4. 132 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 2
2.54.57.92 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
109. 64. 209. 8 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
79.181.125.91 [Israel 147.237.72. 166 [aka. i df . i | D stributed Unaut horized LRL Access on waw aka. i df . i|/nmai n/ Bl ock 1
89. 76. 82. 40 Pol and 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to v i df.il/admnistrator B ock 1
77.126.235.57 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
185. 3. 144. 144 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.111.201. 188 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
79.183.130.83 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46.19. 85. 213 I srael 147.237.76.86 |navy.idf.il Abnormal Iy Long Request net hod B ock 1
109. 200. 5. 149 Ei“ir]tgegom 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to refua. atal .idf.il/wp/ wo-adnin/ B ock 1
79.179.196.51 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
94.230.92.15 | srael 147.237.77.216|dover.idf . il SSL Uhtraceabl e Connection - (pen Mde None 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parareter pop in www aka.idf.il/nain/ hore/ None 1
176.13.7. 25 I srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
82.81.58. 163 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df .il/mai n/ sachar/defaul t.aspx |B ock 1
46. 19. 86. 69 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
109. 66. 184. 108 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
79.182.113.41 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79.176.168. 125 |lIsrael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ B ock 1
89.138.19.244 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None 1
84.111. 224. 167 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wwv aka. i df.il/mai n/ home/ defaul t.aspx |B ock 1
79.183.135. 133 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46. 19. 85. 213 | srael 147.237.76. 86 |[navy. idf.il Il'legal HTTP Version __at uvs=56730f 1cb423a800000 B ock 1
149.78.12.236 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
79. 180. 224. 227 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
87.69. 109. 90 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
68.180.230.29 |Lhited Sates |147.237.77.176|mat pash.idf.il [Paraneter Type Violation PageNumin www cogat.idf.il/901-ar/cogat.aspx |B ock 1
46. 19. 86. 210 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 1
82. 166. 240. 202 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None 1
40.77.167. 19 Lhited Sates [147.237.76.31 [nakchal .idf.il [Unhauthorized URL Access to 147.237.76.31/robots. txt B ock 1
109. 67.17.210 |lIsrael 147.237.77.216|dover.i df . il D stributed Whaut hori zed URL Access on vwwy i df.il/https:/wanidf.il/ B ock 1
79.182.132. 167 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs oS Attack None 1
79.177.125.49  |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66. 249. 69. 40 I srael 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
204.13.200.200 [Uhited Sates [147.237.77. 216 |dover. i df .i Distributed thathori zed LR Access on Bl ock 1

waw i df . i | /1133- 22461- he/ dover . aspx.
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