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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3410
212.179.146. 174 | srael 147.237.77. 170 naar achot . i df . i | Bl ock_Udp All _Nets dr op 3
67.79. 13. 53 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
41.66.172.8 South Africa 147.237.77.176 |matpash.idf.il |13375: HITP: Joom a Conponent JCE BOT for JCE B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
212.179. 177. 148|147. 237. 77. 216 |1 srael dover.idf.il SERVER APACHE Apache nod_ssl non-SSL. connection to SS. port |,
deni al of service attenpt
59. 45. 79. 117 147. 237. 72. 156 [Chi na aman. i df.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
149.88.127.27  |147.237.77. 216 |Israel dover . idf.il portscan: TCP DO stributed Portscan 1
46.121.211. 67 |147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 1
109. 64.197.96  |147.237. 72. 166 |I srael aka. idf.il portscan: TCP O stributed Portscan 1
43.229.53. 89 147.237.0.34 |Japan tikshuv. i df.il ET SCAN Potential SSH Scan 1
91.201. 236. 113 [147.237. 72. 156 |Wkrai ne anan. i df . i | ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
59. 45. 79. 117 147. 237.77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 198 [Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
216.17.111. 245 (147.237.8.27 |wited Sates |e nadimatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45, 79. 117 147.237.76.39 [China nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
208. 123. 149. 100(147. 237. 76. 147 [Lnited Sates |chi nuch. aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.28 [China e. nobi | e-ks.idf.il ET SCAN Potential SSH Scan 1
187.161.193.5 [147.237.76.39 |Mexico nobi | e. mei tav.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
59. 45. 79. 117 147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
114. 215. 145. 32 |147.237.72. 14 |[China dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
43.229.53. 89 147.237. 0. 200 [Japan . i df il ET SCAN Potential SSH Scan 1
91.201. 236. 113 [147. 237. 72. 156 |krai ne anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
31.14.252.194 |147.237.77. 227 |Ronani a e hamaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
85.250.119. 99  [147.237. 72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
59. 45. 79. 117 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.77.74 |China lawidf.il ET SCAN Potential SSH Scan 1
216.17.111. 245 [147.237.8.50 [lhited Sates |e. tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76. 42 |[China refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature

46. 19. 85. 115 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence I'nval i d ACK nunber noni t or 255
176.13.15. 106 |l srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber mnitor |76
79.181.112. 113 |israel 147.237.77. 243 |mmvit i1 | S2M NG Engine: TQP Invalid linvalid segnent retransnissi on drop 60

Ret r ansni ssi on Packet dropped.

5.22.134.137  [israel 147.237. 72. 166 [aka. i df .i | Bad TCP sequence I'nvalid ACK nunber nonitor |46
149. 88. 145. 110 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber alert 41
149. 88. 145. 110 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d AGK nunber monitor |41
89.139.52.152 [Israel 147.237. 72. 166 [aka. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 39
176.13.15.106 |Israel 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber alert 38
79.176.36.124  |[israel 147. 237.72. 166 |aka. i f . Bad TCP sequence Vs\?':dﬁrsa:jit wehdifferent ) onitor (33
89.139.52.152 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |32
2.52.53.0 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber alert 30
2.52.53.0 | srael 147.237. 72. 166 [aka. i df .i | Bad TCP sequence I'nvalid ACK nunber nonitor |30
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
84.95.251.123 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence V?':dﬁrsa(‘:;”gt wthdifferent —onitor |30
80. 246.130. 58 I srael 147.237.77. 233 |atal i of .i Bad TCP sequence S et ranem! wthdifferent — oonitor |29
79.177.26. 73 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |29
79.177.26.73  |isreel 147.237. 72. 166 [aka. i df .| Bad TCP sequence I'nvalid ACK nunber alert 28
5.22.134.87 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |28
79.177.26.73  |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence V?':dﬁrsa(‘:;”gt wthdifferent | onitor |28
79.181.142. 215 |Israel 147.237.77. 234 |nal ag.idf.il  |Bad TCP sequence Vﬂdﬁr;n;ngt wthdifferent — oonitor |28
79.176.36.124 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence I'nval id ACK nunber alert 27
109. 67.210.78  [Israel 147.237. 72. 166 [aka. i df .| Bad TCP sequence I'nvalid ACK nunber alert 27
109. 67.210. 78 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |25
79.179.26.192 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |24
5.22.131. 141 | srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence I'nval id ACK nunber noni t or 24
185. 3. 146. 102 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |24
207. 241. 229. 104|Wited Sates 147.237. 77. 216 |dover. i df .i| dr op SAMirule drop 23
149.88.13.251 |Israel 147.237.72. 166 |aka. i df . Bad TCP sequence mdﬁrsa:;me” wWthdifferent — oonitor |23
46.43.80. 1 glcf;iig;a” Territoryly 47, 237.77. 216 |dover. i cf. i1 Bad TCP sequence Invalid ACK nunber monitor |22
82.80.198. 164 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 21
79.178.170. 236 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence S et ranem! wehdifferent —oonitor |20
5.28.135.201 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence V?'r\]' droiflrsa:;'it wehdifferent — Jonitor |20
192. 116. 142. 154|I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence S et ranem! wehdifferent —oonitor |20
149.78.27.230  |Israel 147. 237.72. 166 |aka. i f . Bad TCP sequence V?'r\]' droiflrsa:;'it wehdifferent — Jonitor |20
79.176.36.124  |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 19
84.95.251. 123 |lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence I'nval id ACK nunber noni t or 19
79.183.149.41 [ srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mdﬁrsa:;me” wthdifferent — oonitor |19
5.22.134.137 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber aert 19
176.13. 6. 219 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval id ACK nunber noni t or 19
5.28.135.201  [israel 147.237. 72. 166 [aka. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 19
46.43.80. 1 glcf;iig;a” Territoryly 47, 237.77. 216 |dover. i cf. i1 Bad TCP sequence Inval i d ACK nurber aert 19
79.178.170.236 |Israel 147.237. 72. 166 [aka. i df .i | Bad TCP sequence I'nvalid ACK nunber nonitor |19
5.29. 86. 204 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 18
5. 29. 86. 204 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber monitor |18
79.179.26.192 |israel 147.237. 72. 166 [aka. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 18
213.57.41.141 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 18
213.57.41.141 |lsrael 147.237.72. 166 |aka.idf .il Bad TCP sequence I'nval id ACK nunber noni t or 18
85. 64. 57. 165 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 18
79.176.36.124  |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 18
80. 246. 133. 2 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber monitor |18
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
105. 107. 13. 208 |Ageria 147.237.77. 216 |dover.i df . il Mil tipl e Unaut hori zed URL Access from 105. 107. 13. 208 B ock 3086
37.26.147.140 |[Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 69
176. 12. 143. 153 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 41
176.13.15.106 |Israel 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code B ock 25
. . - DO stributed Whaut horized URL Access on
221.178.182. 204|Chi na 147.237.76.86 [navy.idf.il navy. i df i 1/t enpl at es/ sendt of ri end/ Bl ock 14
46.19.86.233  |Israel 147.237.0.19 |madimatal .idf. |20 M of the Sane Response Code (403) in Session from Bl ock 14
46.19. 86. 233
. . - DO stributed Whaut horized URL Access on
221.178.182.171|Chi na 147.237.76.86 [navy.idf.il navy. i df i 1/t enpl at es/ sendt of ri end/ Bl ock 8
. . . D stributed Uhauthorized URL Access on
221.178. 182. 207 Chi na 147.237.76.86 [navy.idf.il navy. i df i1/ 1155 hel navy. aspxtipar 4 B ock 6
46.19.86.233  |Israel 147.237.0.19 |madimatal .idf.i[/c° M of the Sane Response Code (404) in Session from Bl ock 6
46. 19. 86. 233
109. 253. 195. 166|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 5
. . . O stributed Whaut horized URL Access on
221.178. 182. 131|Chi na 147.237.76.86 |[navy.idf.il v navy. i df i1/t enpl at es/ sendt of ri end/ Bl ock 5
. . . O stributed Whaut hori zed URL Access on
221.178. 182. 176|Chi na 147.237.76.86 |[navy.idf.il v navy. i df i1/t enpl at es/ sendt of ri end/ Bl ock 4
79.179.139. 148 [Israel 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code Bl ock
221.178. 182. 157|Chi na 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy. i df.il/1155- he/ navy. aspx#par_3 B ock
79.181.175. 169 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
. . . O stributed Whaut horized URL Access on
221.178. 182. 140|Chi na 147.237.76.86 |navy.idf.il navy. i df i 1/ 1155- hel navy. aspxtpar 2 Bl ock 3
. . . DO stributed Whaut hori zed URL Access on
221.178. 182. 201|Chi na 147.237.76.86 |[navy.idf.il navy. i df i 1/t enpl at es/ sendt of ri end/ Bl ock 3
46. 19. 86. 160 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
. . . DO stributed Whaut horized URL Access on
120. 52. 73. 34 Chi na 147.237.76.86 |navy.idf.il navy. i df i 1/t enpl at es/ sendt of ri end/ B ock 3
62.23.54.196  |France 147.237.76.86 |navy.idf.il O stributed Lhaut hori zed URL Access on Bl ock 2
Vv navy. i df . i |/t enpl at es/ sendt of ri end/
. . DO stributed Whaut horized URL Access on
186.93.187.91  |Venezuel a 147.237.76.86 [navy.idf.il W navy. i ot i1/ tenpl at es/ sendt of i end/ Bl ock 2
46. 19. 86. 141 I srael 147.237.0.19 |madimatal .idf.i |0 stributed Suspicious Response Code B ock 2
. - DO stributed Whaut horized URL Access on
91.143.80.201 |Ger many 147.237.77. 216 |dover.i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
’ . . D stributed Uhauthorized URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 2
79.177.58.119 |[Israel 147.237.77.216|dover.i df . il Unhaut hori zed URL Access to waw i df . il/1133-22354- he/ dover B ock
176.13.12. 137 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
] . . D stributed Uhauthorized URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133 22638- hel dover . aspx. B ock 2
] . . DO stributed Whaut horized URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 2
80.179.11.219 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI ONS for v aka. i df . i1/ nai n/ gi yus/ B ock 2
. . - DO stributed Whaut hori zed URL Access on
218.205.17. 140 |[China 147.237.76.86 |navy.idf.il nawy. i df i | /tenpl at es/ shar ed/ user cont rol s/ header upper/ B ock 2
109. 66. 178. 73 |l srael 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
195. 154. 227. 118|France 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
95.35.151. 184 [Israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
46.19. 86. 33 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: si gal gs oS Attack None 1
. . O stributed Whaut hori zed URL Access on
149.88.4.232  [Israel 147.237.77.233|atal . i df . il 147, 237.77. 233/ 1135- hel at al . aspx Bl ock 1
84.228.166.21 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df .il/mai n/ giyus/ general . aspx |B ock 1
] . . Unaut hori zed URL Access to
208.115.111. 73 |Whited Sates [147.237.77.216|dover.idf.il ww i o i1/ tenpl at es/ arti cl e/ twitter . comi dfonl i ne B ock 1
2.54.5.109 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
. . . Unhaut hori zed URL Access to
120.52.73. 34 chi na 147.237.76.86 [navy. i df. i navy.idf.il/tenpl at es/ shared/ user cont r ol s/ header upper/ Bl ock !
] . - DO stributed Whaut horized URL Access on
74.140.208.12 |lhited Sates [147.237.76.86 |navy.idf.il navy. i df i 1/t enpl at es/ sendt of ri end/ B ock 1
’ . . D stributed Uhauthorized URL Access on
107.178.194.83 |Wnited Sates [147.237.77.216|dover. i df . il v i dff i |/ 1133- 22638- hel dover . aspx. B ock 1
87. 69. 81. 227 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
176.13.0. 61 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
31.13.113.83 Irel and 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
141.212.121. 176|Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
80. 246. 130.58 |Israel 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock 1
218.205.17. 208 |china 147.237.76.86 |navy.idf.il O stributed Lhaut hori zed LRL Access on Bl ock 1
Vv navy. i df . i |/t enpl at es/ sendt of ri end/
79.179.178.134 |israel 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /mainkapatz//res Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
195. 154. 227. 118|France 147.237.77.216|dover. i df . il Unaut hori zed URL Access to v i df.il/wp-trackback. php B ock 1
66. 249. 66. 27 I srael 147.237.76.31 |nakchal .idf.il |Wauthorized URL Access to 147.237.76. 31/ B ock 1
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