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12-17-2015-16:04:01 to 12-17-2015-17:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3143
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 97
168. 235. 197. 254 Lhited Sates 147.237.77. 216 dover.idf.il JLM Dover Con Linmt Htps drop 50
31.168. 240. 21 I srael 147. 237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
168. 235. 197. 254 Lhited Sates 147.237.77. 216 dover.idf.il F Dover UWnder Attack Con_H ps drop 2
93.174.93. 181 Net her | ands 147.237. 76. 200 eitan.aka.idf.il |Block Wdp All Nets drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1

93. 158. 203. 169 Net her | ands 147.237. 76. 202 e.halag.idf.il |Bock Np Al _Net dr op 1
61.182.170. 38 Chi na 147.237.76. 31 nakchal .idf.il [JLMPurple Gon Limt Tcp drop 1
93.174.93. 181 Net her | ands 147. 237.76. 30 hi nush. i df . i | Bl ock Udp All Nets drop 1

61. 182. 170. 38 Chi na 147.237.76. 34 yohal an.idf.il JLMPurple Gon Linit_Tcp drop 1




12-17-2015-16:04:01 to 12-17-2015-17:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
46.165. 197. 142 Ger many 147.237.77. 216 dover.idf.il |CL000106: HTTP. majestic bot B ock 1
62. 210. 148. 246 France 147.237.77. 216 dover.idf.il |[Cl000106: HTITP. najestic bot B ock 1
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C103: HTTP. User Agent Sogou+web+spi der Bl ock 1




12-17-2015-16:04:01 to 12-17-2015-17:04:01

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
80. 246.130.58 |147.237.77. 233 |l srael atal.idf.il ET D05 Large amount of TGP ZeroWndow - Possible N ller2 [Dos 4
attack
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
36.72.228.72 147. 237. 72. 166 | ndonesi a aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
183. 60. 48. 25 147. 237. 76. 148 |Chi na gacenter.aka.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
5.79. 68. 161 147.237. 77. 216 |Net her | ands dover.idf.il portscan: TCP D stributed Portscan 1
149.78.154.69 |147.237.77.216|Israel dover . idf.il portscan: TCP DO stributed Portscan 1
109. 64. 125.59  |147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
94.102.48.195 [147.237. 76. 199 [Net her | ands e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
85. 65. 42. 144 147.237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
79.176.191.56  [147.237.77. 216l srael dover.idf.il portscan: TP D stributed Portscan 1
220.231. 195. 122147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
46.117.199. 176 |147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
36.72.228.72 147. 237. 72. 166 |1 ndonesi a akaidf.il ET SCAN NVAP -sS wi ndow 3072 1
183. 60. 48. 25 147. 237. 76. 196 |Chi na e.sviva idf.il ET SCAN Potential SSH Scan 1
36.72.228.72 147. 237. 72. 166 | ndonesi a aka.idf.il ET SCAN NVAP -f -sS 1
183. 60. 48. 25 147.237.76. 34 |China yohal an. i df .i| ET SCAN Potential VNC Scan 5900- 5920 1
146.185.250.2  |147.237.77.61 ?éjj;’}m e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 219. 238. 10 |147.237.72. 167 ishurimaka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |[147.237.8.24 |Netherlands e.lifestyleiidf.il |[ET SCAN NVAP -sS wi ndow 1024 1
62. 75. 236. 76 147.237.0.33  |Ger many idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.179. 177. 148|147. 237. 77. 216 || srael dover.idf.il SER.’\/ER-APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt

46. 19. 85. 139 147.237.77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1




12-17-2015-16:04:01 to 12-17-2015-17:04:01

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
37.26. 146. 205 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 95
31.44.132.135 |[Israel 147.237.72. 156 |anan. i of . i | Bad TCP sequence I'nval i d ACK nunber aert 63
31.44.132. 135 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 55
5.102.254.112 |Israel 147.237. 72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 53
84. 228. 203. 213 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Vﬂdﬁr;n;rit Wth different moni tor (42
84.228.203.213 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 39
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 30
168. 235. 197. 254 |lLhited Sates [147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 28
84.228.203.213 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 28
213. 8.204. 18 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 26
2.54.41.78 | srael 147.237.72. 156 |anan. i df . il drop First packet isn't SYN drop 26
213.8.204. 18 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 26
207.241. 229. 104|Uhited Sates [147.237.77.216 |dover.idf.il drop SAMrule drop 25
84.228.203. 213 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence noni t or 25
176.13.20.237 |Israel 147. 237.72. 166 |aka. i f . Bad TCP sequence v?:dgirsinaslnlt wth different monitor |25
79.176.191.56 I srael 147.237.77. 233 |atal . i of .i Bad TCP sequence Vﬂdﬁlr:cn;rit Wth different moni tor |24
192. 114. 105. 254 |1 srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
46. 19. 86. 229 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 23
62. 219. 224. 248 |l srael 147.237.72. 166 |aka.idf.il Bad TCP seqguence Invalid ACK nunber alert 23
62.219. 224. 248 |[lIsrael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 23
46. 19. 86. 229 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 22
185. 3. 144. 84 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 22
149. 88. 215. 142 |l srael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber alert 20
79.183.178.47 | srael 147.237.72. 166 |aka.i df i Bad TCP sequence mdgir::;nlt Wth different monitor |20
62.219. 224. 248 | srael 147. 237.72. 166 |aka. i f . Bad TCP sequence V?':dﬁr;”;'it wth different moni tor |19
2.54.180. 237 I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 19
5.29. 205. 122 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber alert 19
5. 29. 205. 122 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 19
149. 88. 215. 142 |l srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence noni t or 18
46. 19. 86. 196 I 'srael 147.237.77. 216 [dover.idf . i Bad TCP sequence Invalid ACK nunber noni t or 18
176. 13. 2. 175 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
176.13. 20. 237 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber aert 17
46. 19. 86. 196 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 17
2.54. 180. 174 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 16
79.183. 116. 232 I srael 147.237. 72. 156 |anan. i of .i | Bad TCP sequence mdgir::;nlt Wth different monitor |16
46. 19. 86. 196 I 'srael 147. 237. 77. 216 [dover. i df .i Bad TCP sequence Invalid ACK nunber alert 16
80. 246. 136. 214 |Israel 147.237.72. 166 |aka.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 16
109. 253. 136. 2341 srael 147, 237.77. 23 |rvit e iop i1 | AM NG Bngine: TGP Invalid - invalid segnent retransmissi on. drop 16
Ret r ansni ssi on Packet dropped.
2.54. 180. 174 I srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 16
84.109.39.134 |Israel 147.237. 72. 156 |anan. i of .i | Bad TCP sequence mdgir::;nlt Wth different monitor |15
31.168. 72. 97 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence noni t or 15
37.142.137.71 |israel 147.237. 77, 243 |t 1 e o1 |27 €AMNG Engine: TQP Invalid - finvalid segnent retransnissi on dr op 15
Ret r ansni ssi on Packet dropped.
5.102.254. 112 [Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber alert 15
176.13.20. 237  |Israel 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 15
31.168.92.50 |l srael 147.237.72. 166 |aka.i df i Bad TCP sequence mdgir::;nlt Wth different monitor |15
176.13.15.138 | srael 147.237.77. 243 |mvit i1 | €AM NG Engine: TP Invalid - invalid segnent retransmssi on. drop 14
Ret r ansni ssi on Packet dropped.
147. 236. 232. 254! srael 147.237.72. 166 |aka. i df .i drop First packet isn't SWN drop 14
46. 19. 86. 223 | srael 147.237.72. 167 |ishurimaka.iof .i[Bad TCP sequence Invali d ACK nunber noni t or 14
213.8.204.5 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 14
176. 13. 15. 221 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.31.101 I srael 147.237.0.19 |madimatal .idf.i|Too Mainy of the Same Response Code (404) in Session from2.54.31. 101 |B ock 193
2.54.31.101 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 155
176. 13. 10. 80 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 16
221.178. 182. 156|Chi na 147.237.76.86 |navy.idf.il O stribut ed Lhaut hori zed URL Access on Bl ock 7
v navy. i df . i1/t enpl at es/ sendt of ri end/
. . - D stributed Lhaut hori zed URL Access on
221.178.182. 131|Chi na 147.237.76.86 |navy.idf.il vow navy. i of i 1/t enpl at es/ sendt of ri end/ Bl ock 6
103. 252.17. 160 |Hong Kong 147.237.77. 170 |maar achot . i df . i | |Distributed PHP At t enpt Bl ock 5
. - - D stributed Lhaut hori zed URL Access on
221.178.182. 176|Chi na 147.237.76.86 |navy.idf.il vow navy. i of i1/t enpl at es/ sendt of ri end/ Bl ock 5
103.252.17.160 |Hong Kong  |147.237.77.170|maarachot.idf.i| [Miltipl e Wauthorized URL Access from 103. 252. 17. 160 B ock 5
. . . D stributed Lhaut horized URL Access on
218.205. 17. 208 |Chi na 147.237.76.86 |navy.idf.il v navy. i f i 1/t enpl at es/ sendt of ri end/ Bl ock 5
. . - D stributed Lhaut hori zed URL Access on
221.178. 182. 204|Chi na 147.237.76.86 |navy.idf.il navy. i df .i 1/t enpl at es/ sendt of ri end/ Bl ock 5
37.142.137.71 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 4
176.13.15. 138 |l srael 147.237.77.243|mobi | e. i df . i | O stributed Suspicious Response Code B ock 4
109. 253. 136. 234/l sr ael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock 4
190. 207. 230. 111 |Venezuel a 147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to navy.idf.il/tenpl ates/sendtof ri end/ B ock 3
218.205.17. 164 [China 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/1155- he/ navy. aspx#par_4 |B ock 3
84.228.64.208 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 3
37.142.68.107 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 3
. - D stributed Lhaut hori zed URL Access on
186. 95.194. 64  |Venezuel a 147.237.76.86 [navy.idf.il navy. i df .i 1/t enpl at es/ sendt of ri end/ B ock 3
79.182.107. 108 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka.idf.il/sip storage/files/8/ Bl ock
221.178.182. 207|Chi na 147.237.76.86 [navy.idf.il Unaut hori zed LRL Access to ww navy. i df.il/1155-he/ navy. aspx#par 5 |H ock
221. 178. 182. 140|Chi na 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy. i df.il|/1156- he/ navy. aspx#par _4 B ock
] . . D stributed Unaut hori zed URL Access on
204.13.200.200 |thited Sates (147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
71.41.182.242 |lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/1155- he/ navy. aspx#par_1 |B ock
31.131.16.162 |lkraine 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 31.131. 16. 162 Bl ock
. . D stributed Lhaut horized URL Access on
45.79.169. 195 147.237.76.86 [navy.idf. i v navy. i df . i1/t enpl at es/ sendt of ri end/ Bl ock 2
] . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 [Wited Sates |147.237.77.216(dover.idf.il v i dff . i 1/ 1133- 22638- he/ dover . aspx. Bl ock 2
46. 19. 85. 95 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None
212. 143. 138. 230|I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw nag. i df . il/510- he/ pat zar . asph B ock
. . . O stributed Unaut hori zed URL Access on
218.205.17. 145 [China 147.237.76.86 |navy.idf.il vw navy. i df i |/ 1155- he/ navy. aspxdipar 5 Bl ock 2
] . - D stributed Lhaut hori zed URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
80. 230. 67. 86 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock
207.46.13.145 [Wited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v idf.il/error. htm B ock
. . D stributed Lhaut hori zed URL Access on
31.168.236.50 |Israel 147.237.72. 166 |aka. i df . i | v aka i cf i |/ nai 1V scri pt s/ css3pi e htc B ock 2
221.178.182. 171|hi na 147.237.76.86 |navy.idf.il Ostributed thauthori zed URL Access on Bl ock 2
navy.idf.il/tenpl at es/ sendt of ri end/
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
77.126.78.211 |[Israel 147.237.72. 166 |aka. i df . i | voww aka. i f i |/ nai v sachar/ decl ar at i onexpl anat i on. aspx None 1
176.12. 145. 131 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
84.111.248.7 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . - D stributed Lhaut hori zed URL Access on
221.178.182. 134[Chi na 147.237.76.86 |navy.idf.il vw navy. i df i |/ 1155- he/ navy. aspxdipar 5 Bl ock 1
. . Miltiple Untraceabl e S8 Sessi ons from212. 179. 177. 148 (Prot ocol
212.179. 177. 148l srael 147.237.77. 216 (dover. i df . i | viol ation (SS. GOV QLI ENT HELLO) None 1
66. 249. 66. 1 I srael 147.237.72. 166 |aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
109. 67. 206. 228 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DS At ack None 1
37.26.147.174 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
80.246.137.87 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
2.54.57.92 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
46.116. 203. 159 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . Il egal HITP Version __at uvc=19%7C49%Cl% C50;
46.19. 85. 17 I srael 147.237.77. 216 |dover. i df .il " at uvs=5672c0bbf 66690da000 B ock 1
85. 64. 53. 253 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
79.176.191.56 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
37.142. 64. 62 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
82.80.131.151 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
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