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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3650
66. 249. 64. 50 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 246
212.199. 154. 194 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 131
80. 74.123. 12 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
46.19. 85. 213 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
2.52.50. 237 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
109. 67. 161. 231 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5

46. 19. 86. 214 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2

83. 238. 147. 243 Pol and 147.237.77. 216 dover.idf.il SYN H ood unveri fied cookie drop 1
2.52.50. 237 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 1

93. 158. 203. 169 Net her | ands 147.237.76. 148 gacenter.aka. idf.il|B ock Np Al Net drop 1
208. 100. 26. 228 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np Al Net drop 1
79.183.128. 21 | srael 147.237.72. 166 aka.idf.il Invalid L4 Header Length drop 1

93. 158. 203. 169 Net her | ands 147. 237. 76. 200 eitan. aka.idf.il B ock Np Al Net dr op 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
62.210. 90. 118 France 147.237.77. 216 dover.idf.il |Cl000106: HITP. najestic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

213.184. 127. 43 147.237.72.167 |israel i shurimaka.idf.il ET SCAN Potential SSH Scan 2
128.199. 53. 12 147.237.77.216 |9 ngapore dover.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
109. 65. 115. 214 [147.237.77.216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
213.184. 127. 43 147.237.77.243 |Israel nobi | e.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 147.237.0.35 Net her | ands akavs. i df . il ET SCAN NVAP -sS wi ndow 1024 1
213. 184. 127. 43 147.237.77. 19 I 'srael | awforumidf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 147.237.0.33 idf.il ET SCAN NMAP -sS wi ndow 1024 1
213.184.127. 43 147.237.76.148 |Israel gocenter. aka i df .i | ET SCAN Potential SSH Scan 1
213.8.204. 61 147.237.77.216 |Israel dover . idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
192.162.100. 148 |147.237.76.34  |Russian Federation |yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
149. 50. 74. 227 147.237.72.166 |[lhited Sates aka.idf.il portscan: TCP O stributed Portscan 1
109. 65. 174. 109  [147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
94.159.206. 102  [147.237.77.216 |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
213. 184. 127. 43 147.237.77.226 |Israel vwwy chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
91.201. 236. 113 147.237.0. 16 Lkr ai ne ny- kosher -kravi .idf. i1 ET SCAN NVAP -sS w ndow 1024 1
213.184.127. 43 147.237.76.196 |Israel esvivaidf.il ET SCAN Potential SSH Scan 1
212.143.148.178 |[147.237.77.216 |[Israel dover . idf.il portscan: TCP O stributed Portscan 1
193. 196. 7. 170 147.237.77.216 |Ger nany dover.idf.il portscan: TCP Distributed Portscan 1
166. 63. 125. 149 147.237.0. 33 Lhited Sates idf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address

A tacker

Signature

Country

‘Tar get Address ([Ste

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

84.110. 7. 53 I srael 147.237.76. 200 |ei tan. aka. i df .il Ret 1 ansmi Ssi on Packet dr opped. drop 378
2.54.26. 26 I srael 147, 237 76. 200 |ei tan. aka i of i1 || €M NG Engine: TCP Invalid  finvalid segnent retransmssi on. drop 291
Ret r ansni ssi on Packet dr opped.
109.64.28.48  |Israel 147, 237.76. 200 [ei tan aka. i of. i1 | SAM NG Engine: TP Invalid invalid segnent retransnissi on. dr op 102
Ret r ansni ssi on Packet dr opped.
37.26. 146. 207 |lsrael 147.237.77.233|atal .idf.il drop Frst packet isn't SYN drop 84
132.64.30.122 |l srael 147.237.72.167 |ishurimaka.idf .i|Bad TCP sequence v?':dgitvrsacnaslnlt wth different moni tor (37
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.178.198. 253 |Israel 147.237. 72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber alert 29
84.228.181.105 |Israel 147. 237. 72. 156 |aman. i df .| Bad TCP sequence v?l:dgirfgaslnlt wWth dfferent moni tor |24
54.244.22.103 |lhited Sates [147.237.77.176|matpash.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 23
84.110.7.53 I sr ael 147.237.76.200 |eitan.aka.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 23
207.241.229. 104|Wited Sates |147.237.77. 216 |dover.idf.il drop SAMrul e drop 23
79.178.198. 253 [lIsrael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 22
54.244.22.103 |wited Sates |147.237.77.176 |matpash.icf.il  |drop First packet isnt SWN drop 22
2.54.53.121 I srael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 22
46.19. 86. 48 I srael 147.237.76.31 |rakehal ir i1 | €M NG Engine: TCP Invalid  finvalid segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dr opped.
176.13. 1. 172 I srael 147.237.77. 216 |dover.i df .il Bad TCP sequence I'nvali d ACK nunber noni t or 20
79.180.170.89 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence Vﬂdﬁr;n;rit Wth different moni tor |20
77.125.152.163 |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence v?':dgitvrsacnaslnlt wth different monitor (18
84.108. 219. 119 (I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 18
84.108.219. 119 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 18
109. 67. 161. 231 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
62.219.192. 198 |l srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 17
2.54.137. 175 I 'srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 17
62.219.192. 198 [Israel 147.237.77. 216 |dover.i df .il Bad TCP sequence Invali d ACK nunber alert 16
89.138.42.16  |Israel 147. 237, 76. 200 |ei tan aka i o i1 || S2M NG Engine: TGP Invalid invalid segnent retransmissi on. drop 16
Ret r ansni ssi on Packet dr opped.
37.142.190. 206 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence noni t or 16
31.168. 20. 73 I srael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence Invali d ACK nunber noni t or 16
62.219.192. 198 |[lsrael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 16
37.26.146.141 |lsrael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 15
46.117.252.23 |Israel 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence noni t or 15
2.54.19. 249 I srael 147.237. 77, 243 bl e i of 11 | €M NG Engine: TCP Invalid - finvalid segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
2.54.137.175 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invali d ACK nunber alert 15
80.246. 136. 241 |l srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber aert 15
176. 12.141. 191 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
80. 246. 136. 241 |l srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Invali d ACK nunber noni t or 15
37.142.190. 206 |Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber aert 15
46. 121. 246. 20 | srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid ACK nunber alert 14
46.120.69.191 | srael 147.237.72. 166 |aka. i df . Bad TCP sequence v?l:dgirfgaslnlt wWth different moni tor |14
46.121.246.20 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 14
54.244.22.103 |wited Sates |147.237.77.176 [mtpash.icf.il |Bad TCP sequence I'nvalid ACK nunber alert 14
79.183. 116. 232 [Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 13
83.130.120.50 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence noni t or 13
176. 13.5. 127 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
176.12. 151. 103 |Israel 147.237.72. 166 |aka. i of . i | Bad TCP sequence noni t or 13
149.78.154. 69 |l srael 147.237.77. 216 [dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
2.54.42. 169 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 13
176.13.16.107 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence mdgir::;nlt Wth different monitor |13
82. 80. 196. 44 I 'srael 147. 237. 72. 156 [anan. i df .| Bad TCP sequence Invalid ACK nunber noni t or 13
77.125.152. 163 [Israel 147.237. 72. 166 |aka. i df . | Bad TCP sequence noni t or 13
2.54.42.169 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 13
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
82.80.176.209 |lsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 231
89. 138. 42. 16 I srael 147.237.76.200|ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 184
82. 80.176.209 | srael 147.237.0.19 |nadi matal .idf.il ;g‘_’;:”f;gzége Sane Response Qode (403) in Session from Bl ock 126
82.80.176.209 |[lIsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 104
46.19. 85. 214 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 102
46.19. 85. 214 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) Bl ock 65
46.19.85. 111 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 41
80.74.100. 131 [Israel 147.237.72.167|i shuri maka. i df . i|D stributed Too Many of the Sane Response Code (404) B ock 34
177. 246.229.20 |Mexi co 147. 237.72. 166 |aka. i df . i | shaut hor zed fﬁ;hﬁzi%} O i oncervice. s get ut huser Bl ock 13
84.110.7.53 I srael 147.237.76.200|ei tan. aka. i df .i| |Too Many of the Same Response Code (404) in Session from84.110.7.53 |B ock 12
176. 12. 145. 172 |l srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 11
46.19.85.214  |Israel 147.237.0.19 |madimatal .idf.il mﬁ;‘f;‘ .T{Z?.\iAI?ﬁgﬁ;ﬁégﬁﬁ;ﬁiﬁ:&' der 13t xt First Name i n B ock 6
176. 13. 10. 80 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 6
2.54.19. 249 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 5
103. 252.17. 160 |Hong Kong [147.237.77.170|maarachot.idf.il |Dstributed PHP Atenpt B ock 5
176. 12. 151. 244 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 4
213.57. 89. 62 I srael 147.237.77. 216 |dover.i df .i | D stributed Unauthorized URL Access on www i df . il/1133- 22354- he/ dover [B ock 4
149. 78. 46. 11 I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 4
103. 252.17.160 |Hong Kong |[147.237.77.170|maarachot.idf.il [Miltiple Unauthorized URL Access from 103.252. 17. 160 B ock 3
46. 19. 86. 233 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.12.142.56 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
82. 166. 184. 134 |l srael 147.237.77.234|hal ag.i df . il Mil tipl e Unaut hori zed URL Access from 82. 166. 184. 134 Bl ock 3
176. 12. 148. 183 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
142.4.215.116 |Canada 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 142. 4.215. 116 B ock 2
103. 252. 17. 160 |Hong Kong [147.237.77.170|maar achot . i df . i | |Uhaut horized URL Access to maarachot.idf.il/pl us/ downl oad. php B ock 2
91.143.80.201 |[Germany  [147.237.77.216|dover.idf .|| b stri bt oc llfsg_t;;’;g?ﬂe%fecf?;p;” Hock |2
176.13.13. 43 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
82. 166. 184. 134 || srael 147.237.77. 234 |hal ag. i df . i | multog‘?:“zgg aLtjzl_.'iA(c:i?éisls/sti(:)_st or el {1 e/ 5/ i 2633540/ 1565 b Bl ock 1
46. 19. 86. 194 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS Attack None 1
167.114. 0. 27 Canada 147.237.77.216|dover.i df .i | m ,r Lfb_uit|e/dne\uEL:te?Zr:g|Z?csjh/ﬁ ﬁf;;;s > B ock 1
46. 19. 85. 95 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
141.212. 122. 112|lhited Sates [147.237.76.31 |nakchal .idf .il Mal formed URL proxytest. znap. i o: 80 B ock 1
79.183.176.102 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None
207.46.13. 145 United Sates |147.237.77. 216 dover. i df . i1 V\L:/];uuit gfr: Izleidf /L{:d;/ g?f?OSOIt& 300/ 250/ squar e/ nas%@at er ast at i on Bl ock !
5.29.117. 154 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
68.180.228.112 [nited Sates |147.237.77.216|dover.idf.i | Paranet er Type M ol ati on PageNumin vww i df . i|/1153- he/ dover. aspx Bl ock 1
185.32.179. 179 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e S3 Sessi ons: sigal gs DoS Attack None 1
66.249.64.131 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ recr ui t| ane. aspx |B ock 1
176. 12. 148. 183 |Israel 147.237.77.243|nobi | e.i df . i | Uhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
Unknown Par anet er
149. 88. 139. 240 |l srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acekbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
79.178.121. 176 |Israel 147.237.77.216|dover.i df . i | Unaut hori zed URL Access to w i df . il/894-he B ock 1
198.58. 103. 158 [lnited Sates [147.237.77. 216 |dover.idf.i | Uhaut hori zed URL Access to waw i df.il/1294-he/ v i df . il B ock 1
37.26.147.145 |lsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
109. 64. 32. 95 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
2.52.50. 247 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
94.16. 11. 27 Ger many 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
66.249. 65. 115 I srael 147.237.76.42 |refuah.idf.il ﬂ?“;:;’ e ig/lj; ﬁglcjsiserftzcri s/ sa suf o ect. | & Bl ock 1
84.100.194.23 I srael 147.237.72. 166 |aka. i df . i | e et for ;e;uﬁeﬁgf:fa‘s’gx Bl ock 1
176.12.139. 113 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
208.184. 112. 74 |United Sates [147. 237. 77. 216 |dover . i df . | | Distributed haut hori zed LR Access on Bl ock 1

waw i df . i |/ 1133-22461- he/ dover . aspx.
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