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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il|DOS- Tool - Swi t chbl adG dest - r eset 3559
66. 249. 64. 55 | srael 147.237.72. 166 aka.idf.il |TQP handshake viol ation, first packet not syn dr op 332
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount ‘
188.165.15.79  |France 147.237.77.170 |ma@arachot.idf.il| (228 HITP.  AnrefBot craw er B ock 1
46.105. 17. 34 France 147.237.77.170 |maarachot.idf.il |25 HITP. access to administrator/index. php -> Quarantine B ock 1

123.126.113.80 |China 147.237.72.166 |aka.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
146. 185. 250. 2 147.237.76. 86 Russi an Federation navy. i df il ET SCAN NVAP -sS w ndow 1024 1
122. 4. 237. 235 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
122. 4. 237. 235 147.237.76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
122. 4. 237. 235 147.237.76. 30 Chi na hi nush. i df .i | ET SCAN Potential SSH Scan 1
94.102. 48. 195 147.237. 8. 45 Net her | ands eeitanidf.il ET SCAN NVAP -sS w ndow 1024 1
87.69. 245. 2 147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.179.221. 25 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 246. 139. 248 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 140 147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
167. 114. 156. 16 147.237.77.216 Canada dover.idf.il portscan: TCP O stributed Portscan 1
2.54.5.140 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
146. 185. 250. 2 147.237.76. 39 Russi an Federation nobi | e. nei tav. i df.il ET SCAN NVAP -sS wi ndow 1024 1
122. 4. 237. 235 147.237. 76. 196 Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
122. 4. 237. 235 147. 237.76. 34 Chi na yohal an. i df .i | ET SCAN Potential SSH Scan 1
94.102. 48. 195 147.237.8.50 Net her | ands e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 173. 164. 234 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
218. 249. 175. 230 147.237.0. 19 Chi na nedi matal .idf.il ET SCAN NVAP -sS w ndow 4096 1
84. 228. 202. 243 147. 237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
212.76.100. 12 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
80. 246. 139. 72 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
176. 12. 149. 159 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stri buted Portscan 1
2.54.168. 166 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SWNretransmt wth different

80.246. 133. 3 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor 402
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
109.64.28.48  |israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. |, ., 204
Ret r ansni ssi on Packet dr opped.
41.33.231. 90 Egypt 147. 237.77. 216 |dover.idf.il drop SAMrule drop 36
207.241.229. 104|lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrule drop 19
80.179.114.19 |[Israel 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
54.244.22.103 |Wited Sates  |147.237.77.233|atal.idf.il drop First packet isn't SWN drop 17
207.241.229. 104|lhited Sates 147.237.72. 166 |aka. i df . il dr op SAMrule drop 13
172.58.169. 112 |lWited Sates  [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
81.218.174. 140 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 13
212.179.210. 74 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber aert 11
212.179.210. 74 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |11
31.13.112.122 |ireland 147.237.77. 226 Vf"l"'“ha”atz'aka"df drop First packet isn't SWN drop 10
o SYN+ACK retransmt wth .
46.19. 86. 56 I srael 147. 237. 72. 156 |anan.i df . i1 Bad TCP sequence di fferent vi ndow scal e monitor |9
213.57.141. 124 |Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 8
46. 19. 85. 162 I srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d ACGK nunber moni tor |7
2.54.178. 184 I srael 147. 237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 171 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
31.13.109.121 |irel and 147. 237.77. 226 ‘”i"‘l""“:ha”atz'aka"df drop Frst packet isn't SWN drop 6
Iran, Islanic . . . )
109. 162. 164. 102 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
79.183.127.72 |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 6
Ret r ansni ssi on Packet dropped.
37.26.147.167 |[Israel 147.237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i ssi
212.150. 66. 161 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | . 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
132.66.223.8  |Israel 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
84.108. 68. 35 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert 6
Sreaming Engine: TCP Invalid i i ssi
79.183.229. 161 |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
84.108. 68. 35 I srael 147.237.72. 166 |aka. i df i | Bad TCP sequence Invalid ACK nunber monitor |6
109. 162. 164. 102 'F;xa :i'ﬁ?"c 147. 237. 77. 216 |dover i df .1 Bad TCP sequence Invalid ACK nunber dert 6
46. 19. 86. 56 | srael 147.237.72. 156 |anan.idf.il drop First packet isn't SYN drop 5
2.54.178. 184 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 5
149. 88. 5. 152 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 5
46.19. 85. 171 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 5
207. 46.13.81 Lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 5
31.13.112.118 |ireland 147. 237. 77. 226 "f"l"“"ha”atz'aka"df drop First packet ism't SWN drop 5
2.54.178. 184 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
84.109.3.6 | srael 147.237. 77. 170 |naar achot . i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
213.57.135.42 [Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 4
46.19. 85. 171 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber moni tor |4
46. 19. 86. 160 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
82. 80. 30. 90 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Tineout |reject 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
31.13.112.123 |ireland 147. 237. 77. 226 "f"l"“ha”atz'aka"df drop First packet ismt SWN drop 4
46. 19. 85. 90 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber aert 4
s SYN+ACK retransmt with .
82. 80. 30. 90 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence di fferent vi ndow scal e monitor |4
62.0.230.1 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 4
89. 138. 251. 105 |l srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |4
2.54.136. 185 I srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.52.25. 117 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 90 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |4
79.177.200. 234 [lIsrael 147.237. 72. 156 [anan. i df . i SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 4
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|Top Attackers In V\AF|

Devi ce

At acker

ount ry Target Address |Site S gnature Action ‘Count
176. 12. 141. 148 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 118
176. 12. 141. 148 || srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) B ock 100
2.54.159.225 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 88
176. 12. 141. 148 |l srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (403) B ock 67
84.109. 132. 138 |l srael 147. 237.72. 166 |aka. i df . i | g"jl'. tl'oﬂ_elSL;af;go” zed Method for Known LR from B ock 26
2.54.159.225 |Israel 147.237.0.19 |madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 21
176.13.16.60 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 14
176.13. 23. 217 |[Israel 147.237.77.243|mobi | e. i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 7
2.54.22.62 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 6
176. 12. 140. 182 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
176. 12. 139. 130 |l srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 4
2.54.24.90 I srael 147.237.77. 216 (dover. i df . i | Unaut hori zed LRL Access to www i df.il/1133-22354- he/ dover B ock 4
2.54.142.246 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
54.244.22.103 |Wited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 3
82.80.216.12 |[Israel 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df . i/ newsite/ hebrew 120203 B ock 3
84.110.211. 46 |Israel 147.237.77. 216 |dover . i df . i | D stributed iathor 2o S Aocess on Bl ock 3
46.19.85. 15 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 2
46.19.86.169 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253. 143. 73 || srael 147.237.77. 243 |nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
81.218.35.242 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
5.28.181.74  [Israel 147. 237.77. 216 |dover . i df . i | D T . Aocess on Bl ock 2
37.26.149. 253 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
204.13.200. 200 |United Sates  |147. 237. 77. 216 |dover . i df . i | w11 1155, 25461 nel dover. s Bock |2
176.13.18. 150 |Israel 147.237.77. 216 |dover. i df .i | Dstributed Uiathor 2ed R Access on Bl ock 2
2.54.42. 241 I srael 147.237.0.19 |nadi matal .idf.il O stributed Suspicious Response Qode B ock 2
204.13. 200. 200 |Wited Sates  [147.237.77. 216 |dover . i df . i | D stri bt ec 1?:;}:;;;;?&%\/’2??21}2” Bl ock 2
85.250. 173. 111 I srael 147. 237.77. 216 |dover . i df . i | D e o o Aocess on Bl ock 2
46.19. 86. 85 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
84.111.184. 168 |l srael 147.237.0.34 |tikshuv.idf.il Unaut hori zed LRL Access to ww tikshuv.idf.il/xmrpc. php B ock
80. 246. 139. 163 |l srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None
216.218. 206. 68 |Uited Sates  |147.237.0. 16 nlyl kosher-kravi. 1df |\ horized LR Access to 147.237.0. 161 B ock 1
5.28.137.100 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx  |Bl ock 1
157.55. 39. 13 Lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed PHP At enpt B ock
107.178.194. 83 |Wited Sates  [147. 237.77. 216 dover . i df . | D stri bt ec 1?;;}:;;5?&%\/2??;{);” Bl ock 1
77.127.152.56 |Israel 147.237.77.216|dover . i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
207.46.13.128 |lLhited Sates 147.237.77.216|dover. i df . i | Adnmin B ocki ng B ock 1
184. 105. 139. 67 |Lhited Sates  |147.237.72.166|aka. i df . il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
87.208.0.108  |Netherl ands 147.237.77. 216 |dover . i df . i | Dstributed PHP A tenpt B ock 1
37.26.149.237 |Israel 147. 237.77. 216 |dover . i df . i | D stributed iathor 2o oL Aocess on Bl ock 1
79.183. 229. 161 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock
212.179. 210. 74 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
195. 60. 232. 57 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
94. 59. 155. 109 LE’:ii”taetdesNab 147.237.77. 176 [mat pash. i df . i | Ostributed PHP At enpt Bl ock 1
85. 64.92. 63 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
46.19.85.160 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
157.55.39.13 |Lhited Sates 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waidf.il/w | oad. php Bl ock 1
107.178.194. 83 |Uited Sates  |147. 237.77. 216 |dover . i df . i | D stri bt ec 1?:;}:;;;;?&%\/’2??21}2” Bl ock 1
79.176.97.218 |Israel 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Cust om Tenpor ary B ock 1
Unaut hori zed URL Access to
207.46.13.128 |lhited Sates 147.237.77. 216 |dover.i df .i | waw i df . i |/ admini strator/mini pres_nanager/ get _booki ng_nini pre_res B ock 1
ponsi ve
46.19.86.244 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S At ack None 1
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