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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site

|Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS Tool - Swi t chbl adG dest - r eset 3122
207.232. 36. 181 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 111
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
62. 210. 148. 247 France 147.237.77. 216 dover.idf.il C1000106: HITP: naj esti ¢ bot B ock 1
151. 80. 31. 115 Italy 147.237.77. 233 atal.idf.il 28: HITP.  AnhrefBot craw er B ock 1




12-17-2015-13:04:09 to 12-17-2015-14:04:09

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘Ste

‘Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il [Tehila - Perl LW with fake user agent 2
192. 162. 100. 148(147. 237. 0. 34 ?ézz;;”im tikshuv.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
166. 63. 125. 149 |147.237.72.217 |Whited Sates eidf.il ET SCAN NVAP -sS w ndow 4096 1
80, 246. 133. 3 147 237 77 233|151 8el atal idh il ET DG5S Large amount of TCP ZeroWndow - Possi bl e Niller2 DDos 1
att ack
46. 19. 86. 138 147.237. 72. 166 |I srael aka.idf.il [portscan: TGP D stributed Portscan 1
37.142.64.75 147.237.72. 166 I srael aka.idf.il [portscan: TGP D stributed Portscan 1
5.199.172. 154  |147.237. 77. 243 |Li thuani a nobi le.idf.il|ET SCAN NVAP -sS wi ndow 3072 1
183, 14. 7. 250 147 237, 77. 216 i na dover i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
81.218. 89. 58 147.237. 72. 166 |I srael akaidf.il |portscan: TGP D stributed Portscan 1
79.183.135. 8 147, 237. 72. 166 |I srael aka.idf.il |portscan: TGP D stributed Portscan 1
37.212.62.139 |147.237.72. 166 |Bel arus aka.idf.il [portscan: TGP D stributed Portscan 1
37.26.147.167 |147.237.77. 216l srael dover.idf.il [portscan: TGP D stributed Portscan 1
012 179 177 148l147. 237 77 216 |1 5 ael dover i df il SER\/ER.APACI-E Apache nod_ssl non-SSL connection to SSL port deni al 1
of service attenpt
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
46. 19. 86. 53 I srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence Inval i d AGK nunber noni t or 80
149.88.21.129  |Israel 147. 237, 72. 167 |t shuri maka i of | .| ST NG Enginex TP Inval id - finvalid segnent retransnissi on drop 48
Ret ransm ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
77.125.121.51 [ srael 147.237.77. 233 |atal i of .i Bad TCP sequence md;‘f’tvrsac'z"lt Wth different monitor (33
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
46. 19. 85. 66 I srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nvali d ACK nunber noni t or 19
207.241.229. 104|lhited Sates |147.237.77.216 |dover.idf.il drop SAMrul e drop 18
207.241.229. 104|tnited Sates [147.237.72.166 |aka.idf.il dr op SAMrule drop 18
46. 19. 86. 67 | srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 17
213.57.135. 165 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 17
82.80.196.44  |Israel 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 17
185.3.146. 117 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 16
192. 114. 105. 254l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 16
109. 226. 22. 157 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid  Jinvalid segnent retransmssion drop 15
Ret r ansni ssi on Packet dropped.
37.26.146.193 [Israel 147.237.0.19 |nadimatal.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 15
46. 19. 85. 118 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
46.19. 85. 15 I srael 147.237.0.19 |nacimatal.ir. i) |2 €@ NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 12
Ret r ansn ssi on Packet dropped.
80.179. 125. 162 |l srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence I'nval i d ACK nunber noni t or 12
80.179. 125. 162 |l srael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 11
82. 80. 30. 90 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 11
82.80.30.90 [Israel 147. 237.72. 166 |aka. i cf . | Bad TCP sequence SINACC rerransmt with diTrerent fopnitor — [12
82.80.196.44  |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsg reansm wehditterent | onitor |10
66.249.93. 180 |United Sates |147.237.72. 166 |aka idf. il Streamng Engine: TCP Invalid  invalid segnent retransnission drop 10
Ret ransnm ssi on Packet dr opped.
66.249.93.182 |wited Sates |147.237.72. 166 |aka i df il Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 10
Ret r ansni ssi on Packet dropped.
46.19. 86. 151 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 9
37.26.148.236 |Israel 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
2.54.12.83 I srael 147.237.72. 166 |aka. i of . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
89. 139. 20. 70 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
2.54. 34. 205 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
80.179. 125. 162 I srael 147. 237. 77. 216 |dover . i df . i Bad TCP sequence mﬁsg reansm wehdifferent | onitor |7
80.246. 133. 3 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
199. 203. 226. 21 |l srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop
62. 0. 200. 129 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
77.127.133. 245 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransission drop 6
Ret ransni ssi on Packet dr opped.
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
31.168.8.110  |Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
80. 179. 69. 146 | srael 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 6
130. 207.203.56 |Lhited Sates |147.237.8.28 |e.nobile-ks.idf.il|Geo-| ocati on enf or cenent Geo-l ocati on i nbound enf or cenent |dr op 6
46.19. 85. 119 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber noni t or 5
80. 246. 136. 185 |l srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nvali d ACK nunber alert 5
80.246.133.3 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
37.26.149.131 [ srael 147. 237. 77. 216 |dover. i of .1 Bad TCP sequence md:)irsaé‘:]”lt wth dfferent monitor |5
46.19. 85. 119 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber alert
80. 246. 136. 174 |l srael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect
73.195.248.179 |Uited Sates [147.237.76.86 |navy.idf.il Streamng Engi ne: TCP | nvalid linvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
2.54.12.83 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
188. 120. 148. 160|l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 85. 49 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
141.0.15.243  [Norway 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19.86.0 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 152
80.246.136.31 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 143
80.246.136.31 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 135
46.19.86.0 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 107
37.26.146.193 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 94
46.19.85. 15 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 61
37.26.146.193 |[Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 61
46.19. 85. 15 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 57
46.19. 85. 24 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 45
46. 19. 86. 84 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 34
176.12. 141. 148 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 14
176.13.15. 71 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 12
5.102. 254. 95 I srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 10
37.26.146.145 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
37.26.146.241 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 6
46.19.86.0 I srael 147.237.0.19 |[nadimatal .idf.il|Too Many of the Sane Response Code (403) in Session from46.19. 86.0 B ock 5
192, 116.172. 33 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
2.52.26. 224 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 4
84.111.184. 168 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i|PHP At t enpt B ock 3
84.111.184. 168 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i |Uhaut hori zed URL Access to waw chi nuch. aka. i df . il/xmnrpc. php B ock 3
46.19.85.0 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
Lhi ted . . D stributed Unaut hori zed URL Access on
107.178.194.83 |g o 147.237.77. 216|dover . i df . i | Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
Lhited . . D stributed Lhaut hori zed URL Access on
107.178.194.87 |g o o 147.237.77. 216 |dover.i df.i |l v i df i | / 1133- 22461- hel dover . aspx. Bl ock 2
192.118.10.10 |Israel 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 192.118. 10. 10 B ock
90. 148. 174. 170 |Saudi Arabia|147.237.77.216|dover.idf.il Ml tiple Uhauthorized URL Access from 90. 148. 174. 170 B ock
Lhited . . D stributed Lhaut hori zed URL Access on
204.13.200.200 fo o 147.237.77.216|dover . i df . il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bl ock 2
90.148. 174. 170 [Sudi Arabia|147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/arr/ Bl ock 2
Lhited . . D stributed Lhaut hori zed URL Access on
204.13.200.200 o o 147.237.77.216|dover . i df . i v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 2
2.54.25.186 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
54.186. 248. 49 ;“;tteeg 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/1294-he/ v i df . il Bl ock 1
. . D stributed Unaut hori zed URL Access on
185.3.146.117 [l srael 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah. aspx Bl ock 1
87.68.240.180 |[Israel 147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
141.212.121. 176 g"alt:g 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
82.80. 196. 44 | srael 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
212.199. 107. 106|l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
37.26.149.131 [Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ si p_storage/ fil es/ 8/1668. doc  |B ock 1
139. 130. 251. 253|Australia  |147.237.72.166|aka. i df . il Abnormal |y Long Request et hod B ock 1
69. 171. 228. 122 ;h;:ee: 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs oS At ack None 1
2.54.33.241 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.111.184. 168 |l srael 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to waw tikshuv.idf.il/xnrpc. php B ock 1
46.19. 86. 187 I srael 147.237.77.243|nobi l e.i df . i | Ml tipl e Unaut horized URL Access from 46. 19. 86. 187 B ock 1
176. 12. 160. 2 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
Mal formed URL K[ [#14]] AcesAve[ [ #11]] ALY A€° AsEce9[ [ #6] ] bAZ
139. 130. 251. 253|Australia  |147.237.72.166|aka. i df .i | a[[#21] ] [ [ #17] ] Asa-A2K x£] [ #19] ] 8€ceAs’ =x?[ [ #31] ] X&€! 4ER2ET Bl ock 1
i 282 x3 Q) [ [ #12] ] x?2x"xZA; At A>ETQUAE R (B ad€?aA nx -1 Ar=y
. . .|Unknown Par anet er wb48617274 in
81.218.241.25 |[Israel 147. 237. 76. 147 |chi nuch. aka. i df . i W chi nuch. aka, i df i 1/ styl f shar ed/ | ayout . css None 1
109. 65. 217. 109 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in LR Bl ock 1
79.183. 185. 158 |i srael 147.237.72. 166 |aka. i df . i | Unknown Pararet er ct| 00$ct | 00ScphMi nScphSachar Senpl oyment Statustay |, o 1
in ww aka. i df.il/nai n/ sachar/ paysl i ps. aspx
212.179. 177. 148l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to static.|ink4u. co.il/cache/ w news/ing_287 3. pg |B ock 1
68.180. 228. 112 LSthlatt:sd 147.237.77. 216 |dover.idf.i |l Paranet er Type Mol ati on PageNumin waw i df . i|/1379- he/ dover . aspx B ock 1
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct 125 in
185. 27. 105. 176 |l srael 147.237.72. 166 |aka. i df . i | vaww aka, i o i |/ nai v sachar / pays! i ps. aspx None 1
89.138.209.68 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
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