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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site
167. 114. 156. 16

|Signature |Device Action |Count|
Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3666
152. 62. 109. 206 Eur ope 147.237.0. 34 tikshuv.idf.il|TGP handshake viol ation, first packet not syn dr op 370
50. 206. 89. 77 Lhited Sates 147.237. 76. 196 e.sviva.idf.il|Bock Udp All Nets drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
134.191.232.70 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
94.159. 207. 102 |147.237.72. 166 || srael aka.idf.il portscan: TP D stributed Portscan 1
85. 64. 16. 240 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
80. 246. 130. 6 147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
212.179. 177. 148|147. 237. 77. 216 I srael dover.idf.il SERVER APAO_E Apac.he mod_ssl non- S8 connection to SSL 1
port denial of service attenpt
79.180.199.53 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 191. 56. 188 [147.237.72. 156 |Lhited Sates  |anan.idf.il ET SCAN NVAP -sS w ndow 2048 1
66.249. 64. 190 |147.237.72. 166 |Wiited Sates  |akaidf.il ET SCAN NVAP -sA (2) 1
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 1
5.102.254.5 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
188. 42. 136. 164 |147.237.72.14 |Luxenbourg dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
2.54.57. 144 147. 237. 72. 166 I srael aka idf.il portscan: TCP DO stributed Portscan 1
146.185.250.2  |147. 237. 77. 235 ?;Z:;:I”ion svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
128.199. 81. 128 |147. 237. 77. 1709 ngapore maar achot . i df . i | ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
94.102.48.195 |147.237.72.14 |Netherl ands dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
84.108. 233. 236 [147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
80. 178. 197. 160 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 191. 56. 188 [147.237.72. 156 |Lhited Sates  |aman.idf.il ET SCAN NVAP -sS w ndow 3072 1
66.249. 64.253 |147.237.72.166|W0ited Sates  [akaidf.il SERVER APAO_E Apac.he mod_ssl non- S8 connection to SSL 1
port denial of service attenpt
199.191. 56. 188 |147.237.72.156|lhited Sates  |aman.idf.il ET SCAN NVAP -f -sS 1
66. 249. 64. 18 147.237.72.166|Wnited Sates  |aka idf.il portscan: TCP D stributed Portscan 1
188. 42. 136. 164 |147.237. 76. 199 [Luxenbour g e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.140.189  |147.237.77. 216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
188.42.136. 164 |147.237.0.17 |Luxenbourg mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Signature

Country

SWNretransmt wth different

79.183. 184. 241 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal @ noni t or 80
79.178.113.135 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdze\:,rsaé;”gt Wth different moni tor |42
37.26. 146. 175 | srael 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SN drop 39
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
79.183.3.244  |israel 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence f;-y':drcﬁ‘v;a;j”lt wth different moni tor (32
213.57.135.42 |israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 28
2.52.27.93 | srael 147.237.72. 166 |aka.idf .il SYN Attack rej ect 21
31.168.244.67 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 20
213.57.141. 145 |Israel 147.237.72. 166 |aka.i df . i Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent | onitor |18
46. 19. 85. 54 I 'srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Invalid ACK nunber noni t or 18
2.52.27.93 I sr ael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
213.57.141. 145 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 18
207.241.229. 104|lhited Sates [147.237.77. 216 |dover.idf.il dr op SAMrul e drop 18
82.166.85.172 I srael 147.237.77. 233 |atal i df i1 Bad TCP sequence mdﬁr:cr;rit Wth different moni tor |16
212.199. 251. 235]l srael 147.237.0.34 |tikshwv.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 15
46.19. 85. 113 I srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 14
212.199. 251. 235|I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Inval id ACK nunber alert 14
2.52.27.93 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 13
2.52.27.93 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d sequence nunier noni t or 13
46. 19. 86. 38 | srael 147.237.72. 167 |ishurimaka.i df .i|[Bad TCP sequence Inval id ACK nunber noni t or 12
2.54.129.145  |Israel 147 237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  ivalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
79.179.36.198 |l srael 147.237. 77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
109. 65. 102. 99 |l srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Invalid ACK nunber noni t or
37.26.147.183 [Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence VSUYEZﬁSrCZI rea”sm't wehdifferent 1 onitor s
2.52.27.93 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber alert
31.168.100.81 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
79.177. 200. 234 |israel 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
80.246.136.72 I srael 147. 237. 77. 216 |dover . i f . i1 Bad TCP sequence mﬁsg rea”S”“ wehdifferent | onitor |7
46.19. 85. 121 I sr ael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence I'nval id ACK nunber noni t or
46. 19. 85. 47 I srael 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence Invalid ACK nunber alert
213.57.131. 247 |l srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
2.54.191. 21 I sr ael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 47 I srael 147.237.0.34 |tikshwv.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 6
2.54. 51, 153 I'srael 147237, 72. 167 |i shurimaka i i || SAM NG Engine: TP Invalid  invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
5.22.129.171  |israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dr opped.
2.54.39. 209 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
46.19.86.30  |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence mﬁﬁsgfﬂsm wehdifferent 1 onitor |6
54.244.22.103 |lhited Sates |147.237.77.176|natpash.idf.il drop First packet isn't SYN drop
213.57.131. 247 |israel 147.237.72. 166 |aka. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout alert
46.19.85.181  |israel 147.237.72. 166 |aka. i of .11 Streamng Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransmi ssi on Packet dr opped.
2.54.42.216 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
213.186.175.16 |Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
82.145.222.60 |Europe 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
84.109.178.43 |Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
213.186.175. 16 |Jordan 147.237. 77. 216 |dover.idf. il Bad TCP sequence noni t or 4
94. 230. 86. 210 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.52.25. 169 | srael 147.237.72. 167 |i shurimaka.idf .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Acti on ‘Count
2.54.129.55 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 169
2.54.129. 55 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 110
2.54.129. 55 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 55
37.26.149. 144 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 45
37.26.148.177 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 16
46.19. 85. 113 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 8
82. 80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 82.80. 196. 44 B ock 8
79. 180. 5. 239 I srael 147.237.72. 166 |aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 4
84.109.0. 73 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84.109. 0. 73 B ock 4
217. 194. 204. 124l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
91.143.80.201 |Ger many 147.237.77. 216 |dover . i df . i | D stri butec lT;;f;gg;g?ﬂeﬁvﬁff;p;” Bl ock 2
176. 13. 4. 202 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 2
31.154. 88. 37 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
109. 65. 102. 99 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
46.19. 85. 114 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 2
212.179. 177. 148|i srael 147.237.77. 216 |dover . i df . i | \'\:’Iotl iaifli inﬁtgfm_ﬁaﬁiﬁiy)r om212. 179. 177. 148 (Pr ot ocol None 2
2.54.42.142 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
204.13.200. 200 [United Sates [147.237.77. 216 |dover. i df .i | D stri bt oc gsgggzgfﬁeﬁvicffssp;n Bl ock 2
107.178.194.79 [Uited Sates |147.237.77.216 |dover. i df il D stri buted 1?:;}:;22;?&%@??;&” Bl ock 2
46. 19. 85. 234 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None

80. 246. 139. 180 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
204.13.200.200 |United Sates [147.237.77. 216 |dover. i df .| D stri buted ff;;t;ggggeﬁeﬁvicffjpf” Bl ock 2
212.143. 40. 198 |Israel 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL B ock 2
2.54.172. 29 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code B ock 2
2.52.186. 250 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46. 19. 85. 235 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS Attack None 1
217. 194. 195. 180|I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
207.46.13.30  |thited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt B ock 1
81.218.118. 126 |Israel 147.237.76.42 [refuah.idf.il |25 0> zf‘gl";r_ihzeﬁﬁaﬁf::i on B ock 1
37.26.148.213 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs oS Attack None

5.102. 254. 209 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
62.219.137.5 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
107.178.194.87 |Uhited Sates |147.237.77. 216 |dover. i df . | D stri buted ff;;t;ggggeﬁeﬁvicffjpf” Bl ock 1
212.179.91.34 |lIsrael 147.237.77. 216 |dover . i df .i | SSL Untraceabl e Connection - Gpen Mde None 1
80.246.136.23 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
37.26.146.196 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
195. 154. 194. 111 |France 147.237.77. 176 |mat pash. i df . i | Dstributed PHP At tenpt B ock 1
115.119. 13.228 |india 147.237.77. 176 |mat pash. i df . i | Distributed Whaut horized URL Access on www cogat . i df . il/xmrpc. php B ock 1
66.249. 64. 253 | srael 147. 237.72. 166 |aka. i df . i | (SE‘SLUJ mﬁfﬁfiﬁﬁ Protocol violation None 1
2.54.185.231  [Israel 147. 237. 76. 147 [chi nuch. aka. i df . i[ ot hori zed Wethod POBT for asix None 1
2.54.8.119 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock 1
95.86.107. 127 | srael 147.237.72. 166 |aka. i df . i | m”;’k‘“; izaf“.?rl'ftn;r Ncéggﬁ:ﬁgaggffE:.N:;;f‘:phsa"har$Ct' 8Lin None 1
46. 19. 86. 69 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
207.46.13.145 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to v idf.il/atal 1/izkor/print_text.asp B ock 1
182.96.106. 195 |Chi na 147.237.77. 176 |nat pash. i df . i | m“éggo;ti.zi%cf'.?ﬁsﬁ‘;gjfu;;comml o header upper/ Bl ock 1
79.181.139.26 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
66.249. 64. 143 I srael 147. 237.72. 166 |aka. i df . i | ?4? r2i3l;l.ﬂ7e; 1%2“;‘;0;; ;efusteﬁgfzflsaggx B ock 1
84.109.0.73 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/sip storagel/files/8/ B ock
80.246.137.81 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
37.26.147.183 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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