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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3554
212.150. 174. 90 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 94
162. 244. 28. 120 Canada 147.237.76. 201 e atal.idf.il L4 Source or Dest Port Zero dr op 1
162. 244. 28. 120 Canada 147.237.76. 39 nobi | e.neitav.idf.il |L4 Source or Dest Port Zero drop 1
162. 244. 28. 58 Canada 147.237.76. 197 e hinush.idf.il L4 Source or Dest Port Zero drop 1
41. 33. 231. 90 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
162. 244. 28. 120 Canada 147.237.76. 148 gocenter. aka.idf.il L4 Source or Dest Port Zero drop 1
162. 244. 28. 120 Canada 147.237.76. 30 hi nush.idf.il L4 Source or Dest Port Zero drop 1
162. 244. 28. 58 Canada 147.237. 76. 86 navy.idf.il L4 Source or Dest Port Zero dr op 1
162. 244. 28. 120 Canada 147.237.76. 202 e halag.idf.il L4 Source or Dest Port Zero drop 1
162. 244. 28. 120 Canada 147.237.76. 44 e.refuah.idf.il L4 Source or Dest Port Zero drop 1
162. 244. 28. 58 Canada 147.237.76. 199 e. nakchal .idf.il L4 Source or Dest Port Zero drop 1
162. 244. 28. 58 Canada 147.237.76. 31 nakchal .idf.il L4 Source or Dest Port Zero drop 1
162. 244. 28. 120 Canada 147.237.76.176 test.ncore.idf.il L4 Source or Dest Port Zero drop 1
162. 244. 28. 120 Canada 147.237.76. 34 yohal an.idf.il L4 Source or Dest Port Zero dr op 1
162. 244. 28. 58 Canada 147.237.76. 147 chi nuch. aka.idf.il L4 Source or Dest Port Zero dr op 1
162. 244. 28. 120 Canada 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero drop 1
162. 244. 28. 120 Canada 147.237.76. 86 navy.idf.il L4 Source or Dest Port Zero drop 1
162. 244. 28. 58 Canada 147.237. 76. 200 eitan. aka. idf.il L4 Source or Dest Port Zero drop 1
162. 244. 28. 58 Canada 147.237.76. 34 yohal an. i df .i | L4 Source or Dest Port Zero drop 1
162. 244. 28. 120 Canada 147.237. 76. 196 e.sviva.idf.il L4 Source or Dest Port Zero dr op 1
162. 244. 28. 120 Canada 147.237. 76. 38 eeneitav.idf.il L4 Source or Dest Port Zero dr op 1
162. 244. 28. 58 Canada 147. 237. 76. 196 e.svivaidf.il L4 Source or Dest Port Zero drop 1
162. 244. 28. 120 Canada 147.237. 76. 147 chi nuch. aka.idf.il L4 Source or Dest Port Zero drop 1
162. 244. 28. 58 Canada 147.237. 76. 202 e halag.idf.il L4 Source or Dest Port Zero drop 1
162. 244. 28. 58 Canada 147.237.76. 39 nobi | e.neitav.idf.il |L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

123. 126. 113. 80 Chi na 147.237.72. 166 aka.idf.il [C103: HTTP. User Agent Sogou+web+spi der B ock 1




12-17-2015-10:04:01 to 12-17-2015-11:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
188. 42. 136. 164 [147.237.8.28 |Luxembourg |e.nobile-ks.idf.il ET SCAN Potential SSH Scan 1
166. 63. 125. 149 |147.237.0.17 [Wited Sates |mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 3072 1
109. 67.129.55  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.182.39.243  |147.237.77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 75 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.17.127 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
188.42.136. 164 |147.237.8.45 |Luxenbourg |e.eitan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
176.12. 151. 182 |147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
109. 253. 220. 82 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
91.201. 236. 113 |147.237. 72. 217 |Wkrai ne eid.il ET SCAN NVAP -sS w ndow 1024 1
79.177.34. 144  |147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
5.39.222. 253 147. 237. 76. 196 [Net her | ands e.svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
2.52.21.177 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
212.179. 177. 148|147. 237. 77. 216 | srael dover.idf.il SERVER APAO_E Apac.he mod_ss| non- S connection to S5 1
port denial of service attenpt
188.42.136. 164 |147.237.8.46 |Luxenmbourg |e. chinuch.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
79.177.200. 234 |l srael 147.237.72. 156 |anan. i df .i| SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 42
46.19. 86. 75 I srael 147.237.72. 167 |ishurimaka. i df .i|Bad TCP sequence Invalid ACK nunber monitor |40
80. 178. 215. 107 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid sequence nunber nonitor  [39
41.33.231.90 Egypt 147. 237. 77. 216 |dover . i df .i | drop SAMrule drop 28
Sreamng Engine: TCP Invalid i i ssi
192.117. 142. 97 |israel 147. 237.72. 166 |aka i of .11 9 =g Inval i d segnent retransmssion. |, ., 24
Ret r ansni ssi on Packet dr opped.
107.167.99. 113 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | drop First packet isn't SWN drop 20
Sreanming Engine: TCP Invalid i i ssi
5.102. 247.244 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Inval id segnent retransmssion. |, ., 18
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
5.102. 254. 189 [l srael 147.237.77. 234 |hal ag.i df . i 9 =g Invalid segnent retransmssion. |, 15
Ret r ansmi ssi on Packet dr opped.
207.241. 229. 104|lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 15
79.183.3.244  |israel 147.237.76.42 |refuah.icf.il  |Bad TCP sequence S retransmt with different | pnivor |12
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
94.230.93.239 | srael 147.237.77. 234 |hal ag.i df .i 9 =g Inval i d segnent retransmssion. |, ., 12
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
157.565.2.166  |Wited Sates 147.237.77. 234 |hal ag.i of . g =g Invalid segnent retransmssion. |y, 12
Ret ransm ssi on Packet dr opped.
176. 65. 26. 24 (F;ajcis;i';'ja” Territoryds 47, 237. 77. 176 |natpash.if il |dr op First packet isn't SWN drop 10
37.26.148.140 |lsrael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SN drop 10
37.26.146.165 |Israel 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SWN drop 10
. s SYNretransmt wth different .
59. 38. 97. 59 Chi na 147. 237. 77. 216 |dover i df .i | Bad TCP sequence wi ndow scal e monitor |9
2.52.49. 198 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
37.26.147.185 |lsrael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 8
46. 19. 85. 112 I srael 147.237.72. 166 |aka.i df .i1 Bad TCP sequence I'nval i d ACK nunber nonitor |7
46. 19. 86. 103 | srael 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
VWb Server Enforcenent HITP Ceni
207. 241. 229. 104|United Sates 147.237.77. 216 |dover. i f . i1 _ Veb Servers Sow HITP Denial of | .o |7
Mol ation Service
Sreaning Engine: TQP Invalid i i SSi
84.228.151. 180 |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
80. 178. 144. 212 i srael 147. 237.72. 166 |aka. i of .11 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
109. 65. 102. 99 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreaming Engine: TCP Invalid i i ssi
79.182.195.80 | srael 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
94.230.93.229 |Israel 147.237.77. 234 |hal ag. i df .1 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
192. 118. 27. 253 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
80.179.204.11 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransmi ssi on Packet dr opped.
46.19. 86. 103 | srael 147.237.76.31 |nakchal .idf.il dr op First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
62.219.110. 116 |l srael 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.178. 161. 140 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. —q ., 6
Ret ransm ssi on Packet dr opped.
84.108. 192. 240 |l srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Invalid AGK nunber noni t or
46. 19. 86. 102 I srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning BEngine: TQP Invalid i i SSi
80. 179. 209. 168 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. |, . 6
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 183 I srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
79.182.39.243 I srael 147.237.77. 233|atal i df i Bad TCP sequence SiNretransmt wth different oy 6
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
80.178.97. 254 | srael 147.237.72. 166 |aka. i of . | 9 =g Inval i d segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
79.182.39.243 I srael 147.237.77. 233 |atal i il Bad TCP sequence SN retransmt with different —onivor |
W ndow scal e
46. 19. 85. 148 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
o SYNtACK retransmt with .
46. 19. 86. 103 I srael 147.237.76.31 |nakchal.idf.il |Bad TCP sequence di fferent wi ndow scal e monitor |5
. ) SYNtAXK retransmt with )
91.135.102. 191 |lsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence di fferent w ndow scal e noni t or 5
37.26.147.185 |[lsrael 147. 237. 72. 166 |aka.i of .i SYN At t ack rej ect
46.19. 85. 120 | srael 147.237.72. 167 |ishurimaka. i df .i |[Bad TCP sequence Inval i d ACK nunber noni t or
. . SYNFACXK retransmt wth .
37.26.147.185 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence different w ndow scal e monitor |5
217.194. 199. 124|i srael 147.237. 72. 156 |anan. i of . i Bad TCP sequence SYNACK retransmt with monitor (4
different wndow scal e
46. 19. 85. 27 I srael 147.237.72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber monitor |4
2.52.49. 198 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
37.46.39. 248 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber monitor |4
2.52.49.198 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber aert 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 254 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 124
46. 19. 86. 254 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Same Response Code (404) Bl ock 100
5.102. 247. 244 |israel 147.237.76.200(ei tan. aka. i df . il Dstributed Too Many of the Sane Response Code (404) Bl ock 63
46. 19. 86. 137 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 58
46.19.86.137  |Israel 147.237.0.19 |nadi matal .idf.il ng’l'\:%yaoighe Sane Response Qode (404) in Session from Bock |35
46.19.86.254  |Israel 147.237.0.19 |nadimatal .idf.il 12?1'\;';%.055;“ sane Response Qode (403) in Session from Bock |30
109. 253. 195. 105|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 21
2.52.26. 224 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 18
46.19. 85. 72 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 12
37.26.148.153 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 6
37.26.148.224 |[israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
192.117.142. 97 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LR Bl ock 3
2.54.171.188 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 3
46.19. 85. 27 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
93.172.191. 135 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/sip storage/files/2/ Bl ock 3
46. 19. 86. 165 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 3
176. 13. 18. 85 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
37.26.148.177 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253. 211. 107|l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
204.13.200. 200 |United Sates|147. 237. 77. 216 |dover . i df . i | Dstri buted ff;é”;;;geﬂe%fe‘icf;p;” Bock |2
207.46.13.180 |lhited Sates|147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/cnspages/ get resour ce. ashx B ock 2
204.13.200.200 [United Sates [147.237. 7. 216 |dover . i df . i | m:id?f’tﬁ‘; 1Lf§‘§'fgggisg_eﬂe>’:;\/§‘ffssp;” Bock |2
209. 88.198. 1 | srael 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LR Bl ock
93.172.191. 135 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unhauthori zed URL Access from 93.172.191. 135 Bl ock
183.83.48.154 [India 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock
37.26.148.224 | srael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ult :?ro'nsz , g‘eggrcyisemgtes“ <t ohi | ddocunent s/ 1071 Bl ock 2
207.46.13.128 |Wnited Sates|147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 207. 46. 13. 128 Bl ock 2
2.54.22.62 I srael 147.237.0.19 |nadimatal .idf.il D stribut ed Suspicious Response Qode Bl ock 2
212.25.102.57 |lsrael 147.237.72.166|aka. i df . i | Mil tipl e Uhaut horized URL Access from 212.25.102. 57 Bl ock 2
5.22.134.76 I srael 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access fromb5. 22, 134. 76 Bl ock 2
183.83.48.154 |India 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to v cogat . i df.il/xnirpc. php Bl ock 2
193.34.57.101 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 2
212.25.102.57 |[Israel 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to aka.idf.il/sip_storagelfagsel ection. aspx Bl ock 2
45. 55. 165. 208 147.237.76.39 |nobil e. neitav.idf.il|authorized URL Access to / Bl ock 1
2.52.25.16 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None 1
80.179.37.247 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
212.179. 177. 148|i srael 147. 237.77. 216 |dover . i df . i | ﬁ‘s&mﬂ&%‘fﬁfg Protocal violation None 1
mazsass o sz zsmoas [T KK L e e et o amag e s [1 !
66.249.64.13  |Israel 147. 237. 72. 166 [aka. i df . i | e sfgfzrsa;g/fi | es/ o/ 63008, doc Bock |1
5.29.1.89 Israel 147.237.76.42 |refuah.idf.il ot e \haut ort zed éﬁaﬁcﬁi on Bock |1
95.90.224.124 |Germany  |147.237.77.216|dover.idf.il ][\‘:'otniq%; gFgf ;‘gftlhz/:m fui dth Lhi code Encoding on LR Paraneter (+) g 1
2.52.174. 228 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to vwwy aka.idf.il/vwwtikshuv.idf.il Bl ock 1
84.108.192. 240 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
46. 19. 85. 221 | srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None
192.114.23. 211 |Israel 147. 237.72. 156 |anan. i df . i | m“;:;’;' izdeﬁ iﬁmﬁfenﬁetsgur ces! i rages! | avi cond f i con. png Bl ock 1
79.182.39.243 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
37.142.239.122 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mde None 1
176. 12. 145. 217 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
31.168.21. 77 I srael 147.237.72. 166 [aka. i df . i | Distributed Suspicious Response Code_Qust om Tenpor ary Bl ock 1
109. 64. 98. 213 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
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