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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3159
213.8.115. 122 | srael 147.237.72. 167 i shurimaka.idf.il |Anonal y- TLS renegoti ati on-d i dest - r eset 148
37.26.148. 137 | srael 147.237.72. 166 aka.idf.il SYN H ood unveri fied cookie drop 10

210. 152. 241. 108 Japan 147.237.0. 33 idf.il Invalid TGP H ags drop 1

210. 152. 241. 108 Japan 147.237. 8. 24 e.lifestyle.idf.il|lnvalid TGP H ags drop 1

109. 163. 232. 138 Romani a 147.237.77. 235 svivaidf.il TCP handshake viol ation, first packet not syn |drop 1

210. 152. 241. 108 Japan 147.237.76. 30 hi nush. i df .i | Invalid TGP H ags drop 1

5.189. 176. 176 Ger many 147.237. 76. 147 chinuch. aka.idf.il |Bl ock_Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LW with fake user agent 6
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
84.117.113. 152 147.237.77. 226 Romani a wiw chanat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
79. 179. 63. 87 147.237.72.166 |l srael aka idf.il portscan: TGP D stributed Portscan 1
193. 104. 41. 54 147. 237.76. 44 Ml dova, Republic of e.refuah.idf.il ET SCAN Potential SSH Scan 1
188. 42. 136. 164 147. 237.77. 226 Luxenbour g wwwy chamat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
81.218. 76. 25 147.237.72.166 |l srael aka idf.il portscan: TGP D stributed Portscan 1
66. 249. 64. 190 147.237.72.166  |Lnited Sates aka idf.il portscan: TGP D stributed Portscan 1
2.54.168. 123 147.237.72.166  |Israel aka.idf.il portscan: TCP D stributed Portscan 1
193.104. 41. 54 147. 237. 76. 198 Ml dova, Republic of e.yohal an.idf.il ET SCAN Potential SSH Scan 1
188. 42. 136. 164 147.237.77. 233 Luxembour g atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
Sreaning Engine: TCP Invalid i i SSi

2.54.18.1 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Inval i d segnent retransmssi on. drop 450
Ret ransni ssi on Packet dr opped.
Veb Server Enforcenent HTTP Ceni

207. 241. 229. 104|tnited Sates [147.237.77. 216 |dover.idf. il _ Veb Servers 3 ow enial of et 39
Violation Servi ce

46. 19. 86. 248 I srael 147.237.72. 167 |ishurimaka.i df .i|Bad TCP sequence Invalid AGK nunber noni t or 26
Sreanming Engine: TCP Invalid i i ssi

5.102.247. 244 |israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =9 nval i d segnent retransmssi on. drop 24
Ret ransmi ssi on Packet dr opped.

46. 19. 85. 117 I srael 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 20

183. 79. 220. 248 |Japan 147.237.76.200|eitan. aka.idf.il |drop SAMrule drop 20
Sreaning Engine: TCP Invalid i i ssi

46.19. 86. 70 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 15
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

62.219.137.44 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval i d segnent retransmssi on. dr op 15
Ret ransni ssi on Packet dr opped.

81.218.241.25 |lIsrael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 12

2.54.42.29 I srael 147.237.72. 167 |i shurimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 11

46. 19. 85. 39 I srael 147.237.0.19 |nadimatal.idf.il[SYN Att ack SYN -> SYN-ACK -> RST rej ect

2.52.52. 169 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

81.218.55.253 |lsrael 147.237.72. 167 |i shuri maka. i df . i [dr op First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi

46. 19. 86. 39 | srael 147.237. 72. 167 |i shuri maka. i df . i g .g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

84.228. 144. 160 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.

213.8.115.122 | srael 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop

212.179.210. 74 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber alert
Sreaning BEngine: TQP Invalid i i SSi

46.19.85.216  |Israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.

212.179.210. 74 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 6

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5

2.54.42.29 I srael 147.237.72. 167 |ishurimaka.i df .i|Bad TCP sequence Invalid AGK nunber alert 5

2.54.42.29 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 5

46. 19. 85. 178 I srael 147.237. 72. 156 [anan.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5

2.54.42.29 | srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence I'nval i d sequence nuniber noni t or 5

. . SYNHAK retransmit with different .

80. 246. 139. 88 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence vi ndow scal @ noni t or 5
Sreaning Engine: TQP Invalid i i SSi

109. 253. 194. 144|| srael 147.237.77. 243 |nobi l . i df . i g =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4

46. 19. 85. 195 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

46.19. 85. 109 | srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4

46. 19. 85. 195 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber noni t or 4

188. 120. 148. 251 |l srael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i SSi

79.176.188. 136 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi

212.179. 223. 228|I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

46.19. 86. 201 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or

46. 19. 85. 39 I srael 147.237.0.19 |[nadimatal.idf.il[Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i sSi

79.178.171.55 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

212.150. 97. 238 | srael 147. 237. 72. 166 |aka. i f . i1 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi

66.249.78.216 |Wited Sates |147.237. 77. 243 |nobile.idf i 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.

85.130. 128. 146 |Israel 147.237.72. 166 |aka i df .i 1 Bad TCP sequence Invalid AGK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi

147.236.32.17 |israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi

192. 117. 173. 155/ srael 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.

185.3.146. 188 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval id ACK nunber noni t or 3
Sreaning BEngine: TQP Invalid i i SSi

77.126.20.116 | srael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.

46. 19. 86. 70 | srael 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 3

2.54.16. 232 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TQP Invalid i i SSi

81.218.132.17 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi

79.179.63.87  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

46.19. 85. 47 I srael 147.237.77. 243 |nobi | e.i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi

109.67.48.95  |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.

213.57.136. 157 |[lIsrael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
5.102. 247.244  |lsrael 147.237.76.200|ei tan. aka. i df . i| [Dstributed Too Many of the Sane Response Code (404) Bl ock 89
46. 19. 85. 39 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 29
176.13.21.226 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 24
2.54.18.1 | srael 147.237.76.200|ei tan. aka. i df . i | |Too Many of the Same Response Code (404) in Session from2.54.18.1 |B ock 21
46. 19. 86. 137 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 11
2.54.18.1 I srael 147.237.76.200(ei tan. aka. i df .i| |Dstributed Too Many of the Sane Response Code (404) B ock 6
207.46.13.145 |Wited Sates |147.237.77.216|dover.idf.il Mil tipl e Unaut horized URL Access from 207.46. 13. 145 Bl ock 5
46.19. 86. 104 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
194. 90. 254. 244 |I srael 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 194. 90. 254. 244 B ock 5
89. 138. 176. 240 |l srael 147.237.77.243|nobi | e.i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 4
80. 246.136.67 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176. 12. 140. 182 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
46.117. 204. 223 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to v aka.idf.il/sip_storage/files/1/ Bl ock 3
46.19. 85. 72 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 139. 132 [Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
46. 19. 86. 165 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code Bl ock 3
46.19.85.0 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
72.9.148.10  |Uited Sates [147.237.76.86 |navy.idf.il m“tnzs;' e R e navy. aspx. asp Bl ock 2
109. 253. 194. 1441 srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁr&??flgeggfyim O e/ 1 st chi | cdocument s/ 1362 Bl ock 2
46.19. 85. 255 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs DS Attack None 2
109. 253.197.5 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
62.219. 237.221 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
46.19. 86. 51 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
157.55.39.221 |Uited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 157.55. 39. 221 Bl ock 2
Unaut hori zed URL Access to
46.19. 85. 39 I srael 147.237.0.19 |madimatal .idf.il|nadi matal.idf.il/nobile/tenpl ates/ orderconfirnation/ orderconfirmation. as [B ock 2
pX

195. 200. 205.2 |l srael 147.237.77.74 |lawidf.il Unaut hor i zed HTTP Met hod B ock 2
192. 116. 142. 240]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessions: sigal gs oS Attack None 2
213. 8. 204. 61 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 213.8.204. 61 Bl ock 2
2.54.37.132 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
173.252.90. 109 |Uhited Sates |147.237.72.166|aka.idf.il Untraceabl e S Sessions: sigal gs oS Attack None 1
2.52.141. 105 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
62.219.231. 241 [israel 147.237.72. 166 [aka. i df . i | D stributed Suspicious Response Code_Qust om Tenpor ary B ock 1
217.194.203.52 |[Israel 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
91.231.192.149 [Israel 147.237.72.167|i shuri maka. i df . i|SSL Wntraceabl e Connection - Uhknown SSL Session None 1
5.102.254. 133 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in URL fromb5. 102. 254, 133 B ock 1
176.13.22.184 |Israel 147.237.77. 243 |nobi | e.i df . i | Distributed Lhaut hori zed URL Access on nobil e.idf.il/sachar/index B ock 1
157.55.39. 155 [lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt Bl ock 1
66.249. 64. 240 [Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
46.19. 86. 209 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Attack None 1
212.179.21.194 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
107.178.194.83 |Wited Sates [147.237.77.216|dover. i df il D stri uted gg‘;};gg;g?ﬂ;‘g;ﬁc_?sspz” Bl ock 1
81.218.241.25 |israel 147.237.72. 166 |aka. i df . i | ggz:segag’ﬁgégﬂon cooki e wbag617274: Expect ed DE2BARAD, None 1
195. 200. 205. 2 |l srael 147.237.77.74 [lawidf.il Mil tipl e Lhaut horized URL Access from 195. 200. 205. 2 B ock 1
77.126.20.116 | srael 147.237.72. 166 |aka. i df . i | m”;k‘f:izfafﬂr;e;;ng]mﬂfmm in None 1
2.54.179. 43 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147.237. 76. 42/ styl el shared/ t ext . css B ock 1
173.252.90. 120 |Uhited Sates |147.237.72.166|aka.idf .l Untraceabl e S Sessi ons: si gal gs oS Attack None 1
2.54.8.6 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
93.173.145.73 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
208.80.194. 121 |Wnited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to 147.237.77. 216/ B ock 1
37.26.148.253 |lsrael 147.237.72. 166 |aka. i df . i | Distributed Suspi ci ous Response Code_Qust om Tenpor ary Bl ock 1
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